Dwight Shellman

From: Andrea Gyger

Sent: Tuesday, October 08, 2013 4:41 PM
To: Dwight Shellman

Subject: Fwd: Comments: election rule.

Sent from my iPhone

Begin forwarded message:

Resent-From: <sos.rulemaking @sos.state.co.us>

From: Al Kolwicz i

Date: October 8, 2013 at 4:29:08 PM MDT

To: SoS Rulemaking <SoS.Rulemaking@SOS.STATE.CO.US>
Subject: Comments: election rule.

Please accept this markup of proposed rule 45 as our input on this portion of the proposed rule.
We don't agree that this is a good time to insert a massive rewrite of this rule.

The proposal lacks meaningful standards of performance and addresses only a small fraction of
the election system. It is not adequate.

Also the proposal treats components of the voting system unequally. Vast detail about vvpat and
nothing about voter identity and eligibility verification.

Please let me know if you need help deciphering the handwritten comments.

Al Kolwicz
Colorado Voter Group
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451-21.1 Definitions. The following definitions apply to their use in this rule j-

i = 72
otherwise stated. @ E/v ﬁTT sz ] ”_;%t Wb / G_TL% M/’(ﬁ’l D@)

A 6 45331-21.1.1 “Audio ballot” means a voter interface containing the list of all candidates,
7 ballot issues, and ballot questions upon which an eligible elector is entitled to vote
8 in an election. It also provides the voter with audio stimuli and allows the voter to
9
0

communicate voting intent to the voting system through vocalization or physical
actions.

11 4514221.1.2 “Audit log” means a system-generated record, in printed and/or electronic
12 W format, providing a record of activities and events relevant to initializing election

13 I ® /{( software and hardware, the identification of files W:@Impmmeﬁefs
Q)J;/Dﬂ initializing the tarlg_gl_a_t_@ process, processing voted ballots and terminating the
V‘( Y% bulation process. Inre
m’ ﬂo‘i‘[ﬁ’?’ (/"( vﬁrﬂzwcu‘fé Mwmnuw, "7 /au”ﬁ“ztj;(e”w/

16 45-1:3-21.1.3 “Ballot image” means a corresponding representation in electronic form of
17 MW% the marks or vote positions of a cast ballot that are captured by a direet-recerding

2 y / o electronic-voting device-DRE OR A DIGITALLY RETAINED IMAGE OF A BALLOT.
‘/) Cxpuns &

19 1421.1.4 “BALLOT MARKING DEVICE” OR “BMD” MEANS A DEVICE THAT USES

20 = ELECTRONIC OLOGY TO: (O vaso by VUster 4o
(T e Tl 0,
21 [, (A)  MARK AN OPTICAL SCAN BALLOT AT VOTER DIRECTION, |1 )0 v/ 5
. W
¢ [
- S1,’("‘ (B)  INTERPRET THE BALLOT SELECTIONS, Aesf -

~ L]

o

23 U,ﬂ’” (’Wg@*\} © COMMUNICATE THE INTERPRETATION FOR VOTER VERIFICATION, AND THEN

° b
24 ”;JQJ";W (D)  PRINT A VOTER-VERIFIED BALLOT.
25 o"’,o < A BMD INTEGRATES COMPONENTS SUCH AS AN OPTICAL SCANNER, PRINTER,
26 P@,\G TOUCH-SCREEN MONITOR, AND A NAVIGATIONAL KEYPAD.
27 451421.1.5 “Ballot style” means a specific ballot layout or content for an election. The
28 ballot style is the presentation of the unique combination of contests and
29 candidates for which the voter is eligible to vote. It includes the order of contests
30 and candidates, the list of ballot positions for each contest, and the binding of
31 candidate names to ballot positions within the presentation. Multiple precincts
32 may use a single ballot style. Multiple styles may appear in a single precinct
33 where voters are split between two or more districts or other categories defining
34 voter eligibility for particular contests and candidates.
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1 451521.1.6 “Closed network™ means a network structure in which devices are not

2 connected to the internet or other office automation networks, except as allowable
3 under THIS Rule 45:5:2-7-21.

4

5

6

7

8 45-1-721.1.7 “DRE”means a direct recording electronic voting device. A DRE is a

9 voting device that records votes by means of a ballot display OR AN AUDIO BALLOT
10 provided with mechanical or electro-optical components er-an-audiobaletthat
11 can-be-getivated-by the-veter, processes data by means of a eomputer—SOFTWARE
12 program and records voting data and ballot images in memory components or
13 other media. The device may produce a tabulation of the voting data stored in a
14 removable memory component and as printed copy. The device may also provide
15 a means for transmitting individual ballots or vote totals to a central location for
16 consolidating and reporting results from remote sites to the central location.
17 45-1-821.1.8 “EAC”means the United States Election Assistance Commission.

45:3-921.1.9 “Election management system” includes, but is not limited to, the ballot

19 o definition subsystem and the election reporting subsystem. The election

20 ~ management system may provide utilities £r other election adininistration tasks,

21 / MW% pA- including maintaining equipment inventories, estimating batlof printing needs and
22 V¢ / maintaining information on peling-places VOTER SERVICEAND-ROLLING-CENTERS-

23 °© VOTER SERVICE AND POLLING CENTERS.
@ 45-+1021.1.10 “Election media” means any device including a cartridge, card,
memory device or hard drive used in a voting system for the purposes of
26 (v N’s ¢t programming ballot image data (ballot or card styles), recording voting results
27 (¥ €5 o from electronic vote tabulating equipment or any other data storage required by
28 \‘)9 SB’ .o the voting system for a particular election function. The election management
29 ¢ ,J/’ system typically downloads ballot style information to the election media and
30 - chr"/ y) &M 7 uploads results and ballot images from the election media.
31 '., 7 ((45—1%—1- 21.1.11 “Equipment” or “device” means a complete; AND inclusive term to
32 represent all items submitted for certification by the voting system provider. This
33 U»Q’ can include, but is not limited to, any voting device, accessory to voting device,

34 DRE, touch screen voting device, card programming device, software and
35 0( M\; L)E—””‘Q hardware. “Equipment” may also mean a complete end to end voting system

36 {ZIJ solution.

37 451+14221.1.12 “MODIFICATION” MEANS A REVISION OR A NEW RELEASE OF AN

38 ELECTRONIC OR ELECTROMECHANIC OTING SYSTEM. —
N -"_——‘-——-‘_____

39 21.1.13 “OPTICAL SCANNER” MEANS AN OPTICAL OR DIGITAL BALLOT SCANNER.

Musr Mar A“'U"*“—@H
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451+1221.1.14 “Remote site” means any physical location identified by a
des;gnaLed election of ial as a lo ation where the jurisdiction shal—l conducts the

m—bai-le{—eemhag—sﬁes VOTER SERVICE AND POLLING CENTERS

45-11321.1.15 “Remeovable—Storage—Media”—“REMOVABLE STORAGE MEDIA”

6

7 means storage devices that can be removed from the system and transported to
8 ocation for readout and repo ration}' Examples of removable
rage media include, but are not limited fo, programmable read-only memory
(PROM), random access memory (RAM) with battery backup, thumb drives,
11722/ magnetic media and optical media.

12 4—5—1——14—21 1.16 “Secretary of State” within-thecentext—of-this—rule;—means the
f Tors S Z€olorado Secretary of State and his or her designated-agents including employees,
u-actors and volunteers.

15 WA—]—&H 1.17 “Security” means the ability of a voting system to protect election
16 information and election system resources with respect to confidentiality, integrity
17 7" and availability. —
JeehTE T TR
18 45-1+16-21.1.18 “Split—Preeinet>“SPLIT PRECINCT” means a precinct that has a
19 geographical divide between one or more political jurisdictions which results in
20 each jurisdiction within the precinct to be assigned different ballot styles for a
21 specific election.
22 xt 45117 45.1-1921.1.19 = = “ 2“TEST LOG” OR “TEST
23 RECORDS” means the documentation of certification testing and processes. This
24 documentation may include, but is not limited to, certification testing reports, test
25 -~ plans, requirements matrices, photographs, written notes, video and/or audio
26 g / recordings
27 4514-14821.1.20 ¢ it F BUH-P—means the write-once
28 installation disk or 1sks for software and firmware for Jwhich the Secretary of

( I State or his/her agent trase : g chain ol evidence to the building of a
30 f ﬁ/ disk, which is then used to estabhsh and/or re-establish the chain—-of-ecustody
31 }/ {L(/ﬁg CHAIN-OF-CUSTODY of any component of the votmg system which contains
32 WV firmware or software. The trusted build is the origin of the chain of evidence for
y software and firmware component of the voting system. ~7 /o clodo OS5 ; D Bh
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14
15
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18

19
20
21
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23

24

25
26
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28
29
30
31
32
33

s M
4511921.1.2221.1.21 Nt w u = e
“Federally—Aeceredited—Laboratory”—“VOTING SYSTEM TEST LABORATORY” OR

“VSTL” MEANS A “FEDERALLY ACCREDITED LABORATORY”, as defined in section
1-1-104(16.5), C.R.S., which is accredited by the EAC to conduct certification
testing for voting systems.

[Relocated to new Rule 1.1.39]

Introduction

the—-tefm—ls—éeﬂned-m—&WA-SeeheiHm{b)- For Colorado purposes no smgle

component of a voting system, or device, meets the definition of a voting system
except that nothing in this rule shall MAY be interpreted to require the testing of an
entire modified system if the Secretary of State determines pursuant—te—IN
ACCORDANCE WITH section 1-5-618, C.R.S., that a modification to any certified
voting system requires testing for security and accuracy. emly—ONLY the
modification shall-be-requiredte AND ANY AFFECTED FEATURES OR CAPABILITIES
MUST be tested to ensure compliance with this Rule 45 21.

gsag\w«Q s l



W N -

—
— OO0 o JO WL N

—

12

13
14

15

16
17

18
19
20
21
22
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4

>
m/LtJZfLQ :

Sufficient components shall—-MUST be assembled to create a
configupation modification as a whole to meet the
requirgments as described for a voting system in this rule.

452321.2.3 THE CERTIFICATION OF A VOTING SYSTEM SHALL-MAY NOT BE INTERPRETED

23 453213

24
25
26
27
28
29

AS A REQUIREMENT THAT A COUNTY PURCHASE OR LEASE ALL OF THE COMPONENTS
OF THE VOTING SYSTEM. COUNTIES MAY CHOOSE TO CONFIGURE AND USE A SUBSET
OF THE CERTIFIED VOTING SYSTEM AND MAY USE THE SERVICES OF A VENDOR OR
THIRD PARTY TO PROVIDE BALLOT DEFINITION AND ELECTION PROGRAMMING OF
MEMORY CARDS. COUNTIES ARE NOT REQUIRED TO USE A PAPER BALLOT
TABULATION DEVICE IF THEY CHOOSE TO MANUALLY TABULATE THE ELECTION
RESULTS.

Certification Process Overview and Timeline

453-121.3.1 The voting system shall WILL be considered as a unit, and all components

of such—systern—shallbe tested at once, unless the circumstances necessitate
otherwise. Any change made to individual components of a voting system shal
WILL require the entire voting system TO be recertified in-aceordance-with-thisrule
unless the change is a modification that can be approved under the-previsions—of
section 1-5-618(1.5), C.R.S.

45:3:221.3.2 For a voting system to be certified, the voting system provider shall-MUST
successfully complete all phases of the certlﬁcatlon process-cte—mel-udeﬁ&bmr&mg

g
&

2 3 3 THE CERTIFICATION
S. SUBMISSION F_A COMPLETE APPLICATION, A DOCUMENAATION
PEMONSTRATION OF T IERYSTEM, AND STING-

G_X/hub.,
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4533 21.3.3 The flow of each phase of certification is as follows:

(a) Phase I — Veting-THE VOTING system provider submits MUST SUBMIT an
application and all documentation required in Rule 454-21.4. The
Secretary of State reviews—WILL REVIEW the applieaten—APPLICATION and
informs-INFORM the voting system provider whether or not the application

is complete. Hlﬂaeﬁappheahea—rs—eemplete—the—SeefetaPy—e#State—makes

If the apphcatlon is 1ncomplete the Secretary of State shal-l——WlLL 1dent1fy
the deficiencies and the voting system provider will have 30 days to
remedy the deficiencies and make the application complete. WHEN THE
APPLICATION IS COMPLETE, THE SECRETARY OF STATE WILL MAKE
ARRANGEMENTS WITH THE VOTING SYSTEM PROVIDER FOR A PUBLIC
DEMONSTRATION.

(b) Phase II — The Secretary of State reviews—WILL REVIEW the submitted
documentation, eenduets—the—review—of—VSTL REPORTS FROM PREVIOUS
TESTING, AND ef—evaluations provided by anether—State—underRule
test-plan-to-the-veting system-provider OTHER STATES.

©) PHASE III — THE SECRETARY OF STATE WILL PREPARE A CERTIFICATION
TEST PLAN. IF A VSTL IS CONTRACTED TO TEST THE VOTING SYSTEM, THE
VSTL WILL WORK WITH THE SECRETARY OF STATE TO PREPARE A
CERTIFICATION TEST PLAN. THE CERTIFICATION TEST PLAN WILL BE
PRESENTED TO THE VOTING SYSTEM PROVIDER FOR REVIEW PRIOR-FO-FHE-
STARTOF-FUNCHONAL FESTINGBEFORE EXECUTION OF THE TEST PLAN.

(e)}(D) Phase HI-IV- Upon receipt of the voting system provider’s agreement to
the CERTIFICATION test plan, the Secretary of State perferms-OR THE VSTL
WILL REREORM-the-functional tests- EXECUTE THE TEST PLAN.

(&) (E) Phase PV — The Secretary of State reviews WILL REVIEW the TEST results
of the functional tests and deeides-DETERMINE whether to-certify-ornotte
certify the voting system SUBSTANTIALLY MEETS THE REQUIREMENTS FOR
CERTIFICATION. Within 30 days of the—#s A decision, —to-eertify-ornot

certify—the—votingsystem, the SECRETARY OF STATE WILL POST THE
certification test report for the voting system shall-be—pested on the

Seeretary-of State’s ITS website.

4563-21.3.4 The Secretary of State shall WILL certify voting systems that substantially
comply with the requirements in this Rule 21, Colorado Election Code, and any
additional testing that is deemed necessary by the Secretary of State.

454214 Application Procedure

454121.4.1 Any voting system provider may apply to the Secretary of State for
certification at any time.



1 454221.4.2 A voting system provider that submits-DESIRES TO SUBMIT a voting system
2 for certification shall MUST complete the Secretary of State’s “Application for
3 Certification of Voting System” WHICH IS AVAILABLE ON THE SECRETARY OF
4 STATE’S WEBSITE.

5 45432143 The Secretary of State, in accordance with section 24-21-104(1)(a),
6 C.R.S., shall WILL charge the voting system provider all direct and indirect costs
7 associated with the testing of a voting system submitted for certification. The
8 Secretary of State sha:H WILL prov1de—upeﬁ—fequest— an estimate of costs for
9 certification testing at-the H RTFO-BEFORE THE
10 WWS:HNG—CERTIFICATION PROCESS BEGINS. IN
11 ORDER TO BEGIN -FUNEHONAL TESTING, THE VOTING SYSTEM PROVIDER SHALL
12 MUST PROVIDE A WRITTEN APPROVAL OF THE COST ESTIMATE. THE VOTING SYSTEM

PROVIDER-A:H-Gests—shaH MUST PAY ALL COSTS BEFORE THE SECRETARY OF STATE
.1'0

15

16
17
18
19
20
21

30}/{. ,< publlc disclosure under the Colorado
& seq., C.R.S., together with a citation to the specific grounds for exemptlon—"l:he

;:equest-sh&l-l-ww-be-made-pner«te BEFORE BEGINNING the-start-of Phase III B-of

33 Q( \\ \ the certification process.
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45-4821.4.6 :

s = =2t d-B -

fer—eefﬁﬁeatren—ﬂae—THE votmg system prov1der shaﬂ MUST coordmate wuh the
Secretary of State for the establishment of the trusted build. THE VOTING SYSTEM
PROVIDER SHALL MUST SUBMIT ALL DOCUMENTATION AND INSTRUCTIONS
NECESSARY FOR THE CREATION AND GUIDED INSTALLATION OF FILES CONTAINED IN
THE TRUSTED BUILD WHICH WILL BE CREATED AT THE START OF FUNCTIONAL
TESTING AND WILL BE THE MODEL TESTED. At a minimum, this-THE TRUSTED BUILD
shall MUST 1nclude a compllatlon of ﬁles placed on write-once medla fer—whieh

eede—eempﬂatrmﬂ-thfeagl}de}wefy and an estabhshed hash ﬁle d1str1buted from a
VSTL or the National Software Reference Library to compare federally certified

versions. All-er-any-part-ef-the-THE trusted build disks may-be-enerypted—If
applicable;—they—should all be labeled as—proprietary—information—and with

identification of the voting system provider’s name and release version based-en

] :  Jar voloases

454-921.4.7 All materials submitted to the Secretary of State shall MUST remain in the

custody of the Secretary of State éuﬂﬂg~the4+fe—ef—the—eeﬂiﬁea&ea—aﬂd—fef—2§

testiﬂgrAS FOLLOWS:

(A)  FOR CERTIFIED SYSTEMS, UNTIL THE CERTIFICATION IS PERMANENTLY
REVOKED, OR UNTIL NO COMPONENTS OF THE CERTIFIED SYSTEM ARE USED
IN THE STATE OF COLORADO; AND

(B) FOR SYSTEMS THAT ARE NOT CERTIFIED, A PERIOD OF 25 MONTHS.

THE APPLICANT MUST PROVIDE ALL ADDITIONAL INFORMATION REQUESTED BY THE

Secretary of State ma

/
45521.5 Voting System Standards g \
,,)(/\K'd o
45:5-1Federal Standards \

455.—171—21.5.1

VOTING SYSTEM STANDARDS

45:54:221.5.2 THE VOTING SYSTEM PROVIDE MUST DOCUMENT THAT Adl ALL voting

system software, hardware, and firmware shall MUST meet all requirements of
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federal law that address accessibility for the voter interface of the voting system.
These laws includes;-but-are-not-limitedto;:

(a) the-THE Help America Vote Act,

(b) the-THE Americans with Disabilities Act, and

(©) the—THE Federal Rehab111tat10n Act. Ihe—veﬁng—system—-pmndep—sha#

[Current rule 45.5.1.3 is mended and moved to Rule 21.5.12(a).] ° 50 v/ a
45.5.2State Standards 09‘7"62/— R0 / 6 (np7>
— c OWPL/TS
(45-5:321.5.3 INDEPENDENT ANALYSIS?; ﬂe AL &{_ /LQM(J;

45:5:2:43(A) Prierte BEFORE compl tion of functional testing, all votmg system
providers submitting a voting system shal MUST COMPLETE an
independent analysis of the system-, WHICH SHALL-INCLUDES:

)-(1) An application penetration test conducted to analyze the system for
any potential vulnerabilities that may result from poor or improper
system configuration, known aadfor unknown hardware or software
flaws, or operational weaknesses in process or technical
countermeasures. The test shall MUST involve active exploitation of
security vulnerabilities of the voting system, whether or not the
vulnerabilities can be mitigated through compensating controls.

G-(2) A source code evaluation conducted pursuantto-the-requirements
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vetmg—system—smﬁdﬂads IN ACCORDANCE WITH SOFTWARE DES[GN

AND CODING STANDARDS OF THE 2002 VOTING SYSTEM STANDARD
OR THE MOST CURRENT VERSION OF THE VOLUNTARY VOTING
SYSTEM GUIDELINES THAT-HAS-BEEN- APPROVED AFTER JANUARY 1,
2008.

6)(3) A complete report detailing all findings and recommended

compensating controls for vulnerabilities and deficiencies identified.

-(4) The vender VOTING SYSTEM PROVIDER shall MUST use an
L AT LEAST ONE OF THE FOLLOWING to perform

EAC-approved VSH—
the mdependent analyms—er—submﬂ«the—fe&uk&eﬁestmg—eeﬂdu%ﬂ

@) (C)SOME COMBINATION OF SUCH VSTL AND STATE TESTING THAT
MEETS THE REQUIREMENTS OF THIS RULE.

&(5) The Secretary of State OR VSTL shall WILL conduct a

' 3(6)

quality review of all work under this section. The review may include
an examination of the testing records, interviews of the individuals
who performed the work, or both. Review of testing records may be
conducted at the VSTL, the state in which the testing was conducted,
or at the site of any contractor or subcontractor utilized by another
state to conduct the testing.

THE Secretary of State has—t-he—ﬂght—te MAY re_]ect any evaluatlon 1f
not satisfied with the work product and to require additional analysis
to meet the requirements of section 1-5-608.5, C.R.S., and this Rule.

[Rule 45.5.2.4.3 is amended and moved to New Rule 21.5.3(a). Amendments are shown above.]

455212154

Functional requirements REQUIREMENTS

45521-1(A) Functional requirements shalt MUST address any-and all detailed
operations of the voting system related to the management and controls

r7 required to successfully conduct an election en-the-veting-system.

4552.12(B) The voting system shall MUST provide for appropriately authorized
users to:




1 (a)—Prepare-the systemforan-election:

2 ) (1) Setup-SET UP and prepare ballots for an election;
3 ) (2) Lock and unlock system to prevent or allow changes to ballot
4 design;

e) (4) Conduct logic and accuracy testing-as-required-herein; r,u

5 (5) Conduct an election and meet additienal-requirements as 1dent1ﬁed
in this seetton—RULE 45 21 for procedures for voting, auditing
information, inventory control WHERE APPLICABLE, counting

10 ballots, opening and closing polls, recounts, reporting and
11 accumulating results-as-required-herein;

12 €&) (6) Conduct the post-election audit-as-required-herein; and

13 ) (7) Preserve the system for future election use

ate Election—Day—ELECTION

AlLs and provisional ballot

2 +-6-(D) The voting system shalt MUST provide for the tabulation of votes
2 cast in combined precincts at remote sites, where more than one precinct is
2 voting at the same location, on either the a-
2 different ballot style. ol 7ol WUD
28 45:52+7(E) The wvetingsystem—applieatioR—ELECTION MANAGEMENT SYSTEM
29 T provide authorized users wijth the capability to produce
30 electronic files¥ncluding election re n either ASCII (both comma-
; L7 5T~ dltedand ﬁxed-w1dth) v - eb-based fo : ,. , pin- The
Syt dats data

33 #1ns W07 software shall MUST prov1de : thorlzed users w1th the ab111ty to generate
34 these files on an “on-demyand” ba51$ After creating such files, the
35 authorized users shall MUS-at-their-dis 7; have the capability to copy

gt oF “/%MV
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MN‘ ‘\X
\;\ 5t 45:52-1-8-(F) The voting system shall MUST include hardware ard OR software to

the files to diskette, tape, CD-ROM or te—transmit-the—files—to-another
information-system OTHER MEDIA TYPE.

) (1) Exports necessary for the Secretary of State shall MUST conform to
a format agreed upon by the Secretary of State and the voting
system provider. If the voting system provider and the Secretary of
State have not previously agreed upon a format, the voting system
provider shall MUST provide the Secretary of State with

specifications for all available export file formats. As-part-of-the

...... amonatrate ¥
- B i

- 5 o o = siavamLe

accumulated-

[Current Rule 45.2.1.7(b) is amen%oved to Rule 11

) THE VOTING SYSTEM PROVIDER SHALL MUST DEMONSTRATE THAT
PRELTMINAR LECTION RESULT DATA)CAN

. BE IMPORTED TO A COMMERCIALLY AVAILABLE DATA MANAGEMENT

L;Ud PROGRAM SUCH AS A SPREADSHEET, DATABASE, OR REPORT

Tl G (b, i3 1 faschy TP

enable the closing of the remete voting location and disabling the
acceptance of ballots on all vote tabulation devices to allow for the
following:

(@) (1) Machine-generated-paper+reeord—PRINTOUT of the time the voting

system was closed.

) (2) Readings—PRINTOUT of the public counter and protective counter

sha e—a-part-of the paper-audit-record-upon CLOSING THE
BALLOT CASTING FUNCTIONALITY-disabling-the votingsystem to-
prevent-further voting.

[+
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4 M(K) _ f votes as—mdieated—m—eh»rs-—seeﬂeﬁ-FOR EACH
Cwﬂ%f’du/f ~CoNTEST-and =~ ©¢J

v

ot

¢e) (3) Ability to\print

&) (B) Names of

Zv
G (C) A tabulation of votes from ballots of different
political parties at the same voting location in a primary

G qweloBe 2V it pla "
& (D) Ballot titles; S5

&) (E) Submission clauses of all initiated, referred or other ballot
issues or questions; and

&4 (F) The number of votes counted for or against each candidate
or ballotissue. @< all DVo. ;atd U~

A co—tssr

&) (G) Date of election (day, month and year);
@) (H) Precinct Number NUMBER (ten digit format);
@i (I) County or FurisdietionName JURISDICTION NAME;

(w)(J) S%ate—ef—@elefadeARhA FOR “STATE OF COLORADO”; ——
Cov 95D ? Cas7? ‘

&4 (L)Area- AN ELECTION JUDGE’S CERTIFICATE WITH AN AREA for
judges’ signatures with the words similar to: “Certified by
us”, and “Election Judges”. Space sheuld MUST allow for a
minimum of two signatures.

——\-___ '?1 ?4- ,
() ¢e)(4) Votes counted by Mand by
P . Bk i

individual precincts.

€5 (5) Ability to produce multiple copies of the unofficial results at the
close of the election.




1 [Current Rule 45.5.2.1.8(g) is amended and moved to new Rule 21.5.6(c).]

45:521106-(G)The wveting—system—applieationRELECTION MANAGEMENT SYSTEM
shall MUST ensure that an election setup may not be changed once ballots
are prlnted and/or election media dev1ces are do Al

shall MUST accurately reflect the name of the system
operator making the change(s), the date and time of the change(s), and the
“old” and “new” values of the change(s).

13

14

15

16 4552313 (H)All DRE orR BMD voting devices shall MUST use-tﬁuch—scrce%/’
17 technology%oﬂae‘:tashnele‘gz providing visual ballot display and

18 selection.

19 45.52314-(1) All electronic voting devices supplied by the voting system

20 provider AND USED AT VOTER SERVICE AND POLLING CENTERS shall MUST

21 have the capability to continue ALL NORMAL VOTING operations and

22 provide continuous device availability during a 2-HOUR period of electrical

outage without any loss of election data.
z oting system shall MUST provide capabilities t
Z of voters’ ballot choices.

7 storage devices shall MUST provide physica
to prevent disclosure of voters’ confidential bal
and after the vote casting operation.

—

%nd procedures
ot choices during

30 ) (2) All DRE devices shall MUST provide randomization of all voter
31 ﬁg/ — choices and stored electronic ballot information, regardless—ef
32 \/\0""') V x\).s\ \  « fermat, to prevent disclosure of voters’ confidential ballot choices
33 V during and after storage of the voters’ ballot selections.

34
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[Rile 45.5.2.1 is_c)mended and moved to New Rule 21.5.4. Amendments are shown above.]
4552321.5.5 Physical and Design-Charaeteristies-DESIGN CHARACTERISTICS

455231 A) Physical and design characteristics shall MUST address)any and all
external or internal construction of the physical enviro of the voting
system or the internal workings of the software necessary for the voting
system to function. The voting system shall MUST substantially comply
with these requirements to be considered successful in the conduct of an
election on the voting system.
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6 [Part of current Rule 45.5.2.3.2 is relocated to new Rule 21.5.12(n)]
7 4552317 (B)The voting system provider shal MUST submit drawings,
8 photographs and any related brochures or documents to assist with the
9 evaluation of the physical design of the use of the voting system.

10 45-5-621.5.6 BALLOTDEFINITION SUBSYSTEM

11 / < 455233 (A) The ballot definition subsystem of the voting system application
12 . consists of hardware and software required to accomplish the functions
gw’” 78

v ¢ System—datab&ses%eatamed-m—ﬂae
iz " \1 0( - outlmelnthls Rule 454—2—3—215 6

15 9
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38 45-5:2:3-8(B) The ballot definition subsystem shall MUST be capable of handling
39 at least 500 200 potentially active voting positions, arranged to identify
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31
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33
34

36
37
38

party affiliations in a primary election, offices with their associated labels
and instructions, candidate names with their associated labels and
instructions and ballot issues or questions with their associated text and
instructions.

45523386 (C) Ability te—THE VOTING SYSTEM MUST accommodate &
SINGLE PAGE BALLOTS (RACES ON ONE FACE OR BOTH FACES) AND two page
ballet PAPER BALLOTS (races on THREE OR four faces)-isrequired.

4552310 (D)The veting—system—application—shall—BALLOT DEFINITION

SUBSYSTEM MUST:

previde-PROVIDE a facility for the definition of the ballot, including
the definition of the number of allowable choices for each office
and contest and for spemal votmg optlons such as wr1te -in
candldates. he = 2 : Se

%e—-system—shal-l—geﬂef&te GENERATE all required masters and
d1str1buted coples of the vet-mg—pfegfam—m—eeafemaﬂee—wﬂ%—the

,(«o
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[Current Rule 45.5.2.3.13 is amended and moved to new Rule 21.5.4(h).
Current Rule 45.5.2.3.13(a)-(b) are amended and moved to new Rule
—2k35.12(c).]

[Current Rule 45.5.2.3.13(d) amended and moved to new Rule
21.5.12(0).]
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[Current 45.5.2.3.14 (d) and (e) are amended and moved to new rule
21.5.12(e) and (p) and (q).]
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[Current 45.5.2.3.15 is amended and moved to new Rule 21.5.4(j)]
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[Currem‘ Rule 45.5.2.4.6 amended and moved to new rule 21.5.12 (g)]

45.52.545.5:821.5.8 Audit eapaeity CAPACITY
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8 [Current Rule 4 3.2 amended and moved to new rule 21.5.12 (h)]

9 455253 (A) The votmg system shall MUST track and maintain audit information
10 i

11 ] SYSTEM events:
12 = / ) (1) Log on and log off activity; )n}(
13 "}Qj‘} 4, ) (2) Application start and stop; @ M

14 M €) (3) Printing activity, where applicable; /d"
K‘ﬁ/\s

15 2 p';ﬁ;ﬂ/“ . € (4) Election events — setup, set for election, unset for election, open ST

S :})fef\ polls, close polls, end election, upload devices, download devices,

16 ) '

17 K’}J J create ballots, create precincts, create districts, create

18 0¥ J : (er-Vote-Centers)-VOTER SERVICE AND POLLING CENTERS, initializ ﬂm«y
¢/

19 Wi devices, backup devices and voting activity; and

20 %‘ ¢¢) (5) Hardware events — add hardware, remove hardware, initialize

21 hardware and change hardware properties.

T K
22 45-52.54(B) All tabulation devices shall MUST display the unit serial number(s)
23 both physically and within any applicable software, logs or reports.
24 45-5-2-5-5-(C) Vote tabulation devices shall MUST allow.for an alternate method _— "~
25 of transfer of audit records if the device or a memory storage device j (l/o[&
26 damaged or destroyed. -
27 45:52.5:6(D) All transaction audit records of the
28 ELECTION MANAGEMENT SYSTEM database shall MUST be maintained in a
29 %@’ file outside of or separate from the database IN A READ-ONLY FORMAT;
30 which is not accessible by user/eperator-aceounts.
31 45.5:2:6-45-5:9-21.5.9 Security Requirements REQUIREMENTS
32 45.52-6-1-(A) All voting systems submittedfor-certification shall MUST meet the
33 following minimum system security requirements:
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@ (1) The voting system shall MUST MEET THE FOLLOWING
REQUIREMENTS TO accommodate a general system of access by
least privilege and rele—based—ROLE-BASED access control—Fhe

e : el

) (A) The-operating—OPERATING system administrative aceeunt
ACCOUNTS shall MAY not have access to read or write data

to the database—&ndsh&ﬂ—aet—have—th&ab&h&er—kﬂew}eége

@i (B) A—unique-OPERATING system user/operator acceunt

ACCOUNTS shall MUST be ABLE TO BE created fer-operating
system-use-that is-ARE restricted from the following aspects
of the operating system:

a-(I) No access to system root directory;
b- (1) No access to operating system specific folders;
e- (111) No access to install or remove programs; and

é-(1v) No access to modify other user accounts on the
system.

G (C)A—umque—apphea&mq—APPuCATlON administrative aeeount
ACCOUNTS shall MUST be—ereated—whieh—has—HAVE full
access and rights to the application and database;

&9 (D) A—unique—application-APPLICATION user/operator account
ACCOUNTS shall MUST be-ereated-with-HAVE limited rights

specifically designed to perform functional operation
within the scope of the application. This user/operator shall
MUST be restricted in the creation or modification of any
user/operator accounts.;-and

="y 53’1 ST P ORERLE S E*a"e e

[Current Rule 45.5.2.6.1(a)(vi) Moved to Rule 20]

@) (2) The voting system shall MUST meet the following requirements for
network security:
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@ (A) All components of the voting system shall MUST have the

ability to operate on a closed network dedicated to the
voting system,;

@9 (B) All components of the voting system shall MUST include the

limited use of non-routable IP address configurations for
any device connected to the closed network. For the
purposes of this requirement, non-routable IP addresses are
those defined in the RFC 1918 Address base; and

@i (C) The voting system shall MUST be tested to contain

provisions for updating security patches, software and/or
service packs without access to the open network.

) (3) All voting systems submitted—for—certification —THAT USE

DATABASES sh&H MUST meet -the following requirements—for

HAVE databases hardened to specifications developed by
the voting system provider. Documentation included with
the application shall MUST provide a detailed preseription
PROCEDURE for hardening and-the-procedure-used-to-harden
the-system. Any government or industry guidelines adopted
in whole, or in part, are to be identified in the
documentation.

&) (4) The voting system shall MUST meet the following requirements for
operating system security:

& (A) All voting systems submittedfor-certification—shall MUST

A

have all operating systems hardened to specifications
developed by the voting system provider. Documentation
included with the application shall MUST provide a detailed

preseription—PROCEDURE for hardening—and-the—procedure

used—to—harden—the—systems. Any government or industry
guidelines adopted in whole, or in part, are to be identified

in the documentation.

[Current Rule 45.5.2.6.1(d)(ii) is amended and moved to new Rule 21.5.12

@]

@ih (B) The voting system provider shall MUST configure

the voting system operating system of the workstation
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the following requirements:

w

a-() The ability for the system to take an action upon
inserting a removable media (Aute—AUTO run) shall
MUST be disabled; and

N

A

b- (1) The voting-OPERATING system shall MUST only boot
from the drive or device identified as the primary

drive.—Fhe—veting—system—shall-not-bootfrom—any
alternative-deviee:

5%
'tk

1 e @) (C)The voting system provider shal MUST use a virus
1 protection/prevention  application on the election
12 management server(s)/workstations which shall MUST be
13 capable of manual updates without the use of DIRECT
14 CONNECTION TO the internet.

15 ) (5) The voting system shall MUST meet the following requirements for
16 password security:

17 @) All passwords shal MUST be stored and used in a non-
18 reversible format;

19 @b (E) Passwords to THE database shall MUST not be stored in THE
20 database;

21 @i (F)Password to THE database shall MUST be owned and only
22 known by the application;

23 [ C,,?’/ iv) (G) The application’s database management system
24 shall MUST require separate passwords for the
25 administrative account and each operator account with

aceess-to-the-applieation;

27 (v) (H) The system shall MUST be designed in such a way to ensure
28 THAT the use of the administrative account password shall
29 IS not be required for normal operating functions—at-any
30 rewrote focation;

31 &) (I) The system shall MUST be designed in such a way to
32 facilitate the chapetnp-of pasaords for cacholectioneveles
33 ( @vit) (J)The use of blank or empty passwords shall MUST not be
34 Q) T~ permitted at any time with the exception of a limited one-
35 - /{C time use startup password which requires a new password
36 to be assigned before the system can be used; and

W Page 185 0f 214
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@i (K) All voting systems submitted for-certification shall
MUST have all components of THE voting system capable of
supporting passwords of a minimum of eight characters,
whieh—AND shall MUST be capable of including numeric,
alpha and special characters in upper case or lower case
used in any combination.

& (6) All modules of the system shall MUST meet the felewing—2002
VOTING SYSTEM STANDARDS requirements for installation of
software, including hardware with embedded firmware-:

Where the system includes\a feature to interpret and
control execution using data from/a script, code tokens, or

e information shall MUST be
A source code review-and-the
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&4 (B) Security features and procedures shall MUST be

defined and implemented to prevent any changes of
interpreted data files after the initial election testing of the
final election definition and—only—allow—autherized
replacement REPLACEMENT of the data files with tested and
approved files from the Frusted—Build TRUSTED BUILD
SHALL-MUST BE by authorized personnel before the election
definition is finalized for an election.

&) (O) The introduction of interpreted data during

execution shall MUST not be permitted unless defined as a
pre-defined-PREDEFINED set of commands or actions subject
to security review and the interpretation function provides
security edits on input to prevent the introduction of other
commands or the modification or replacement of existing
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(h) All voting systems submitted-for-certifieation shall MUST meet the
following minimum requirements for removable storage media
with data controls:

6y) All voting data stored that includes vete—reeerds, ballot
images, tally data and cast vetes-VOTE RECORDS shall MUST
be authenticated and validated.

(i) non-voting data stored shall MUST be authenticated,
encrypt% and validated.

(iii)  All removable media, upon insertion ef-media—er—media
deviee—on server and/or workstations hosting the elections
management software, shall MUST AUTOMATICALLY be
scanned by antivirus software.

- The volins SUstem-—oF
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[Current Rule 45.5.2.6-2"amended and moved to new Rule 2] 5121

(a)— —Seftware-access-controls; ,pJ@)LQZ‘Q
(d)y——Efective password-management;

f [Current Rule 45.5.2.6.4 amended and moved to New Rule 21.5.12(j).]
4§é.—2—.7—21 510 Telecommunications Requirements-REQUIREMENTS

454—2—7—1—(/\) Telecommunications includes all components of the system that
transrmt data outside of the closed network as defined in this Rule 45-21.

954—7—2—(8) All electronic transmissions from a voting system shall MUST meet
the fellowing minirmum-standards—2002 VOTING SYSTEM STANDARDS.

() (Cc) Modems from remote devices shall MUST be PROGRAMMED TO BE “dial

only” and cannot-be-programmed-t6-NOT receive a call;

- 45:5:2-7-3(D) Any modem in-any-component-failing THAT FAILS to meet these

eriteria—THE REQUIREMENTS OF THIS RULE shall MAY not be used by any
voting system.
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the—e*eep&e&ef—}me—LINE of 51ght 1nfrared technology SHALL MAY ONLY

.. ,» BE used in a closed environment where the transmission and reception is
shielded from external infrared signals and can only accept infrared
v signals generated from within the system.

I¥775.
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A W, 457572T7é—(F) All systems that transmit data over public telecommunications

networks shall MUST maintain a clear audit trail that-ean-be-provided-to-the
Seefetafy—eﬁ&aie when electlon results are transmltted by—telephone;

45:5278-(G) In—any situation—in—which—the—voting—systemprovider’s—system

transmits VOTING SYSTEMS THAT TRANSMIT data through any
telecommunications medium;—the-system shall MUST be able to recover,
either automatically or with manual intervention, from incomplete or
failed transmission sessions and resume transmissions automatically when
telecommunications are re-established REESTABLISHED.

(@) (1) Recovery of transmissions shall MUST include notations of the
interrupted transmission session and the resumed transmission
session in the system and application transaction logs.

¢b) (2) Failure and recovery of transmissions shall MUST not cause any
error in data transmitted from the pelling-place VOTER SERVICE AND
POLLING CENTERS to the central election site during a recovered
transmission session.
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45:52:921.5.11 Voter—VerifiablePaper RecordRequirements (V-VPAT}-VOTER-

VERIFIABLE PAPER RECORD REQUIREMENTS

/
\)\l:\ [Current Rule 45.5.2.9.1 is amended and moved to New Rule 21.1.22.]

NV :‘?"/ | 455292 (A) Existing systems that are retrofitted to comply with this—tlaw

Ve \4 SECTION 1-5-802(1), C.R.S., shal MUST be examined for certification by

¢ £y _the Secretary of State. Any retrofitted voting system shall MUST comply

D\ ) x\ﬂ\A’/ ~~ with the process and application for certification as identified by this Rule
) 4521.

7 45:5:2.9-3(8) The V-VRAT VVPAT shall-eensist-of MUST INCLUDE the following
minimwm-components:

@(1) The—voting—deviceshall-eontain—a—A paper audit trail writer or

printer that shall MUST be attached, built into or used in
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v i:ﬂ\

/

conjunction with the DRE,—Theprinter AND shall MUST duplicate a

7, \ “”  voter’s selections from the DRE onto a paper record;

)(2) The unit-or-deviceshall-havea-A paper record display unit or area
—7  that shell MUST allow a voter to view his or her paper record; AND

5
)>(3) The V-VPAT unit-shall-containa—A paper record storage unit that

/)7 shall MUST store cast and spoiled paper record copies securely.;-and

THE VVPAT sHALL MUST MEET THE FOLLOWING FUNCTIONAL
REQUIREMENTS:

45:5:2.9:6(1) The printer shall—net—be —permitted—to—MAY ONLY
communicate with any-device—ether—than-the voting device to

which it is connected-;

45:5:2.9-7(2) The printer shal-only-be-able-to—~MAY ONLY function as a

printer, and not perform any other non-printer related services- ; " 2
e ?Mu”“"
f

paper—reeerd-——PRODUCE A

* PAPER RECORD FOR EVERY g //].
CORRESPONDING ELECTRONIC VOTING RECORD; / _ v { 6(

45:5:2:9-16-(4) The V-VPAT-unit-shall-provide-PROVIDE a “low supply”
warning to the election judge-OFFICIAL to add paper, ink,

toner, ribbon or other like supplies. In the event that an election
judge-OFFICIAL is required to change supplies during the process of
voting, the voter shall MUST be allowed to reprint and review the
_~~_paper audit-trail-RECORD without having to re-mark—MARK his or
" her ballot:—and—the. THE device shall MUST prevent the election

L ' judge-OFFICIAL from seeing any-voters>ballets A VOTER’S BALLOT.

[ _,‘ ¢_ ¥

W\L[ ;agel93of214 W&}/ %
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OPERATIONS 1f the pnnter is not workmg dmapeﬂams—eu&ef

> 3
..... - =¥a ntarma “Vata
= s .

de51 gned

45:5:2.9.20-(6) Fhe V- VRAT shall-allew-ALLOW a voter to spoil his or her
paper record no more than two times. Upon spoiling, the voter
shall MUST be able to modify and verify selections on the DRE
without having to reselect all of his or her choices.

45.52.921-(7)Before the voter causes a third and final record to be
printed;—the—vetershall-be-presented—THE VVPAT MUST PRESENT
THE VOTER with a warning notice that the selections made on
screen shall be final and the voter shal MAY see and verify a
printout of his or her vote, but shall MAY not be given additional
opportunities to change their vote.

45.5:2.922(8) When V- VRAT-VVPAT components are integrated into A
PREVIOUSLY CERTIFIED voting systems—SYSTEM the new
configuration of the VOTING system must comply with existing
state testing and auditing requirements.

45%—2—9—2—3—(9) TFhe V-VPAT component-should print- PRINT a barcode with

ach record that contains the human readable contents of the paper
record and—digital signature —information. The voting system
provider sHALL MUST include documentation of the barcode type,
protocol, and/or description of barcode and the method of reading
the barcode as applicable to the voting system.

5 454—2—9—25(10‘) If used for provisional ballots, the V-VRPAT system

VVPAT shall MUST be able to mark paper records as a provisional
ballot-through the use of human readable text and optionally
printing barcode and/or serial number information, which SHALL
MUST provide for mapping the record back to the electronic record
and the provisional voter for processing after verification in
accordance with Article 8.5 of Title 1, C.R.S.

THE VVPAT SHALL MUST MEET THE FOLLOWING DESIGN REQUIREMENTS:

ASS2010-(1) he AN PA L devioa shabh be desianed 1o sHow ALLOW

every voter to review and accept or reject his/her paper record in as

private and independent manner as possible for-beth-disabled-and
non-disabled—veters—REGARDLESS OF WHETHER THE VOTER HAS
DISABILITY.
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4552912 (2) The V- VPAT printer shall print PRINT at a font size no less
than ten—pemt 14- POINT SANS-SERIF ARIAL—fef—e&Se—ef—Feadablhw-

45:52.943-(3) The V-VPAT system shall be designed to-allew ALLOW

each voter to verify his or her vote on a paper record in the same
language THAT they voted in on the DRE.

45%%944(4)%MPA¥system—shaHbefles&gned~te~pfeven%PREVENT

tampering with unique keys aad/or seals for the compartment that
stores the paper record—a&-wel-l—as—meet—the—seeumjhfequemeﬁtsef

45352915-(5) the V- VPAT system—shall—be—cupable —of printing and
storing-PRINT AND STORE paper record copies for at least 75 ballots

cast without requiring the paper supply source, ink or toner supply,
or any other similar consumable supply to be changed, assuming a
fully printed double sided 18 inch ballot with a minimum of 20
contests.

[Current Rule 45.52.9.16 is amended and moved to New Rule
21.5.11(c)(4).]
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[Current Rule 45.5.2.9.17 amended and moved to New Rule

21.5.11(c)(5).]

[Current Rule 45.5.2.9.18 amended and moved to New Rule 21.5.12(k).]

45:5:2.919-(6) The printed information on the peinted-ballot-orverification
pertion-of the V-VPAT device-PAPER RECORD SHALL MUST contain

at least the following items:

€)-(A) Name or header information of race, question or issue;
)(B) Voter’s selections for the race information;

)3(C) Write-in candidate’s names if selected;

(D) Undervote er-evervete information—this-is-in-addition—to
he i E . A ; Fthe DRE:

) (e)—(E) Ab111ty to optlonally produce a umque serlal number
(randomized to protect privacy); and———

5-(F) Identification that the ballot was cancelled or cast.

[Current Rule 45.5.2.9.20 amended and moved to New Rule
21.5.11(c)(6).]

[Current Rule 43.5.2.9.21 amended and moved to New Rule
21.5.11(c)(7).]
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[Current Rule 45.5.2.9.22 amended and moved to New Rule
21.5.11(c)(8).]

[Current Rule 45.5.2.9.23 amended and moved to New Rule
21.5.11(c)(9).]

4552924 (7) the VAVPAL component shall be designed sueh that a

o votershall-not-be-ablete-leave-PROHIBIT THE VOTER FROM LEAVING
5\ the voting area with the paper record.

[Current Rule 45.5.2.9.25 amended and moved to New Rule
21.5.11(c)(10).]

455—2—9—26(8) The votmg system prov1der SHALL  MUST prov1de

eefaﬁe-aae&wh.neh—deseﬂbe DOCUMENTATION DESCRIBING how to
investigate and resolve malfunctlons mcludlng, but not limited to
the followmg A ¢ c pe

(A)  MISREPORTING VOTES; _

(B)  UNREADABLE PAPER RECORDS;
© PAPER JAMS;

(D) Low-INK;

(E) MISFEEDS;

® LOST VOTES; AND
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(G) POWER FAILURES.
455:24-21.5.12 Documentation Requirements-REQUIREMENTS

45:533(A) The Secretary of State may use—and rely upon the testing of a
voting system performed by a VSTL or by another state upon satisfaction
of the following conditions:

a)y(1) The Secretary of State has eemplete access to any
documentation, data, reports or similar information upon
which the VSTL or another state relied in performing its
tests and will make such information available to the public
subject to any redaction required by law; and

)(2) The Secretary of State makes-writtenfindings-and-ecertifies
determines HAS DETERMINED that the tests were conducted
in accordance with appropriate engineering standards in-use
when-the-tests-were-condueted, and the extent to which the
tests satisfy the requirements of sections 1-5-615 and
1-5-616, C.R.S., and all rules promulgated under those
sections.

45.52.41-(B) In addition to other documentation requirements in this rule, the
voting system provider SHALL MUST provide the following documents:

¢)(1) Standard  Issue——Users/Operator——Manual——ISSUE

USERS/OPERATOR MANUAL;

guia 7 7 ®)2) System Hnish
\ -/ Manual-—ADMINISTRA
MANUAL;

frata = 3 ) i nlaten
v ~ - - -

TOR’S/APPLICATION ADMINISTRATION

€)(3) Training Manual-MANUAL and related materials;

a
J,:V' __‘{' (d)¥(4) Systems Programming PROGRAMMING and Diagnesties
7 M S Manuals-DIAGNOSTICS MANUALS; and
) o \\ #/
] )5) A list of minimum services needed for the successful,
secure and hardened operation of all components of THE
/ voting system.
A

454.213(c) The voting system provider SHALL MUST provide documentation
concerning the use of touch screen or other display and selection
technology including, but not limited to:
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@)(1) Technical documentation describing the nature and

sensitivity of the tactile device (if the system uses touch
screen technology);

b)H(2) Technical documentation describing the nature and

sensitivity of any other technology used—te—display—and
| & Ld .

2 b

45:5242-(D) For the review of VSTL or other state testing in Rule 45-513
21.5.12(A) copies of all VSTL or state qualification reports, test logs and
technical data packages shall MUST be provided to the Secretary of State.

N

i

t@)(1) The voting system provider SHALL MUST execute and

submit any necessary releases for the applicable VSTL,
state and/or EAC to discuss any and all procedures and
findings relevant to the voting system submitted—for
eertifieation—with the Secretary of State and allow the
review by the Secretary of State of any documentation,
data, reports or similar information upon which the VSTL
or other state relied in performing its testing. The voting
system provider SHALL MUST provide a copy of the same to
the Secretary of State.

Mt )(2) The voting system provider, the VSTL, the state andfor the

EAC will identify to the Secretary of State any specific
sections of documents for which they assert a legal
requirement for redaction.

The voting system provider SHALL MUST deliverto—the

voting system—provider shall deliver PROVIDE to-the-Secretary of State
documentation specifying the steps and times required for charging
batteries, AND THE TIME OF BATTERY OPERATION for each type of eptical
seanner;-balletimager; DRE-and V-VPAT-DEVICE they provide, ASSUMING
CONTINUOUS USE OF THE DEVICES BY VOTERS DURING AN INTERRUPTION OF
NORMAL ELECTRICAL POWER.

45-5244(F) Deeumentation—submitted—te-the-THE Secretary of State shall be

reviewed—WILL REVIEW SUBMITTED DOCUMENTATION to determine the
extent to which the voting system has been tested to federal standards.

45:5:2:4-6(G) Failure by the voting system provider to provide any
documentation with-their-applicationfor-certifieation-will delay processing
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the application u&ﬂk%he—deam&eamms—ppewded ANI) MAY BE CAUSE

FOR DENIAL OF CERTIFICATION.

455-2.5:2(H) The voting system shall MUST include detailed doqﬂmentatlon
WHICH INCLUDES as-te-the level, location and pregramming-A [1]1 CRIPTION
OF THE CONTENT of THE of audit trail information throughout the system:
The audit information shall-apply APPLIES to:
&a}—(l) Operating Systems (workstation, server, OPTICAL SCANNER,

f BDM, and/er DRE);

j g ] f s
N ’r :,’ (_ )(2) Election Programming—Seftware MANAGEMENT SYSTEM;

2

AND

-1 |
L"G \J‘jv €e)(3) Election Tabulation Devices — optical scan and DRE.:-and l

7

1

’“\'u

‘ / - 455—2—6—2—(1) The voting system provider shall MUST provide documentation

detailing voting system security—in—the—areas—listed—below. The system
DOCUMENTATION shall MUST contain deeumented—configurations,
properties and procedures to prevent, detect and log changes to system
capabilities for:

¢@)(1) Defining ballot formats;

)(2) Casting and recording votes;

¢)(3) Calculating vote totals consistent with defined ballot
formats;

H)(4) Reporting vote totals;

€)(5) Altering of voting system audit records;

5(6) Changing or preventing the recording of a vote;

(7) Introducing data for a vote not cast by a registered voter;
&)(8) Changing calculated vote totals;

€)(9) Preventing access to vote data, including individual votes
and vote totals, to unauthorized individuals; and

)(10) Preventing access to voter identification data and data for

votes cast by the voter such that an individual can
determine the content of specific votes cast by the voter.
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45-621.6

45:5:2.6:4(J) The voting system PROVIDER shall MUST inelude detailed PROVIDE
documentation regarding DETAILING the security measures it has in place
for all systems, applieable software, devices that act as connectors
(upload, download, and other programming devices) and any
RECOMMENDED security measures the-voting-system-providerrecommends
te-theqursdietoncthatparchesefheretingsaten.

4552918 (K)The voting system provider shal MUST provide procedures and
documentation for the use of the V-VRPAT-deviee VVPAT.

45:5223(L) The voting system provider shal MUST publish and specify
processing standards for each component of the voting system as part of
the documentation required for certification.

45:5:2:2:4-(M) For the purpose of evaluating software, the voting system provider
shall MUST be-required-te provide detailed information as to the type of
hardware required to execute the software.

45:52.3-2(N) The documentation supplied by the voting system shall MUST
include a statement of all requirements and restrictions regarding
environmental protection, electrical service, telecommunications service
and any other facility or resource required for the installation, operation
and storage of the voting system.

45:52313¢(dH)(0) Any—THE VOTING SYSTEM PROVIDER SHALL MUST PROVIDE
ANY available data on problems caused for persons who experience
epileptic seizures due to the DRE voting device's screen refresh rate.

A5 2Aed (py The voting system provider shall MUST deliver to the
Secretary of State documentation detailing estimated time of battery

operation for each type of ep&e&l—seanner—baﬂet—tmager—l)&E—aad#—

VPAT-they—provide—DEVICE SUBMITTED FOR CERTIFICATION, assuming
continuous use of the devices by voters during an interruption of normal
electrical power.

4552314} (Q) The voting system provider shall MUST deliver to the
Secretary of State documentation specifying the steps and times required

for charging batteries for each type of eptieal-seanner,-ballot-imager; DRE
and V- VRAT they provide DEVICE SUBMITTED FOR CERTIFICATION.

45526 )G (R) The voting system provider shal MUST submit
documentation containing a list of minimum services and executables
required to run the vetingsystem—applieation—ELECTION MANAGEMENT

SYSTEM.

Testing PREPARATION PROCEDURES
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1 45-6-3-21.6.1 Voting Systemm—Previder—Demeonstratiop——SYSTEM  PROVIDER
2 DEMONSTRATION
3 45:6-+1(A) The voting system provider shall MUST demonstrate the exaet
4 propesed SUBMITTED voting system to the Secretary of State prior to any
5 functional testing.
6 45:61+2(B) The demonstration period does not have a pre-detepmined
7 PREDETERMINED agenda for the voting system provider to follow;
8 however, presentations should be prepared to address and demonstrate;
9 within-the speeifiesystem; the following items as they pertain to each area
10 and use within the voting system, IF APPLICABLE:
11 (1) System overview;
12 )(2) Verification of complete system matching EAC certification;
13 )< €e)(3) Ballot definition creation;
49 (/@4 Printing ballots on demand;
15 ",-{!s}\“’ U e ¢e)(5) Hardware diagnesties-DIAGNOSTIC testing;
\
16 Qj é(6) Programming election media devices for various eeunt COUNTING
17 methods INCLUDING:
18 \ \)/ )-(A) Mail-in Ballets-BALLOTS; A N
/'f ___/K‘H
19 \\,.-’ Q/ @-(B) Easly Veting IN-PERSON BALLOTS; AND
A :
21 \.3 ¥ \C) ,‘7 éw->dB0) Provisional BALLOTS.;-and J ) { :
N oA/ 'z
22 A\ v b 3 E9)-(D)-Vote Center- [ %
/ o '
5 N
23 [\ x \Y‘ )(7) Sealing and securing system devices;
24 \ w /X )(8) Logic and accuracy testing; TR el =" f‘#-. T ek
AT T & o~ [/ "
25 Fr ‘/ “ @+(9) Processing ballots; ; fl, =
8y, y S i
26 7‘ v ){ >-(10) Accessible use;

da-(11) Accumulating results;
@)3(12) Post-election audit;

m)(13) Canvass process handling;
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@)-(14) Audit steps and procedures throughout all processes;
€e>(15) Certification of results; and
)-(16) Troubleshooting.

45.6-33(c) The voting system provider shall WILL have access to the
demonstration room for one day prior to the start of the demonstration to

provide time for setup of the voting system.

4 . JC e
/ 5:6-1+4(D) A maximum of one business day is normally allowed for the
demonstration. If the voting system provider requests more time for the
- /7 demonstration or, if the Secretary of State finds that the complexity of the
4 /" system is such that more time is needed for a demonstration, more time

may be granted.

#7"  45635(E) The demonstration shal WILL be open to representatives of the
¢/ press and the public to the extent allowable. The Secretary of State may
limit the number of representatives from each group to accommodate

\Y .I spacelimitations-and-other considerations.

45:6-1-6(F) The Secretary of State shall WILL post notice of the fact that the

demonstration will take place in the designated public place for posting

2t such notices for at least seven days prior to the demonstration. The notice

Ll shall MUST indicate the general time frame during which the demonstration

may take place and the manner in which members of the public may
obtain specific information about the time and place of the test.

45:63-7(G) The voting system provider shall MUST provide the same class of
workstation and/or server for testing the voting system as the normal
production environment for the State of Colorado.

45:62-13-(H) Based upon the review of VSTL or other state reports and test
records, the Secretary of State will prepare a test plan. The test plan shall
WILL be designed to test for any requirements specific to Colorado law
which were not addressed in prior testing and for any federal or Colorado
requirements which were not addressed to the satisfaction of the Secretary
of State in the reports and records from prior testing.

45-6:2-1-2(1) The test plan shall MUST include the election definitions to be used
in testing and specifications for test ballots. Test ballots and election
definitions shall MUST generally follow all requirements for election
definitions, ballot layout and printing to verify the system’s ability to meet

Page 203 of 214



N —

31
32

33
34
35
36
37
38

39
40

GAY )
those requifements. Some election definitions and ballots may.depart from
the requifements in order to test specific functions.

prepared to identify those requirements satisfied by the review of VSTL or

456%:&%{4{ For each system testid\i: requirements matrix sha-l-} MUST be

| Lo other state reports and test data and_how those requifements not satisfied
| M~ % ; ! SR ¢ ¢
w L\/ ) are to be tested or otherwise satlsﬁemmn"g test planning or testing one
“\/(/ DQ‘I’ €‘( of the requirements in the voting systems standards or in this rule are
¥ v K determined to be not applicable to the system under test, the reason for the
P { o 7\ determination will be documented.
LT
s 7 oA 4;6—2—}—40() The voting system provider shall MUST submit for testing the
N_CH. (|, specific system configuration that will be offered to jurisdictions including
J O/P | the components with which the voting system provider recommends the
/ | system be used.

o
e

L

F

-

45-6:215(L) The voting system provider is not required to have a representative
present during the functional testing, but shall MUST provide a point of
contact for technical support. After the delivery, unpacking and initial
inspection of the equipment for shipping damage and missing components,
a vendor representative shall WILL only be allowed to operate or touch the
equipment when approved by the Secretary of State. All such activity by a
vendor representative shall MUST be documented on video amrd—OR in
writing.

45:6:2-1-6-(M) The proprietary software shall MUST be installed on the
workstation/server and all applicable voting system components by the
Secretary of State OR THE VSTL using the trusted build and the installation

AT
i (:f\:( procedures provided by the voting system provider. After installation,

hash values for the software and firmware shall MUST be compared to any
A published hash values of the trusted build. Any mismatches in hash values
' will be investigated and resolved before proceeding with testing.

45:6-217(N) All equipment shall MUST be hardened using the voting system
provider’s procedures and specifications.

45:6-2-+-8(0) Testing shall MUST be performed with test election definitions and
test ballots as required in the test plan.

45:6219(P) The results of all testing shall MUST be recorded in the
requirements matrix. The requirements matrix shall WILL be the primary
record describing which requirements were met and specifying which

) - were not. It shal MUST be supplemented as necessary to support the
\ /7 findings with test team notes and system reports. Supplemental
N information may include photographs and audio or video recordings.

45:62-1-10-(Q)Functional testing shall MUST be completed according to the phases
identified in Rule 45:3-3 21.3.3.

L. . )"+ Aa,
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45:6:23-21.6.2

S<
%

/45-6—2—2—4—(U) In the event that a deviation from the test plan is required, it shall

s

- 4 . ; v (I
A e 3 n nL*

AL 4 e | ¢
)E’Jj’ ) % pAE v

& O if

%&H%MWM&&S&&Q
45:6:2.2-HR) The Secretary of State OR THE VSTL shall MUST conduct functional

testmg on the votmg system based on thJS Rule 45—md—add+t&eaal—{e%mg

45:6:2-2-2(S) The voting system shall MUST receive a pass, fail or not applicable

for each requirement with appropriate notation in the requirements matrix.

45:6-223(T) Records of the test procedures shall MUST be maintained and

v

>
v

recorded-onfile-with-the-Seeretary-of-State IN ACCORDANCE WITH RULE
4547 21.4.7. The records shal MUST identify the system and all

components by voting system provider name, make, model, serial number,
software version, firmware version, date tested, test number, test plan,
requirements matrix, test team notes and other supplemental information,

and results of test. The test environment conditions shall MUST be
described.

MUST be documented in a test team note. The note shall MUST provide a
description of the deviation, the reason for the deviation and effect of the
deviation on testing and determining compliance with requirements.

General Testing Procedures and Instruetions TESTING PROCEUDRES

PROCEDURES AND INSTRUCTIONS

45-6:2.3-1 (A) Certification tests shall MUST be used to determine compliance

with applicable performance standards for the system and its components.
The general procedure for these tests shall WILL:

t@)(1) Verify, by means of the applieant’s VOTING SYSTEM PROVIDER’S
standard operating procedure, that the device is in a normal
condition and status;

b)(2) Establish the standard test environment or the special environment
required to perform the test;

€>(3) Invoke all operating modes or conditions necessary to initiate or to
establish the performance characteristic to be tested;

¢)-(4) Measure and record the value or the range of values of the
performance characteristic to be tested; and

¢e)}(5) Verify all required measurements have been obtained, and that the
device is still in a normal condition and status.
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mode. Tests of st mode and diagnostic functions may be conducted in
mode.
g

| 45:6:23-3 (C) The voting system provider is—required—te MUST produce ballots

456232 (B) All testigtéu WILL be generally conducted in regular election

the appropriate

\ and assemble marked test decks and spare ballots as specified in the test

45.6:2.3-5 (D) For mark-sense or optical scan devices, the Secretary of State OR
THE VSTL will prepare 100 or more test ballots with marking devices of
various color, weight and consistency to determine the range of marks that
can be read and the range and consistency of reading marginal marks.

45-6:2-3-6 (E) Ballots shall MUST be cast and counted in all applicable counter
types (or counter groups) as necessary based on the parts included in the

votmg system These are, at a mlmmum M—Plaee—(er#ete—@ente%}

MAHAIN IN-PERSON, MAIL, AND PROVISIONAL ANB-EAREY- VOTING-BALLOTS.
Ballots may be run through components more than one time depending on
components and counter group being tested to achieve a minimum number
of ballots cast as follows for each group:

(a) Polling Place-PEAECE-LOCATION / OS = 1,000;

(b) Polling Place-pLAEE-LOCATION / DRE = 500;

(ec) Maila-MAIL =1, 500; and
(£&d) Provisional = 500.

45:6:23-7(FE) Ballot design shall MUST be sufficient to verify the scope of
allowable ballot designs for the given system under Colorado election law.
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1 45-6-23-10 (6F) The requirements matrix shall MUST include the following
2 requirements for election definitions and ballots to simulate and test “real
3 world” situations in the State of Colorado. Election definitions and ballots
4 shall MUST include the following minimum contest criteria:

5 €a) (1) Parties for different races;

6 ) (2) Selection of a pair of candldates

7 ¢¢) (3) In a Primary-Eleetion—PRIMARY ELECTION, allow voters to vote for
8 the candidates of the party for which they are eligible and for any
9 and all non-partisan candidates and measures, while preventing
0 them from voting on candidates of another party;

11 ¢d) (4) In a general election, allow a voter to vote for any candidate for
12 any office, in the number of positions allowed for the office, and to
13 vote for any measure on the ballot that the voter is allowed to vote
14 in, regardless of party;

15 ) (5) Allow for programming to accommodate Colorado recall questions
16 as prescribed in Article 12 of Title 1, C.R.S.;

17 ) (6) A minimum of 20 pairs of “yes” and “no” positions for voting on
18 ballot issues; and

19 & (7) Ability to contain a ballot question or issue of at least 200 words.
20

R s 7 1 ¥ // . A

7 45:6:23312(HG) A county clerk and-reeerder OR HIS/~OR HER designated
representative may observe the functional testing of a voting system. The
representatlve may assist at the request of the Secretary of State AH—saeh

s f‘f-x_ 2
45—62%—1%—({—}{) ?The public shall MUST-be-allowed to view all functional
testmg’conducted by the Secretary -of State.’ ,However legal limitations

mformatlon and system security, be done outside the view of the public. If

Y/ '\/! " the Tunctional testing is outsourced to a testing lab or contractor, public
viewing shall-be IS subject to limitations set forth by the testing lab or
contractor.

34 45:6-231H4-(+1) If any malfunction or data error is detected, its occurrence
35 and the duration of operating time preceding it shall MUST be recorded for
36 inclusion in the analysis—and-the-test-shall-be-interrupted. If corrective
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6 [Current Rule 45.6.3 moved to New Rule 21.3.4] 8 57!:-‘_? L 'C‘---]: ( ;\h\
P i SEK Ll o

7 457217 Temporary Use USE oy L' . - ']\7“\\? -)L/' . OJ \.
8 457+ 21.7..1 Ifa voting system provi as a system that has not yet been approved for M

9 = /__e,éiﬁﬁcation through - the Secretary of State, the voting system provider or the .-
10 " designated election official may apply to the Secretary of State for temporary
11 3 0 0" approval of the system to be used for up to one year.

/ A~
L \)(_,,4-54—‘-2 21.7.2 Upon approval of temporary use, a jurisdiction may use the voting system,
1y r JP7 , 1<\ or enter into a contract to rent or lease the voting system for a specific election
' L: ?’ upon receiving written notice from the Secretary of State’s office. At no time shall
MAY a jurisdiction enter into a contract to purchase a voting system that has been
16 approved for temporary use.

20 45-74 21.7.3 Temporary use does not supersede the certification requirements and/or
21 process, and may be revoked at any time at the discretion of the Secretary of
22 State.

23

24
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7 [Current Rule 45.8 amended and moved to New Rule ]]] Vol X

e of o
8 459218  Decertification | i
— "961

9 45:91-21.8.1 If, after any time the Secretary of € has cemf‘e;l g voting system, it is
10 determined that the voting system failgto substantially n;e’et the standards set
11 forth in this Rule 45-21, the Secretary __,,,u.L notify any jurisdictions
12 in the State of Colorado and the voting system prov1der of that particular votmg
13 system that the certification of that system for future use and sale in Colorado is
14 to be withdrawn.
15 459221.8.2 Certification of a voting system may be revoked and/or suspended at the
16 discretion of the Secretary of State based on information that may be provided
17 after the completion of the initial certification. This information may come from
18 any of the following sources:
19 (a) The Election Assistance Commission (EAC);
20 (b) Voting System Test Laboratory (VSTL);
21 © The Federal Election Commission (FEC);
22 (d) The National Software Reference Library (NSRL);
23 (e) National Association of State Election Directors (NASED);
24 ® The National Association of Secretaries of State (NASS); s
25 ; (g) Information from any state elections department or Secretary of State; % "_ '
263(*/% 3 (h) Information from Colorado Ceunty-Clerk-andRecorders COUNTY CLERKS
27 7 AND-RECORBERS-RECORDS or their association;

N .
e "7:‘5 .M-:. & ¢ (

28 (i) Any other source the Secretary of State deems reliable.
29 4593-21.8.3 If any voting system provider, provides for use, et installs, or causes to be
30 installed an uncertifed or decertifed voting system or component, the Secretary of
31 State may suspend use of the component or the voting system. {Seetion—1-5-
32 e e
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45:9421.8.4 Pursuantte—IN ACCORDANCE WITH section 1-5-621, C.R.S., the Secretary
of State shall WILL hold a public hearing to consider the decision to decertify a
voting system.

4510-21.9 Modifications and Re-examination REEXAMINATION. /
t \K } f u’ [ B L(

45—1—0—}———Any modification, change or other alteration to a certified voting system
shall require eertifieaton—REQUIRES CERTIFICATION or review of the modification
under section 1-5-618, C.R.S., unless the voting system provider decides to
present the modified system for certification under this Rule 45 21.

4511 21.10 Acceptance Testing by Jurisdictions

45-H-1-21. 10 1 Whenever an—elee&eﬂ—A ]ul‘lSdlcthH acqulres a—new—system—er

W/‘A EQUIPMENT the elee&eﬂ—_]unsdlctlon shaH MUST perform acceptance tests of the
: *_,.-ﬂ,f |~ system before it may be used to cast or count votes at any election. The voting
b system shall MUST be operating correctly, pass all tests as directed by the
_ ./~ acquiring jurisdiction’s project manager or contract negotiator and shalt MUST be
1< 5 / identical to the voting system certified by the Secretary of State.
"jﬁ

7 454—1—2—21 10.2 The voting system provider shal MUST provide all manuals and

P training necessary for the proper operation of the system to the jurisdictions-eras
indrestedbi-thelr-sonteact,

451433-21.10.3 The election jurisdiction shall MUST perform a series of functional

and programming tests thatshall-test FOR all functions of the voting system at
their discretion.
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[Current Rule 45.13 amended and moved to New Rule 11]

+18-21.11  Escrow of ¥eting-System Seftware- by Voting System-Provider- VOTING SYSTEM

SOFTWARE AND FIRMWARE BY VOTING SYSTEM PROVIDER. THE VOTING SYSTEM PROVIDER
MUST MEET THE REQUIREMENT FOR SOFTWARE ESCROW PER THE FOLLOWING:

H-8-121.11.1 Veting-SystemProviders—THE VOTING SYSTEM PROVIDER must place in
escrow a copy of the election software, FIRMWARE, and supporting documentation
being certified with either the Secretary of State or an independent escrow agent
approved by the Secretary of State. See-seetien-[SECTION 1-7-511, C.R.S.]

H-8-2-21.11.2 Within ten days of the Veting-System—VOTING SYSTEM provider receiving
notification of examination of voting equipment as part of the certification

process, the Weoting—Systern—Providershall VOTING SYSTEM PROVIDER MUST

arrange for the completion of escrow requirements as indicated by this rule.

H-83-21.11.3 Veting SystemProvider shall-THE VOTING SYSTEM PROVIDER MUST sign a

sworn affidavit that the election software in escrow is the same as the election
software used in its voting systems in this state. An annual update of the affidavit
will be on file in a secured location with the Secretary of State’s office.

+-8-4-21.11.4 A complete copy of the certified election software including any and all
subsystems of the certified software shall WILL be maintained in escrow.
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+1-8-5-21.11.5 Any changes to current configurations or new installations must be
approved through the certification program of the Secretary of State.

11-8:6-21.11.6 In addition to the requirements listed below, the Veting-SystemProvider
VOTING SYSTEM PROVIDER must include a cover/instructions sheet for any escrow
material to include the Veting-SystemProvider Name;-Address—VOTING SYSTEM
PROVIDER, ADDRESS and pertinent contact information, Seftware—Version;
Hardware—Version;Firmware-RevisionNumber SOFTWARE VERSION, HARDWARE
VERSION, FIRMWARE REVISION NUMBER, and other uniquely identifying numbers of
the software submitted for certification.

+H-8-721.11.7 Election Seftware-Source-Code—SOFTWARE SOURCE CODE, maintained in
escrow, shall MUST contain internal documentation such that a person reasonably
proficient in the use of the programming language can efficiently use the
documentation to understand the program structure, control techniques, and error
processing logic in order to maintain the Seuree-Coede-SOURCE CODE should it be
removed from escrow for any reason.

11-8-8-21.11.8 System documentation shall WILL include instructions for converting the
escrowed Seuree—Cede—SOURCE CODE into Objeet-Code—OBIJECT CODE, organized
and configured to produce an executable system, if warranted.

H-89-1.11.9 System documentation shall WILL include technical architecture design,
analysis, detail design, testing and an installation and configuration guide.

+1-8-2+.11.10 A set of schematics and drawings on electronic vote casting and counting
equipment purchased or in use by the county clerk and-recorder shall MUST be en
file-FILED with the Secretary of State.

H-84H-21.11.11 All parties shall MUST treat as confidential the terms of this Seetion
RULE including all escrow materials and any other related information that comes
into their possession, control or custody pursuant-te—IN ACCORDANCE WITH this
section.

H-842-21.11.12 Copies of Eleetrenie ELECTRONIC media and supporting
documentation for Eserew—ESCROW within the Secretary of State shall WILL be
sent to:

Colorado Secretary of State
Attm: Voting Systems Specialist
1700 Broadway — Suite 276-200
Denver, CO 80290

H813-21.11.13 Any cost of using an alternative third party escrow agent shall
MUST be borne by the Veting-System VOTING SYSTEM provider
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[Current Rule 11.8 is amended and moved to New Rule 21.11. Modifications are shown

above.]
Rule-51: Rule 22. Use of approved and recommended election forms

541221 Where the Secretary of State has-issued ISSUES an approved election form,
notice, application, or correspondence provided-for-by the--“Uniform Election-Code
o£1992>  all designated election officials and registration offices shall MUST use
the approved form.

5311 22.1.1 A designated election official or registration office that wishes to
SUBSTANTIVELY modify the content of any form approved errecommended
by the Secretary of State shall MUST submit a written request via email to
the Secretary of State’s office stating the requested modification and the
reasons it is needed.

(@ The Secretary of State shall-have WILL APPROVE OR DENY A
REQUEST TO MODIFY AN APPROVED FORM WITHIN five business days.
in-which-to-appreve-or-deny-the-modificationrequest: Failure of the
Secretary of State to issue a decision within five business days shall
DOES not constitute an approval of the request. If the modification

request is denied, the Secretary of State will previde-an explanation
stating-the-basis EXPLAIN THE REASON for denying the request.

(b) A non-substantive customization OF AN APPROVED FORM, such as
placing the form on county letterhead or language translation, shall
DOES not require THE SECRETARY OF STATE’S approval.

542222 The Secretary of State shall WILL approve standard voter registration and
ballot application forms recommended for use by political parties and organizations
that provide such forms to the public. The Secretary of State will PUBLISH ON THE
DEPARTMENT’S WEBSITE ensure-that-the current approved REGISTRATION forms fer

5121 22.2.1 Political parties and organizations may also use the National Mail
Voter Registration form. Because the forms approved by the Secretary of
State contain all ef—the information speeifie-te SPECIFICALLY REQUIRED BY
Colorado law, the applicants and the organization are afforded greater
protection when BY DISTRIBUTING OR USING the standard STATE forms
approved by the Secretary of State-are-used.

512:222.2.2 All political parties and organizations that conduct a mass mailing
of either reglstratlon or ballot request forrns to the public shall MUST
identify the—par the-mailing THEMSELVES by
printing the orgamzatlon name and contact mformatlon on the form.
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54:2:322.2.3 Any political party or organization may contact the Secretary of
State prier-te-BEFORE sending a mailing to request a review of the form and
information to be mailed.

543223 Inaececordance-with UNDER section 1-1-107(2)(d), C.R.S., the Secretary of State
may—WILL seek injunctive action or other pena}t*es—as—a—remed-y—te REMEDIES FOR
violations of this Rule.

[Current Rule 51 is amended and moved 1o new Rule 22. Amendments are shown above.]
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