Andrea Gyger

From: SoS Rulemaking
Subject: FW: inline comments on the 200 page rules proposal 80 pages covered so far
Attachments: Branscomb_comments_on_20130726_Elections_RulesDraft.rtf

From: Harvie Branscom b
Sent: Wednesday, August 07, 2013 11:30 PM

To: Hilary Rudy; Angela Lawson
Cc: Suzanne Staiert; Andrew Cole; I

Subject: inline comments on the 200 page rules proposal 80 pages covered so far

Gentlepeople
| have again attempted to comment on a huge document-a much longer document than | have ever attempted before.
| was able to get through about 80 pages- up to and including recount provisions in Rule 14.

Please take consideration of my partial comments on these proposed rules. | will try to tackle the remaining pages in the
next few days.

Note that | converted the pdf into word and some of the formatting and strikeout font did not copy correctly, so | have
recommended a few unnecessary deletions of text already deleted in the original.
Nevertheless this will be much easier to use than a separate document referring to the changes.

My comments are inline and in red bold text with deletions shown within brackets, notes in brackets and new text in
CAPS.

Harvie Branscomb

Harvie Branscomb

]
Carbondale, Colorado USA



Harvie Branscomb comments will be found inline in red bold like this 8/7/2013
1 Preliminary Draft of Proposed Rules

2

3 Office of the Colorado Secretary of State

4 Election Rules

58 CCR 1505-1

6

7 July 26, 2013

8

9 Disclaimer: 10 This is a proposed recodification of the Colorado Election Rules. Current 8 CCR 1505-1, is 11
stricken in its entirety and re-codified as follows. Some current rule language is retained either in 12 full or as
amended.

13 This is a working draft of the recodification. Please note that there may be technical errors, such 14 as incorrect
or missing citations. But we are involving you at this early stage because the 15 Secretary values your feedback.

16 Please send your feedback by August 7, 2013. Please reference the specific page and line 17 number in your
comments. We will consider all comments submitted by this date for inclusion 18 in the official rulemaking draft.

19 Please note the following formatting key:

Font effect Meaning
21 Sentence case Retained/modified current rule language
SMALL CAPS New language
Strikethrough Deletions
[1talic blue font text] Annotations
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[Current 8 CCR 1505-1 is stricken in its entlrety and re- codified as follows: ] 22 23 Rule 1. Definitions 24

H : - m : : h Htext 26 otherwise requires,
the—feﬂemng—tetms—sha#have—the—me&mng&méteated—ﬂ 28 —D%%eﬁﬁe%eﬁst—at&eeﬂe%m—meaﬁs—aﬁ-}#eﬁth%
:ﬁel-lomng-eﬁlees,—Member—ef—t-h&ZQ State Board of Educatlon Member of the Board of Regents of the University of 30
tet-31 AS USED IN THESE

RULES, UNLESS STATED OTHERWISE:

321.1.1 “ACTIVE STATUS” OR “ACTIVE RECORD” MEANS THAT THERE ARE NO CONDITIONS 33 OR RESTRICTIONS
ON THE ELECTOR’S ELIGIBILITY OR REGISTRATION RECORD.

34 [Relocated from 2.20.1 a , with amendments]



1 1.1.2 “BALLOT MEASURE” MEANS A BALLOT ISSUE OR BALLOT QUESTION AS DEFINED IN 2 SECTIONS
1-1-104(2.3) AND (2.7), C.R.S.

3 [Relocated from 27.1.1., with amendments]

4 1.1.3 “BLANK BALLOT” MEANS A BALLOT ON WHICH THE VOTER HAS MADE NO MARKS IN 5 ANY VOTING
POSITION, HAS MARKED WITH AN UNREADABLE MARKER, OR HAS 6 CONSISTENTLY MARKED OUTSIDE OF THE
“READ” AREA OF THE SCANNER.

7 [Relocated from 27.1.2., with amendments]

8 1.1.4 “CANCELLED STATUS” OR “CANCELLED RECORD” MEANS THAT THE COUNTY CLERK 9 AND RECORDER
CANCELLED THE ELECTOR’S VOTER REGISTRATION RECORD 10 BECAUSE THE ELECTOR: 11 (A) IS NOT ELIGIBLE TO
VOTE; 12 (B) IS NOT REGISTERED TO VOTE; OR 13 (C) HAS WITHDRAWN HIS OR HER REGISTRATION. 14 [Relocated

from 2.20.1 b., with amendments]

15 1.1.5 “Canvass board” means a committee composed of the county clerk and recorder 16 and the registered
electors appointed by the major parties in accordance with 17 section 1-10-101, C.R.S.

18 [Relocated from 41.1.1]

19 1.1.6 “Canvass workers” means workers appointed or hired by the designated election 20 official or canvass
board to assist in the preparation and conduct of the canvass.

21 [Relocated from 41.1.2]

22 1.1.7 “CENTRAL COUNT” MEANS A BALLOT COUNTING PROCESS IN WHICH THE COUNTY 23 CLERK AND
RECORDER TABULATES CUMULATIVE VOTING TOTALS FOR MULTIPLE 24 PRECINCTS AND BALLOT STYLES AT A
SINGLE LOCATION.

[note this describes what will be done both at VSPCs and to aggregate VSPC results
at another central location- and not necessarily the just the ballot scanning
operation. Note it also describes DRE results processing. | doubt that this is a
suitable definition. In practice the reason for a separate definition is to deal with the
scale of the operation of scanning, as far as | understand it. So perhaps this
definition should address the number of ballots being processed. For example in EIl
Paso county | believe that equipment designed for central counting is not being used
for that purpose- and the same is true in many small counties.]

25 [Relocated from 11.1.1., with amendments]

26 1.1.8 “DAMAGED BALLOT” MEANS A BALLOT THAT IS TORN, BENT, OR OTHERWISE 27 MUTILATED OR
RENDERED UNREADABLE, SO THAT IT CANNOT BE PROCESSED BY 28 THE OPTICAL SCANNER BALLOT READER.

29 (A) DAMAGED BALLOTS INCLUDE ALL BALLOTS THAT CONTAIN A FOREIGN 30 SUBSTANCE THAT COULD
INTERFERE WITH THE OPTICAL SCAN MACHINE (I.E. 31 FOOD, DRINK, ETC.).



32 (B) DAMAGED BALLOTS MAY INCLUDE BALLOTS THAT ARE MARKED IN A 1 MEDIUM OTHER THAN THE MEDIUM
INDICATED IN THE BALLOT 2 INSTRUCTIONS.



3 [Relocated from 27.1.3., with amendments]

1.1.9 “DATA ENTRY COUNTY” MEANS A COUNTY USING AN ELECTION MANAGEMENT SYSTEM THAT EXPORTS A
FILE TO BE DIRECTLY UPLOADED TO THE ELECTION NIGHT 6 RESULTS SYSTEM.

7 1.1.10 “DESIGNATED ELECTION OFFICIAL,” AS USED IN RULE 11, INCLUDES THE 8 DESIGNATED ELECTION
OFFICIAL’S SWORN, DEPUTIZED DESIGNEE. [is this process of designation controlled by other
rules?]

1.1.11 “DUPLICATED BALLOT” MEANS A BALLOT FOR WHICH A TRUE COPY MUST BE MADE FOR THE BALLOT TO BE
PROPERLY PROCESSED AND COUNTED BECAUSE OF DAMAGE, 11 IMPROPER MARKING OR ANY ISSUE THAT WOULD

PREVENT A BALLOT TABULATING 12 MACHINE FROM ACCURATELY COUNTING THE BALLOT . [violation of
voter intent privacy would be another reason for a duplicated ballot.] “OR RISK A
VIOLATION OF CONSTITUTIONALLY PROTECTED ANONYMITY OF THE BALLOT.”

13 [Relocated from 27.1.4., with amendments]

14 1.1.12 “ELECTION COMPLAINT” MEANS A COMPLAINT FILED WITH THE SECRETARY OF STATE
UNDER TITLE 1, C.R.S.

16 1.1.13 “ELECTION SETUP RECORDS” MEANS THE ELECTRONIC RECORDS, OFTEN IN THE 17 FORM OF A DATABASE
OR A SET OF DATABASES, GENERATED BY ELECTION 18 [TABULATION unnecessary- see following

definition] SOFTWARE TO CREATE AND DEFINE BALLOTS, TABULATION 19 INSTRUCTION, AND OTHER
FUNCTIONS RELATED TO THE ELECTION.

[Relocated from 11.1.2., with amendments]

21 1.1.14 “ELECTION SOFTWARE” MEANS THE SOFTWARE FOR ELECTION EQUIPMENT OR 22 COMPUTERS THAT
CONTROLS ELECTION SETUP VOTE RECORDING, VOTE 23 TABULATION, AND REPORTING.

24 [Relocated from 11.1.4., with amendments]

1.1.15 “ELECTRONIC BALLOT” MEANS A NON-PAPER BALLOT SUCH AS ON A TOUCH SCREEN 26 OR
THROUGH AUDIO FEEDBACK. AFTER A VOTER CASTS AN ELECTRONIC BALLOT, 27 THE VOTER’S CHOICES MUST BE:

28 (A) MARKED AND PRINTED ON A PAPER BALLOT FOR SUBSEQUENT COUNTING BY 29 A PAPER BALLOT SCANNING
DEVICE; OR

[This appears problematic- we do not even have a definition of “cast” in rules or
statute although for the DRE, the vendors sometimes consider the act of pushing a
button to suffice. For paper it is very unclear what “cast” means- particularly in the
case of the mail-in returned ballot. It is important that we proceed to eliminate the
telectronic” ballot and replace it with the paper- either conventional paper in case of
voter or BMD marked ballots or VVPAT in case of DRE. To know how to change the
definition it is crucial to see how it is used in the rules and | do not have time to do
that now. Suffice it to say that the definition here is really lacking- “touch screen or

through audio feedback”?]
(B) DIGITALLY RECORDED AND COUNTED BY THE TOUCH SCREEN DEVICE, 31 COMMONLY



REFERRED TO AS A DIRECT RECORDING ELECTRONIC (DRE) 32 DEVICE.

[This is the portion that we must move away from. Minimal use of DRE and
“electronic ballots” will be problematic from a violation of privacy point of view. The
correct transitional solution is to duplicate VVPAT onto conventional ballots that are
then identical to voter marked ballots and optically scanned. Some counties are
doing this now. ]

33 [Relocated from 11.1.6., with amendments]



11.1.16 “ELECTRONIC TRANSMISSION” MEANS: 2 (A) FOR THE PURPOSE OF SENDING AN UNVOTED BALLOT TO
THE ELECTOR [:]JFAX, 3 EMAIL, AND ONLINE BALLOT DELIVERY. 4 (B) FOR THE PURPOSE OF RETURNING A VOTED

BALLOT TO THE COUNTY CLERK 5 AND RECORDER [:] FAX AND EMAIL. 6 [Relocated from 25.2.1 and 42.2,

with amendments]

7 1.1.17 “ELECTRONIC VOTING DEVICE” MEANS A DEVICE BY WHICH [VOTER INTENT IS COLLECTED]
[VOTES ARE RECORDED delete] 8 ELECTRONICALLY, INCLUDING A TOUCH SCREEN SYSTEM. [do not want
to preclude BMD here]

9 [Relocated from 11.1.7., with amendments]

10 1.1.18 “FIRMWARE” MEANS COMPUTER PROGRAMS, STORED ON READ-ONLY MEMORY 11 DEVICES OR OTHER
ELECTRONIC CIRCUITRY IN VOTING DEVICES, THAT CONTROL 12 THE BASIC OPERATION AND FUNCTION OF THOSE
DEVICES .

13 [Relocated from 11.1.8., with amendments]

14 1.1.19 “HELP AMERICA VOTE ACT COMPLAINT” OR “HAV A COMPLAINT” MEANS A 15 COMPLAINT FILED WITH
THE SECRETARY OF STATE UNDER TITLE Il OF THE HELP 16 AMERICA VOTE ACT (HAVA) AND ARTICLE 1.5 OF
TiTLE 1, C.R.S.

17 1.1.20 “IMMEDIATE VOTING AREA” MEANS THE AREA THAT IS WITHIN SIX FEET OF THE 18 VOTING EQUIPMENT,
VOTING BOOTHS, AND THE BALLOT BOX [WHILE A VOTER IS PRESENT FOR THE PURPOSE OF
VOTING].

19 [Relocated from 8.6.1., with amendments]

20 1.1.21 “INACTIVE STATUS” MEANS A RESTRICTION A COUNTY CLERK AND RECORDER 21 PLACES ON AN
ELECTOR’S RECORD IF THE UNITED STATES POSTAL SERVICE 22 RETURNS A MAIL BALLOT, VOTER INFORMATION
CARD, OR CONFIRMATION CARD TO 23 THE COUNTY CLERK AND RECORDER AS UNDELIVERABLE.

24 [Relocated from 2.20.1 d., with amendments]

251.1.22 “LOGIC AND ACCURACY TEST” OR “LAT” MEANS A STEP-BY-STEP DOCUMENTED 26 REVIEW OF A
VOTING DEVICE’S ABILITY, PRIOR TO USE IN ANY ELECTION, TO 27 ACCURATELY [RE]PRODUCE VOTER CHOICES

FOR THE CANDIDATES AND BALLOT 28 MEASURES IN AN ELECTION. THE LOGIC AND ACCURACY TEST MUST
FULFILL THE 29 REQUIREMENTS OF THE PUBLIC TEST DESCRIBED IN SECTION 1-7-509 (2), C.R.S.

30 [Relocated from 11.1.9., with amendments]

311.1.23 “MANUAL ENTRY COUNTY” MEANS A COUNTY THAT DOES NOT USE AN ELECTION 32 MANAGEMENT
SYSTEM TO EXPORT DATA.



1 1.1.24 “MEDIA OBSERVER” MEANS AN OBSERVER WITH VALID AND CURRENT MEDIA 2 CREDENTIALS.
3 [Relocated from 8.1.3., with amendments]

1.1.25 “OFFICIAL OBSERVER” MEANS EITHER AN OBSERVER APPOINTED BY THE SECRETARY OF STATE OR AN
OBSERVER APPOINTED BY THE FEDERAL GOVERNMENT 6 AND APPROVED BY THE SECRETARY OF STATE. OFFICIAL
OBSERVERS MAY BE 7 PRESENT IN ALL PHASES OF THE ELECTION PROCESS, BUT ARE SUBJECT TO RULES 8 AND
REGULATIONS AS PRESCRIBED BY THE SECRETARY OF STATE AND PERFORM 9 DUTIES AS MAY BE ASSIGNED BY
THE SECRETARY OF STATE.

[Relocated from 8.1.1.]

11 1.1.26 “OVERVOTE” MEANS A [SEPARATELY COUNTED INSTANCE IN WHICH A VOTER
MARKS] [RACE OR BALLOT MEASURE WHERE THE VOTER MARKED 12 delete]VvOTES FOR MORE THAN THE
MAXIMUM NUMBER OF CANDIDATES OR RESPONSES FOR 13 A BALLOT MEASURE ALLOWED. [overvote is not
a race or ballot measure]

14 [Relocated from 27.1.6., with amendments]

1.1.27 “QUALIFIED POLITICAL ORGANIZATION” MEANS AN ORGANIZATION THAT HAS
16 PLACED A CANDIDATE FOR CONGRESSIONAL OR STATE OFFICE ON THE BALLOT IN A 17
CONGRESSIONAL VACANCY OR GENERAL ELECTION, WHOSE OFFICERS HAVE FILED 18 PROOF OF
ORGANIZATION WITH THE SECRETARY OF STATE, AND THAT CONTINUES 19 TO MEET THE
REQUIREMENTS OF RULES 3.3 AND 3.4. [BAER V. MEYER, 728 F.2D 47 (10TH CIR. 1984)]

21 [Relocated from 3.1, with amendments]

22 1.1.28 “RELATED TO THE SECOND DEGREE” MEANS SPOUSE, CIVIL UNION PARTNER, 23 PARENTS, CHILDREN,
BROTHERS AND SISTERS, GRANDPARENTS, AND 24 GRANDCHILDREN RELATED BY BLOOD OR MARRIAGE.

[Relocated from 42.10, with amendments]

26 1.1.29 “SCORE” MEANS THE CENTRALIZED STATEWIDE REGISTRATION SYSTEM AND THE 27 COMPUTERIZED
STATEWIDE VOTER REGISTRATION LIST DESCRIBED IN PART 3 OF 28 ARTICLE 2 OF TITLE 1.

1.1.30 “Statement of Ballots Form” means the form used at the polling location that accounts for all ballots at that
location and includes all information required by 31 this rule.

32 [Relocated from 41.1.3]

331.1.31 “TARGET AREA” MEANS:

34 [delete (A) THE SQUARE OR OVAL OPPOSITE THE CANDIDATE’S NAME OR BALLOT



1 RESPONSE ON A PAPER BALLOT; OR

2 (B) 1 THE SQUARE, OVAL, INCOMPLETE LINE, OR INCOMPLETE ARROW OPPOSITE THE 3 CANDIDATE’S NAME
OR BALLOT RESPONSE (EXAMPLES: “YES”, “NO”, 4 “FOR” OR “AGAINST”) ON A [delete N OPTICAL
SCAN]JPAPER BALLOT.

5 [Relocated from 27.1.8, with amendments]

6 1.1.32 “UNDERVOTE” MEANS A [RACE OR BALLOT MEASURE WHEREdelete] SEPARATELY COUNTED

INSTANCE IN WHICH THE VOTER MARKED 7 VOTES FOR FEWER THAN THE MAXIMUM NUMBER OF
CANDIDATES OR RESPONSES 8 FOR A BALLOT MEASURE ALLOWED.

[note that we need to be able to cross check the totals of candidate choice,
overvote and undervote against the number of ballots containing the contest. The
best definition of undervote would accommodate this. So the definition should
actually require the reporting of the number by which the voter marked choices fails

to equal the maximum allowed number of responses.]
9 [Relocated from 27.1.7, with amendments]

10 1.1.33 “VOTING SYSTEM” AS DEFINED IN 1-1-104(50.8), C.R.S., DOES NOT INCLUDE VOTER 11 REGISTRATION
APPLICATIONS OR SYSTEMS, [delete ELECTRONIC POLLBOOKS, BALLOT 12 DELIVERY AND RETRIEVAL SYSTEMS,
SIGNATURE VERIFICATION AND BALLOT 13 SORTING DEVICES, BALLOT ON DEMAND PRINTERS, ] ELECTION NIGHT
REPORTING 14 AND OTHER ELECTION REPORTING SYSTEMS, [delete AND OTHER COMPONENTS USED 15
THROUGHOUT THE ELECTION PROCESS THAT DO NOT CAPTURE AND TABULATE 16 VOTES. ]

[this definition is likely intended to preclude citizen oversight over these functions
and would be problematic if so. Of the above items, surely electronic pollbooks,
signature verification, ballot sorting devices, ballot on demand printers are very
much a part of the voting system just as ballot tabulators are. It is troubling to see

them listed in this definition as not part of a voting system.]
17 1.1.34 “VVPAT” HAS THE SAME MEANING AS IN SECTION 1-1-104 (50.6), C.R.S.

18 [Relocated from 11.1.12., with amendments]

19 1.1.35 “WATCHER” MEANS AN ELIGIBLE ELECTOR, OTHER THAN A CANDIDATE ON THE 20 BALLOT, SELECTED
BY A POLITICAL PARTY CHAIRPERSON ON BEHALF OF THE 21 POLITICAL PARTY, BY A PARTY CANDIDATE AT A
PRIMARY OR RECALL ELECTION, BY 22 AN UNAFFILIATED CANDIDATE AT A GENERAL, CONGRESSIONAL VACANCY,
23 NONPARTISAN, OR RECALL ELECTION, OR BY A PERSON DESIGNATED BY EITHER THE 24 OPPONENTS OR
PROPONENTS IN THE CASE OF A BALLOT ISSUE OR BALLOT QUESTION. 25 IF SELECTED BY A POLITICAL PARTY
CHAIRPERSON, A PARTY CANDIDATE, OR AN 26 UNAFFILIATED CANDIDATE, THE WATCHER MUST BE AFFILIATED
WITH THAT 27 POLITICAL PARTY OR UNAFFILIATED AS SHOWN ON THE REGISTRATION BOOKS OF 28 THE COUNTY
CLERK AND RECORDER. A DESIGNATED WATCHER NEED NOT BE A 29 RESIDENT OF THE COUNTY HE OR SHE IS
DESIGNATED IN AS LONG AS HE OR SHE IS AN 30 ELIGIBLE ELECTOR IN THE STATE OF COLORADO. [SECTION
1-1-104(51), C.R.S]

31 [Relocated from 8.1.2, with amendments]



32 1.1.36 “WRITE-IN VOTE” MEANS A VOTE WHERE THE VOTER PHYSICALLY WRITES IN THE 33 NAME OF A
LEGALLY QUALIFIED WRITE-IN CANDIDATE IN THE SPACE RESERVED ON 34 THE BALLOT FOR WRITE-IN VOTES AND
PROPERLY MARKS THE TARGET AREA 35 ACCORDING TO VOTER INSTRUCTIONS.

[either this definition or the definition of overvote needs to account for the situation
in which the correctly made write-in is for a regular printed candidate.]

36 1.1.37 “ZERO TAPE” MEANS A PRINTOUT OF THE INTERNAL DATA REGISTERS IN 37 ELECTRONIC
VOTE-TABULATING EQUIPMENT PRINTED PRIOR TO THE START OF VOTE COUNTING [delete
INDICATING A VALUE OF ZERO].



1 [Relocated from 11.1.14., with amendments]

2 Rule 2. Rules-Goncerning-Voter Registration
3 2:20:2 2.1 Effect of voter registration status desigration—

4 & 2.1.1 A COUNTY CLERK AND RECORDER MUST LIST THE NAME OF EVERY active status eractive-
record-voters~ELECTOR names-wil-appear-on-IN the peH-6 beek-POLLBOOK;-

they-will-be-sent-a-baletir-AND SEND HIM OR HER a mail 7 ballot election-
and they-wit-be-sent-election NOTICES. netice-maHings—

8b-2.1.2 A COUNTY CLERK AND RECORDER MUST ENSURE THAT THE NAME OF EVERY 9 cancelled status

orcanceled record voters  records wib remain ELECTOR APPEARS in the statewide voter registration-
database-however-SCORE 11 BUT thel—names-wit-not appear-on the poH-beok-POLLBOOK. Fhey-THE 12
COUNTY CLERK AND RECORDER wWHI-MAY not be-sent-SEND a MAIL ballot #r-13 a-+mat-baletelection;-

and-they-will-net-be-sent-OR election retice-maiings-14 NOTICES TO CANCELLED ELECTORS.

¢ 2.1.3 Inactive —faHed-to-vote-status-voters-STATUS ELECTORS are eligible voters-16 their
ELECTORS WHOSE names will appear on the poll book anrd-they-wiH-17 be-sent-electionnotice-matlings-BUT

THE COUNTY CLERK AND RECORDER 18 MAY NOT SEND A MAIL BALLOT TO INACTIVE ELECTORS Inactive-
—fa+led—te»19 A

21 d. Inactive — returned mail status or inactive — undellverable status voters are 22 ehg+ble—veter—&and—the+r—names
wit-appear-on-the-poll-book—However,-23 theyw
24 sent-election-notice-mailings—

. Inactive — undeliverable ballot status voters are eligible voters and their 26 names will appear on

the poll book. However they will not be sent a 27 baHetin-a-mail-balot-election-and-they-wit-not-be-sent-election
notice 28 maitings.

29 2.8 2.2 Submission of voter registration forms

2.2.1 A AN APPLICANT MAY SUBMIT A properly executed voter registration form may-be-31 submitted
to the county clerk and recorder in person, by mail, by fax, by online 32 voter registration, or as a-scanned-AN
EMAIL attachment. to-an-emat—

33 2:8:1 2.2.2 Al voterregistrations-APPLICATIONS submitted by mail, fax, or as aRPBF-34 AN EMAIL attachment te-
an-ematl-shall-be treated-as-ARE mail registrations. [Section 1-2-501, C.R.S..-ElectionRule-30:3]



1 2:8:2 2.2.3 If any portion of a MAIL APPLICATION Vvoter registration submitted by 2 “mail>-is illegible, the county
clerk and recorder shal-MUsT notify the applicant of 3 the additional information required in accordance with
section 1-2-509, C.R.S.

4 283 2.2.4 For the—purpese—ef-submitting veter—registration—applications by fax, email or
online voter registration, close of business shat-be-1s 11:59pm MT.

6 2.2.5 UNDER SECTION 1-5-509, C.R.S., THE EFFECTIVE DATE OF A VOTER REGISTRATION 7 APPLICATION
RECEIVED BY THE SECRETARY OF STATE IS THE EARLIER OF THE DATE 8 THE APPLICATION IS RECEIVED OR THE
DATE OF THE LEGIBLE POSTMARK.

2.2.6 IF ACOUNTY CLERK AND RECORDER RECEIVES A PAPER VOTER REGISTRATION APPLICATION BETWEEN 21
AND 7 DAYS BEFORE ELECTION DAY, THE COUNTY CLERK 11 MUST SEND THE APPLICANT NOTIFICATION BY
REGULAR MAIL, OR EMAIL IF 12 PROVIDED, WITHIN ONE BUSINESS DAY AFTER RECEIVING THE APPLICATION THAT
13 THE APPLICANT IS REGISTERED TO VOTE BUT WILL NOT RECEIVE A BALLOT BY MAIL. 14 THE NOTICE MUST
STATE THAT, IF THE APPLICANT WISHES TO VOTE IN THE UPCOMING ELECTION, THE APPLICANT MUST EITHER
REGISTER ONLINE VIA THE 16 ONLINE VOTER REGISTRATION SYSTEM OR IN PERSON AT THE COUNTY CLERK AND 17
RECORDER’S OFFICE OR AT A VOTER SERVICE AND POLLING CENTER, WHICHEVER IS 18 APPLICABLE.

2.2.6 FOR THE PURPOSES OF PRECINCT CAUCUS LISTS AND REGISTRATION LISTS FOR MUNICIPAL OR SPECIAL
DISTRICT ELECTIONS, THE RESIDENCY REQUIREMENT IS BASED UPON THE DATE 21 PROVIDED BY THE ELECTOR ON
HIS OR HER APPLICATION.

22 2.26.1 THE COUNTY CLERK AND RECORDER MUST ENTER THE DATE PROVIDED BY THE 23 ELECTOR IN THE
REGISTRATION RECORD MAINTAINED IN THE STATEWIDE VOTER 24 REGISTRATION SYSTEM. [SECTIONS 1-3-101
AND 31-10-201, C.R.S.]

2.26.2 |IF THE ELECTOR SUBMITS AN APPLICATION AND DOES NOT INCLUDE THE DATE HE
OR 26 SHE MOVED, THE COUNTY CLERK MUST ENTER THE DATE THE APPLICATION IS 27 RECEIVED OR
POSTMARKED, WHICHEVER IS EARLIER, AS THE DATE MOVED. BUT IF 28 THE ELECTOR SUBMITS THE
APPLICATION DURING THE 22 DAYS BEFORE AN 29 ELECTION AND DOES NOT PROVIDE THE DATE HE OR
SHE MOVED, THE COUNTY CLERK MUST ENTER THE DATE MOVED AS THE 22ND DAY BEFORE THE
ELECTION 31 BASED UPON THE AFFIDAVIT.

32 [Current Rule 2.8 is amended and moved to new Rule 2.2. Amendments are shown above. 33 Portions of current
Rule 2.14 are included in new Rule 2.2.4.]

3423 IDENTIFICATION REQUIRED FROM AN APPLICANT FOR VOTER REGISTRATION

2.3.1 AN APPLICANT FOR VOTER REGISTRATION MUST COMPLETE THE IDENTIFICATION 36 NUMBER
PORTION OF THE APPLICATION FOR VOTER REGISTRATION. BUT AN 37 APPLICANT REGISTERING TO VOTE IN
PERSON IS NOT REQUIRED TO SHOW OR 38 PRESENT A COLORADO DRIVER’S LICENSE OR ID IF HE OR SHE PROVIDES
A 39 VERIFIABLE DRIVER’S LICENSE OR SOCIAL SECURITY NUMBER.



1 (A) IF THE APPLICANT CANNOT PROVIDE A VERIFIABLE DRIVER’S LICENSE OR 2 SOCIAL SECURITY NUMBER THE
APPLICANT MUST SHOW IDENTIFICATION 3 UNDER SECTION 1-1-104(19.5), C.R.S., WHEN REGISTERING TO VOTE,
4 PROVIDE IDENTIFICATION WHEN VOTING IN PERSON, OR PROVIDE A COPY OF 5 IDENTIFICATION WHEN
RETURNING THE MAIL BALLOT.

6 2.3.2 As USED IN SECTION 1-1-104(19.5), C.R.S., GOVERNMENT DOCUMENT MEANS ANY 7 DOCUMENT ISSUED
BY A LOCAL, STATE OR FEDERAL GOVERNMENT, INCLUDING:

8 (A) A PAYCHECK FROM A GOVERNMENT INSTITUTION;
9 (B) A CERTIFICATE OF DEGREE OF INDIAN OR ALASKAN NATIVE BLOOD;

10 (C) A LETTER FROM THE DIRECTOR OR ADMINISTRATOR OF A GROUP 11 RESIDENTIAL FACILITY THAT INDICATES
THAT THE ELECTOR IS A RESIDENT 12 OF THE FACILITY AND THAT HE OR SHE RESIDES AT THE STREET ADDRESS 13
LISTED IN THE POLLBOOK; OR

14 (D) A DIVISION OF YOUTH CORRECTIONS IDENTIFICATION CARD ISSUED BY 15 DEPARTMENT OF HUMAN
SERVICES.

16 [SECTIONS 1-1-104(18.5), (19.5)(c), AND (19.5)(D), C.R.S.]

17 2.3.3 As USED IN SECTION 1-1-104(19.5)(a)(VII), C.R.S., CURRENT MEANS THAT THE 18 DATE OF THE
DOCUMENT IS WITHIN 60 DAYS OF THE DATE SUBMITTED FOR 19 IDENTIFICATION PURPOSES UNLESS THE
DOCUMENT STATES A LONGER BILLING 20 CYCLE.

21 2.3.4 A SUSPENDED DRIVER’S LICENSE IS CONSIDERED CURRENT AND VALID. [delete A REVOKED 22 OR
EXPIRED LICENSE IS NOT CONSIDERED CURRENT AND VALID AND IS NOT 23 ACCEPTABLE. ]

[having attempted and failed to get a replacement drivers license on election day |
think that this provision is problematic. An expired drivers license should be
perfectly capable of identifying someone. The drivers license is not used to establish
address or residency in any case as | understand it - therefore the expiration should
have no negative consequences. Also | assume that an out of state drivers license is
acceptable. If the license is intended to establish residency then the out of state
drivers license would not be acceptable. It seems that to refuse to accept an

expired license is simply to make identification harder.]
24 [Portions of current Rules 30.1.6(g), 30.1.7, 30.2.2, and 30.8 are included in new Rule 2.3.]

25 27 2.4 Treatment of applications where the required information was not provided

26 2% 2.4.1 If an applicant fails to check the box {es}-answering the question {s}, “Are 27 you a citizen of the

United States?” er~Will-you-be18vears-of age-on-orbefore-28 election-day?”, the COUNTY CLERK AND RECORDER
MUST ACCEPT AND PROCESS 29 THE form-shal-be-acceptedforregistration-APPLICATION AS COMPLETE so long as

30 it is otherwise complete and the affirmation at the bottom of the form is signed.

31 272 2.4.2 If an applicant for-voterregistration-fails to complete the required 32 identification portion of the form
in accordance with section 1-2-204(2)(f.5) and 33 (3)(c), C.R.S., and+ule2:6-3; the COUNTY CLERK MUST TREAT
THE application 34 shall-be-treated-as INCOMPLETE “incomplete”+—however—BUT if the applicant 35 submits a
photocopy of histher-HIS OR HER driver’s license or identification card, 36 then the county CLERK fmay-MUST enter



the ID number from the card into the



1 applicant’s record and eensider-PROCESS the application AS COMPLETE 2 “cemplete?.

3 243 2.4.3 If an applicant forvoter+registration fails to provide a date of birth the 4 COUNTY CLERK
MUST TREAT THE application shal-be-treated-as INCOMPLETE “incomplete’;-however;-BUT if the
applicant submits a photocopy of histherHIS 6 OR HER driver’s license or other approved form of ID
which-THAT includes the 7 date of birth, then the county CLERK may-MUST enter that information into
the 8 applicant’s record and eensiderPROCESS the application AS COMPLETE 9 “complete”.

[Current Rule 2.7 is amended and moved to new Rule 2.4. Amendments are shown above.]
11 210 2.5 Changes to an Elector’s Voter Registration Record

12 2:20:1 2.5.1 If an elector submits a change to his or her voter registration record that-13 does-net-contain-
allof AND FAILS TO INCLUDE the information required by sections 14 1-2-216 or 1-2-219, C.R.S., the county
clerk and recorder may-MUST not make the requested change, unless the county clerk and recorder can
confidently identify 16 the voter. otheraise-the-THE county clerk and recorder shal-MUsT notify the 17
voter what additional information is required to process the request.

18 2:10:2-2.5.2 If an elector submits a change to his or her voter registration record and 19 writes or selects a name
of an organization that is not a qualified political party or qualified political organization, or writes “none”, the
elector’s affiliation shall-21 MUST be recorded as “Unaffiliated”.

22 2:10:3-2.5.3 If an elector submits a change to his or her voter registration record and 23 leaves the affiliation
section blank, THE COUNTY CLERK MUST MAKE no change 24 will-be-made—to the voter’s affiliation in the
registration record.

2.5.4 WHEN THE COUNTY CLERK AND RECORDER PROVIDES A LIST OF ACTIVE ELECTORS
26 TO A MUNICIPAL OR SPECIAL DISTRICT FOR AN ELECTION NOT COORDINATED WITH 27 THE COUNTY,
THE COUNTY CLERK AND RECORDER MUST REQUEST THE DESIGNATED 28 ELECTION OFFICIAL OF THE
MUNICIPALITY OR SPECIAL DISTRICT PROVIDE THE VOTE 29 HISTORY INFORMATION FOLLOWING THE
ELECTION. WITHIN TEN DAYS AFTER RECEIVING THE INFORMATION, THE COUNTY CLERK MUST
ACTIVATE VOTER 31 RECORDS AND REMOVE ID REQUIRED FLAGS IN SCORE AS PROVIDED IN SECTION
132 2-605(4)(B), C.R.S.

33 [Current Rule 2.10 is amended and moved to new Rule 2.5. Amendments are shown above.]
34 211 2.6 Changes to an elector’s voter registration status.

2211-2.6.1 An elector may update his or her inactive registration status to active 36 status by
submitting:

37 (a) A signed written request, by mail, fax, or PDF attachment to an email; 1 (b) An online voter registration
application; or



2 (c) An in-person request with identification.
3 [Section 1-2-605(4)(a), C.R.S.]

4 2112 2.6.2 If an elector is unable to sign, another person must witness the elector’s 5 mark. An elector may use
a signature stamp because of age, disability, or other 6 need. The stamp is treated as a signature and does not
require a witness.

7 [Current Rule 2.11 is amended and moved to new Rule 2.6. Amendments between the current 8 and new rule
language are shown above.]

9 221 2.7 Minimum matching criteria

10 2:231-2.7.1 A+recerd—-may-THE COUNTY CLERK AND RECORDER MUST not be-transferred—11 consohdated,—or
cahceled—TRANSFER, CONSOLIDATE, OR CANCEL A VOTER 12 REGISTRATION RECORD unless the minimum
matching criteria as set forth in 13 sections 1-2-603 and 1-2-604, C.R.S., are met. If the minimum matching criteria
14 are not met the county CLERK MUST may-send a letter to the voter requesting 15 confirmation of the missing or
non-matching information in order to transfer, 16 consolidate, or cancel the record.

: A 18 match of the name
shau—mean—MEANs a match of the fuII name, except that the 19 followmg Sha-l-l—be—ARE sufficient to establish a
match:

20 (a) Common variations and nicknames in the first or middle name, i.e. 21 Michael and Mike;

22 (b) Explainable and documented change of name, including last name, i.e. 23 maiden name and married name;
and

24 (c) Explainable and documented variations in suffix, except that the absence 25 of a suffix in one of the records
shall not be considered a variation. 26 Examples of suffix variations that must be explained include junior in one 27
record and Il in another.

N S- A 29 match of the prior
address shall-mean-MEANS a match of the residential street 30 address

31 2254 2.7.4 The county clerk and recorder may use the DMV Motor Voter database to 32 verify prior name or
residence address history for the purpose of meeting the 33 minimum matching criteria. The COUNTY CLERK MUST

SCAN AND RETAIN THE 34 information gathered-must-be-scanned-and-retained-in the elector’s record Hr-order-35 to

document how the criteria Was-WERE met.



1 [Current Rule 2.21 is amended and moved to new Rule 2.7. Amendments are shown above.]
2 2.9 2.8 Registration of Hemeless-\oters-ELECTORS WHO HAVE NO FIXED PERMANENT 3 HOME

2:9:1 2.8.1 For the purpose of voter registration residence a-hemeless-votermay-AN ELECTOR WHO HAS NO FIXED
PERMANENT HOME MUST identify a specific location 6 within a precinct that the veter-APPLICANT considers his OR
HER home base.

7 (A) A HOME BASE IS A LOCATION THE APPLICANT to-which-the—veter—returns TO 8 regularly and manifests—an
intent-INTENDS to remain, and a place from-9 which-WHERE he or she can receive messages and be contacted.

(B8) A home base may include a homeless shelter, a homeless provider, a park, 11 a
campground, a vacant lot, a business address, or any other physical 12 location.

13 (C) FOR AN ELECTOR WHOSE HOME IS IN FORECLOSURE, THE ELECTOR MAY 14 REGISTER TO VOTE OR REMAIN
REGISTERED TO VOTE, AT THE FORECLOSED
ADDRESS UNTIL THE ELECTOR ESTABLISHES A NEW PERMANENT RESIDENCE.

16 2:9:2 2.8.2 If the home base does not include a mailing address, THE APPLICANT then-17 the-homeless-voter-must
provide a mailing address pursuanrt-te-IN ACCORDANCE 18 WITH section 1-2-204(2)(f), C.R.S.

19 293 2.8.3 A post office box or general delivery at a post office shall-net-be-deemed-I1S NOT a
home base.

21 [Current Rule 2.9 is amended and moved to new Rule 2.8. Amendments are shown above.]

22 2.9 A COUNTY CLERK AND RECORDER MAY CANCEL A REGISTRATION RECORD BASED UPON 23 INFORMATION
FROM A LOCAL LAW ENFORCEMENT [delete ONLY JAGENCY ONLYIF:

24 2.9.1 THE INFORMATION STATES THAT THE INDIVIDUAL IS CURRENTLY SERVING A SENTENCE
OF INCARCERATION OR PAROLE FOR AFELONY CONVICTION; AND

2629.2 MINIMUM MATCHING CRITERIA OUTLINED IN RULE 2.6 ARE MET.

27 216 2.10 An elector who has received notice that his or her application for registration may 28 not
be processed or whose registration was cancelled because his or her name was 29 matched with a
record bearing the same name, date of birth, and social security number in the databases provided by
Colorado Department of Corrections or Colorado 31 Department of Public Health and Environment,
and who believes that the match was 32 erroneous, may request that his or her application be processed
or registration be 33 reinstated if he or she:

34 a- 2.10.1 Appears in person at the office of the county clerk and recorder and presents identification; or



1b:2.10.2 Re arized-2 and-dated SUBMITS A
statement TO THE COUNTY CLERK affirming that heLer—sheL3 THE APPLICANT believes the match was in error.
THE APPLICANT MUST INCLUDE 4 HIS OR HER Fhis-statement-must-contain-the-eleetor>s-printed name,
residential address, and date of birth ON THE SIGNED, DATED, AND NOTARIZED STATEMENT.

6 [Current Rule 2.16 is amended and moved to new Rule 2.10. Amendments are shown above.]

7 237 2.11 20-DAY APPLICANTS UNDER SECTION 1-2-509(3), C.R.S.

8 2.11.1 When a county clerk and recorder deems an applicant “not registered” upon 9 receipt of an
undeliverable new voter notification in accordance with section 1-2509(3), C.R.S., the appHeant-shat-be-
mated-COUNTY CLERK MUST MAIL a 11 confirmation card by-forwardable-mail. The confirmation card MUST
MEET THE 12 REQUIREMENTS OF SECTION 1- 1 104(2 8), C R S sha”—have—a—pestage—p#epard—lS returnable-

2371-2.11.2 If the county-clerk-and-recorderreceives-a-APPLICANT RETURNS THE signed confirmation card within
90 days from an applicant who was deemed “not 16 registered”in-accordance-with-seetion1-2-509(3); C-R-S-the-
apphicantshat-be-17 deemed-registered-as-ofthe- THE COUNTY CLERK MUST REGISTER THE APPLICANT 18 USING

THE date of the original application.

2.11.3 DURING THE 22 DAYS BEFORE AN ELECTION, THE COUNTY CLERK AND RECORDER MUST DEFER PROCESSING
UNDELIVERABLE NEW VOTER NOTIFICATIONS. AFTER THE 26 ELECTION IS CLOSED, THE CLERK MUST DEEM AN
APPLICANT “NOT REGISTERED” 27 UNDER SECTION 1-2-509(3), C.R.S., ONLY IF THE APPLICANT DID NOT VOTE IN
THE 28 ELECTION.

29 [Current Rule 2.17 is amended and moved to new Rule 2.11. Amendments are shown above.]
24 2.12 Confidentiality of Agency in Voter Registration. VOTER REGISTRATION 31 CONFIDENTIALITY

32 2.12.1 INFORMATION ABOUT THE NAME AND LOCATION OF AN AGENCY FOR AN 33 APPLICATION COMPLETED AT
A VOTER REGISTRATION AGENCY OR DRIVER’S 34 LICENSE OFFICE IS CONFIDENTIAL. [42 USC 88§
197366-3(C)(2)(D)(111)]

[Portions of current Rule 2.4 are included in new Rule 2.12.1.]

36 2.12.2 AN ELECTOR MAY REQUEST HIS OR HER VOTER REGISTRATION ADDRESS BE 37 CONFIDENTIAL UNDER
SECTION 24-72-204(3.5), C.R.S., IN PERSON.



1 (A) THE ELECTOR MUST USE THE APPLICATION PROVIDED BY THE SECRETARY 2 OF STATE AND INCLUDE HIS OR
HER NAME, ADDRESS, AND BIRTH DATE ON 3 THE APPLICATION.

4 (B) THE COUNTY CLERK AND RECORDER MUST NOT CHARGE AN ADDITIONAL
PROCESSING FEE IF THE ELECTOR CHANGES HIS OR HER ADDRESS.

6 [Portions of current Rule 2.5 are included in new Rule 2.12.2.]
7 2.12.3 REGISTRATION OF ADDRESS CONFIDENTIALITY PROGRAM (ACP) ELECTORS

8 (A) WHEN AN ACP PARTICIPANT REGISTERS TO VOTE BY MAIL, THE ELECTOR 9 MUST PROVIDE A COPY OF
HIS/HER ACP AUTHORIZATION CARD.

(B) THE COUNTY CLERK AND RECORDER MUST:
11 (1) USE THE ACTUAL RESIDENCE ADDRESS OF THE ACP ELECTOR FOR 12 PRECINCT DESIGNATION.

13 (1) USE THE SUBSTITUTE ADDRESS, AS DEFINED IN SECTION 24-3014 2103(14), C.R.S., FOR ALL

CORRESPONDENCE AND MAILINGS PLACED
IN THE UNITED STATES MAIL.

16 (1) KEEP THE PARTICIPANT’S ADDRESS, COUNTY, AND VOTING PRECINCT 17 AND SPLIT NUMBER
CONFIDENTIAL FROM THE PUBLIC.

18 (C) A STATE OR LOCAL GOVERNMENT AGENCY MAY REQUEST ACCESS TO AN 19 ACP PARTICIPANT’S VOTER

REGISTRATION RECORD USING THE PROCESS IN
SECTION 24-30-2110, C.R.S.

21 (D) EXCEPT AS SPECIFICALLY PROVIDED BY PART 21 OF ARTICLE 30 OF TITLE 22 24, C.R.S., A PROGRAM
PARTICIPANT’S ACTUAL ADDRESS AND TELEPHONE 23 NUMBER IS NOT A PUBLIC RECORD UNDER PART 2 OF
ARTICLE 72 OF TITLE 24 24, C.R.S.

[Portions of current Rule 2.12 are included in new Rule 2.12.3.]
26 248 2.13 List Maintenance Rursuant-te-UNDER section 8 of the National VVoter Registration 27 Act of 1993

28 2:48:1-2.13.1 When THE UNITED STATES POSTAL SERVICE RETURNS a Vvoter information 29 eard or
confirmation card is+eturred-TO THE COUNTY CLERK as undeliverable, or PROVIDES THE CLERK WITH a postcard
notice of mail forwarding is-previded-by-the 31 United-StatesPostal Service-to-the-county-clerk-andrecorder, the
county clerk and 32 recorder shal-MUST mark the voter’s record “Inactive — returned mail” and shaHl-33 mail a
confirmation card. Where a confirmation card sent under this rule is 34 returned as undeliverable, the county is
not required to mail another card.



12182-2.13.2 Nati

6 248-3-2.13.2 In accordance with section 1-2-605(7), C.R.S., no later than 90 days 7 following a General
Election, the county clerk and recorder in each county shal-8 MUST cancel enly-the registrations of electors who
have met the following 9 requirements:

& (A) Whose records have been marked “Inactive — returned mail”, “iractive-11 INACTIVE —
undeliverable”, or “Inactive — undeliverable ballot”, OR 12 INACTIVE — NCOA”;

13 b:- (B) Who have been mailed a confirmation card; and
14 e (C) Who have since failed to vote in two consecutive General elections.

2.13.5 AN ELECTOR WHOSE REGISTRATION RECORD WAS CANCELLED DURING THE 16 PREVIOUS SIX
YEARS UNDER SECTION 1-2-605(7), C.R.S., AND RULE 2.12.2, MAY 17 REQUEST REINSTATEMENT OF THE RECORD.
THE ELECTOR MUST PROVIDE PROOF 18 THAT HE OR SHE HAS CONTINUOUSLY RESIDED AT THE ADDRESS SHOWN
ON THE 19 REGISTRATION RECORD SINCE THE RECORD WAS CANCELLED.

[proof of continuous residence consists of what? This appears to be a gray area that
could lead to very inconsistent treatment of voters]

222 2.13.4 EffectiveJanuary-1,-2012-no-No county may consolidate or cancel 21 duplicate records
in accordance with section 1-2-604, C.R.S., within the period 22 beginning 90 days prior to a Primary or General

Election.
23 [Current Rule 2.22 is amended and moved to new Rule 2.13. Amendments are shown above.]
24 2.14 \VOTER REGISTRATION AT A VOTER SERVICE AND POLLING CENTER

2.14.1 A PERSON REGISTERING VOTERS OR UPDATING VOTER REGISTRATION INFORMATION 26 IN A
VOTER SERVICE AND POLLING CENTER MUST:

27 (A) BE APERMANENT OR TEMPORARY EMPLOYEE OF THE COUNTY CLERK AND 28 RECORDER’S OFFICE;

29 (B) SUCCESSFULLY PASS THE CRIMINAL BACKGROUND CHECK DESCRIBED IN

RULE 6.4. ANY PERSON WHO HAS BEEN CONVICTED OF AN ELECTION 31 OFFENSE OR
AN OFFENSE WITH AN ELEMENT OF FRAUD IS PROHIBITED FROM 32 HANDLING VOTER REGISTRATION
APPLICATIONS OR CONDUCTING VOTER 33 REGISTRATION AND LIST MAINTENANCE ACTIVITIES; AND

34 (c) SUCCESSFULLY COMPLETE A TRAINING COURSE PROVIDED BY THE SECRETARY OF
STATE.



1 2.14.2 THE PERSON REGISTERING VOTERS OR UPDATING VOTER REGISTRATION 2 INFORMATION IN A VOTER
SERVICE AND POLLING CENTER MUST VERBALLY 3 CONFIRM EACH ELECTOR’S NAME AND RESIDENTIAL ADDRESS.

4 2.15 VOTER REGISTRATION RECORDS AND DATA

213 2.15.1 Preservation-of-\Voter-Registration-Recerds: Notwithstanding the retention 6
timelines specified in section 1-2-227, C.R.S., THE COUNTY CLERK AND RECORDER 7 MAY DESTROY

paper voter registration records may-be-destroyed-as soon as they 8 have been digitally recorded in the
statewide voter registration database known as 9 “SCORE”. Such-records-shall-be-retained THE
STATEWIDE VOTER REGISTRATION SYSTEM MUST RETAIN DIGITAL IMAGES OF VOTER REGISTRATION

APPLICATIONS in 11 perpetuity H-digital-format-by-the-voterregistration-database-in accordance with 12
Title 1, C.R.S. and this rule.

13 [Current Rule 2.13 is amended and moved to new Rule 2.15.1. Amendments are shown above.]

14

determined. The fee must be paid prlor to the request being filled. UNDER 16 SECTION
24-21-104(3), C.R.S., THE SECRETARY OF STATE MUST CHARGE A FEE FOR 17 VOTER
INFORMATION REPORTS AND RELATED SERVICES. A REQUEST FOR ELECTIONS 18
DATA MUST BE SUBMITTED USING THE ELECTIONS DATA REQUEST FORM. THE 19
SECRETARY OF STATE WILL PROVIDE THE REQUESTED DATA AFTER PAYMENT OF THE
FEE AS OUTLINED IN THE FEE SCHEDULE ON THE SECRETARY’S WEBSITE.

21 [Current Rule 2.2 is amended and moved to new Rule 2.15.2. Amendments are shown above. 22 Portions of
current Rule 49.3.1 are included in Rule 12.15.2]

23 4932 2.15.3 The county clerk and recorder of each county may charge fees for county 24 voter information
reports and related services, such as the printing of labels

provided by the centralized statewide registration system. Hewever—BUT in 26 accordance
with federal requirements governing the use of federal funds, fees 27 shal-MUST not exceed county direct and
indirect costs for providing such reports 28 and services.

29 [Current Rule 49.3.2 is amended and moved to new Rule 2.15.3. Amendments are shown above.]
49.2 2.15.4 Custodianship of Voter Registration Information

31 4921 (A) The Secretary of State shall-be-I1S the official custodian of the 32 information contained in the
centralized statewide registration system and 33 the computerized statewide voter registration list created and
maintained 34 pursuantte-UNDER section 1-2-301, C.R.S.

4922 (B) The county clerk and recorder for each county shal-be-Is the 36 official custodian
of the voter registration information only for electors 37 within that county.



1 [Current Rule 49.2 is amended and moved to new Rule 2.15.4. Amendments are shown above.]

2491216 SCORE username and password administration

34911 2.16.1 The state user administrator shal-assigh-ASSIGNS county administrator 4 privileges to
the individual designated in each county by the county clerk and recorder. 49111 The county clerk
and recorder shalH-MUST submit the-A request 6 for county administrator privilege to the state user
administrator in writing. The 7 request shal-MUST specifically state the full name of the county
employee that is 8 being assigned as a county administrator.

4912 2.16.2 Each county may have 1S LIMITED TO ONE COUNTY administrator. privileges-assigned-to-ne-more-than-

one{(b-hdividual-exceptthatany-BUT A 11 county clerk and recorder may apply to the Secretary of State for an
additional 12 county administrator.

13 49121 (A) Sueh THE application shal-MUST be submitted by the county clerk 14 and recorder in writing to the
state user administrator and shal-MUST state

the name of the county employee for which county administrator privilege 16 is being
sought. The application shal-MUST also state the specific reasons 17 the county clerk and recorder is requesting the
additional administrator.

18 49-1.2.2 (B) The state user administrator shal-wiLL notify the county clerk and 19 recorder in writing whether the
request is approved within five (5)-
business days from+eceipt-of- AFTER RECEIVING the application.

21 49-1.3 2.16.3 The county administrator is responsible for security administration and 22 shal-MUST assign all
access privileges, as well as usernames and passwords for 23 county employees and temporary election workers.

24 49131 (A) For county employees, the county administrator shal-MUST assign
a unique username in accordance with the naming conventions provided 26 by the
Secretary of State.

27 49-13:2 (B) Passwords shal-MUST be assigned by the county administrator 28 upon initial authorization and shat
MUST be changed by users and 29 maintained confidentially.

49.1.4 2.16.4 If a county employee or temporary election worker is no longer employed 31 by the
county, the county administrator shal-MUST inactivate the username within 32 a reasonable timeframe, not to
exceed one {1)-business week.

33 [Current Rule 49.1 is amended and moved to new Rule 2.16. Amendments are shown above.]
34 Rule 3. Rules Concerning Qualified Political Organizations

meLude—beﬁ—shaLl—mt—be%mﬁed—te—A QUALIFIED POLITICAL ORGANIZATION, AS




1 DEFINED IN RULE 1.1.1, MUST FILE PROOF OF ORGANIZATION WITH THE SECRETARY OF 2 STATE. THE PROOF
MUST INCLUDE, BUT IS NOT LIMITED TO:

3 &-3.1.1By-laws-of the Coloradepolitical-organization-which-shall- THE ORGANIZATION’S 4

BYLAWS, WHICH MUST include the method for selecting officers, selecting-delegates to county,
state, and national conventions, and selecting-candidates 6 planning to petition onto the state’s

general election ballot; AND using-the-name-of7 the-Colorado-political-organization—

8 b-3.1.2 The names, addresses, and telephone numbers of the eleeted-9 ORGANIZATION’S Colorado
chairperson, vice chairperson, and secretary, together with the names, addresses, and telephone numbers of
all other members elected or 11 appointed to other offices or committees authorized by the by-laws-
BYLAWS.

12 3:3-3.2 A qualified political erganizations-shal-ORGANIZATION MUST meet AT LEAST once a year.

13 3:3:1-3.2.1 DURING the meeting in the odd-numbered year, THE ORGANIZATION MUST 14 ELECT shat-be-

heldfor-the-purpose-ofelecting-a chairperson, vice-chairperson, secretary, and other officers or committees
as-shall-be-provided-for-inthe by laws 16 onfile-with-the Secretary of State REQUIRED BY THE

ORGANIZATION’S BYLAWS.

17 (a) Fornew political-organizations—IF THE POLITICAL ORGANIZATION IS A NEW 18 ORGANIZATION, THE
ORGANIZATION MUST HOLD this meeting must-take-19 place—priorto-BEFORE placing a candidate on the ballot.

Fhereforethis—
meeting—may—oceur—IN THIS INSTANCE, THE ORGANIZATION MAY HOLD THIS 21
MEETING in an even-numbered year AND MAY SELECT CANDIDATES AS 22 DESCRIBED IN RULE 3.3.3.

23 3-3-2-3.2.2 The ORGANIZATION’S chairperson and the-secretary shal-MUST file WITH 24 THE
SECRETARY OF STATE a full and complete list, under oath, of the persons elected or appointed pursuant
to-Rule-3-2-UNDER THIS RULE 3.2, together with any 26 amendments to the by-taws-BYLAWS adopted
at the meeting.

27 3-3-3-3.2.3 DURING the meeting in the even-numbered year, THE ORGANIZATION MUST 28

SELECT shal-be-held-for the purpose-of selecting-candidates who wish-to-use-the-29 name-of the-
political-organization-en-petitionsfor-WILL ATTEMPT TO PETITION ON TO THE BALLOT FOR THE

next general election.

32 candidate—at-the samemeeting

3-4-3.3 TO REMAIN IN GOOD STANDING, a qualified political organization shal-MUST place a candidate ercandidates
on the general election ballot every two years. A WRITE-IN 36 CANDIDATE ALONE IS NOT SUFFICIENT TO MEET THIS
REQUIREMENT.

37 34-1-3.3.1 ORGANIZATION candidates wishing to represent a qualified political 38 erganization-en-the-general
election—baHot—shall-be—placed—in—nomination—by—1 nRominating—petition—pursuantto—MUST BE NOMINATED IN

ACCORDANCE WITH 2 section 1-4-802, C.R.S.



3 34--23.3.2 Each petition shal-MUST contain the name of one candidate and shal-have-4 attached-an affidavit
signed under oath by the chairperson and secretary of the 5 qualified political organization. The affidavit form

shal-MUST be approved by the 6 Secretary of State. and-will-include-the-date-ofthe-meetings+equired-n-Rule-3-3—

7 3-4-3-3.3.3 Fora-candidate-To qualify for the ballot, the-A candidate must have been 8 affiliated with the
qualified political organization for one year or, if the pehtical-9 organization has not previeush-been
qualified FOR ONE YEAR, the candidate must 10 have been registered as unaffiliated for one year.

15 3:5-3.4 A-pelitical-organization-shal-be-gqualified-as-seon-asH-THE SECRETARY OF STATE WILL 16 QUALIFY A

POLITICAL ORGANIZATION IF THE ORGANIZATION:

17 {a)-3.4.1 Files proof of organization with the Secretary of State;

18 (b)-3.4.2 Meets to-rame-AND NAMES a candidate to the general election ballot; and

19 {e) 3.4.3 Certifies a candidate to the general election ballot.

20 3:6-3.5 Once a-political-organization-becomes-a-qualified pohtical-organization, eligible electors 21 shall-be-able
te-MAY register-as-affiliated-AFFILIATE with the political organization.

28 3.6.3 At any time a declaration or change in affiliation is requested, the same 29 procedure—shal-be—tsed—for
declaringa-political-party-or political-organization-30 affiliation—

31 3. 64 In recording the information on the voter reglstratlon page, or affidavit, the 32 affiliation-with-apolitical

g 35 data-entry, the
Seere@ar—ye#S%a%%s—m&steHzeteﬁfegfs&aﬁe&hst—etc—smﬂdafd—l abbreVIatlons shall be used and will be furnished to
the county clerk and 2 recorders-by-the-Secretary-of State—



3 3-+-3.6 THE SECRETARY OF STATE WILL REVOKE THE QUALIFIED STATUS OF A political 4 erganizations
ORGANIZATION IF THE ORGANIZATION DOES NOT FULLY COMPLY WITH RULES

13 3:8-3.7 IF the Secretary of State REVOKES THE QUALIFIED STATUS OF A POLITICAL ORGANIZATION, 14
THE SECRETARY Wwill notify the-county clerk and recorders by June 1 of each odd-numbered year ofthe-loss-
of qualitied-status-of a-political-erganization—Upon receiving-16 notification-RECEIPT, the county clerk and
recorders shal-MUST mark en-every-affected-17 voterregistration record-RECORDS AS “unaffiliated”, WHERE
APPLICABLE.

18 3:9-3.8 EXCEPT FOR THE PRECINCT CAUCUS LIST FURNISHED TO MAJOR POLITICAL PARTIES, A 19 QUALIFIED
POLITICAL ORGANIZATION MAY OBTAIN print-outs, lists, AND tapes, ete—-of voter registration records shaH-be-
furnished-to-gualified-political-organizations-at the same rate 21 ercest-as charged-te-political parties. Fhe-only-
exceptionto-thisprovision-shall-be-the 22 list furnished to-the-majorpolitical parties priorto-the statutory-
precinct-caucus-day—

23 3-10-3.9 On-all-summaryreports-of-voterregistration-by-political-partythe-A VOTER 24 REGISTRATION

SUMMARY report shaH-Hst-theseregistered-with-MUST INCLUDE major political parties, minor political parties,
qualified political organizations, exas-AND 26 unaffiliated CATEGORIES.

27 3.11 Electors, whose voter registration record shows affiliation with a qualified political 28 erganization-and-whe
appear-to-vote at-a-primary-election—shall complete-a-Declaration-29 of Rarty Affiliationthuslosing-affiliationwith
the qualified political organization.

Rule 4. COORDINATED ELECTIONS
31 61 4.1 Participation in coordinated elections.

32 6-1-1 4.1.1 For elections where the electors do not need to be registered electors, 33 political
subdivisions may conduct their own elections and must coordinate with 34 the coordinated
election official any ballot issue notice required by Article X, Section 20 of the Colorado
Constitution.

36 6-1-2 4.1.2 The-affected A COORDINATING political subdivision shal-MUST enter into



1 AN intergovernmental agreements-AGREEMENT WITH THE COUNTY CLERK AND 2 RECORDER
which-THAT delineate-DELINEATES Which tasks shal-be-ARE the 3 responsibility of the designated
election official of the political subdivision and 4 which shaH-be-ARE the responsibility of the
coordinated-election-official COUNTY CLERK AND RECORDER.

6 62 4.2 Procedures for Coordinated Elections Involving Jurisdictions Shared by Multiple 7 Counties

8 621 4.2.1 For each jurisdiction that is shared by multiple counties, a controlling 9 county shal-MUST be
designated for the purpose of assigning and coordinating the ballot letter/number for the shared races, issues, and
questions in 11 coordinated elections.

12 622 4.2.2 The controlling county shall-be-Is the county where the administrative 13 office of the political
subdivision is maintained at the time that the controlling 14 county is designated.

(a) If the administrative office is not maintained within the boundaries of the 16 political
subdivision, the controlling county shal-MUST be the county where 17 the largest number of active registered
electors within the jurisdiction reside 18 at the time that the controlling county is designated.

19 (b) Once designated, the controlling county will not change unless approved by the Secretary of State upon request of
any of the affected counties.

21 8:2.3 Repealed—

22 6:2:4-4.2.3 The controlling county shal-MUST coordinate with each county that shares 23 the jurisdiction
to assign the ballot number/letter in accordance with Rule 6.5 no 24 later than the date of ballot
certification. All counties within the shared jurisdiction shal-MUST ensure that the shared races, issues, and
questions are 26 printed on the ballot as certified by the Secretary of State or designated election 27 official,
and in the order assigned by the controlling county

28 6:2.5-4.2.4 If any controlling county fails to fulfill its responsibilities in accordance 29 with this
Rule, any of the other counties in the shared jurisdiction may make a written request to the Secretary
of State to temporarily assume the duties of the 31 controlling county. The Secretary of State shal-
have theauthority-to-MAY act on 32 behalf of the controlling county or to temporarily designate
another county to 33 act as the controlling county r-order to IMPLEMENT assure-Hnplementation-of
34 this Rule.

6-3 4.3 Formofelectionfor November coordinated elections.

36 6:3-% 4.3.1 The county clerk and recorder is the election official for coordinated 37 elections which-are-held in
November of each year AND IS RESPONSIBLE FOR 38 MAILING THE ARTICLE X, SECTION 20 BALLOT ISSUE NOTICE.



8 231 4.3.2 Placing measures on the ballot for coordinated odd-year elections.

2111 (A) For A statewide electionRs-ELECTION, the Secretary of State MUST DETERMINE shaH-be+respensible-for-
determining-whether the-A proposed 11 initiative is eligible to appear on an odd-year election ballot and WHETHER
IT 12 concerns state matters arising under Section 20 of Article X of the State 13 Constitution.

14 2112 (B) For election-concerning-county-or-other political subdivision-ALL
OTHER ELECTIONS, H-the-election-is-held-as-a-coordinated-election-each-THE 16 political

subdivision CONDUCTING THE ELECTION MUST shall-determine 17 whether the proposed initiative or referred
measure is a local government 18 matter arising under Section 20 of Article X of the State Constitution.

19  [Current Rule 21.1 is amended and moved to new Rule 4.3.2. Amendments between the current and new rule
language are shown above.]

21 64 4.4 Form of coordinated elections held other than in November.

22 6:4-1 4.4.1 For all other elections where political subdivisions hold an election on the 23 same day, the
electors or boundaries overlap and ballot issues as defined in 24 Seetionr-SECTION 1-1-104 (2.3), C.R.S.,
appear on the ballot of overlapping jurisdictions, the governing bodies or the designated election officials of
sueh-26 THE overlapping jurisdictions must name a coordinated election official who is 27 responsible for
assuring that the Article X, Section 20 notice is given.

28 6:4-2 4.4.2 The political subdivisions may contract with the appropriate county clerk 29 and recorder to be the
coordinated election official.

6.5 4.5 Determination of ballot issues and texts.

31 654 4.5.1 Each political subdivision shaH-MUST prepare the list of candidates and the 32 ballot title and text for
ballot issues and ballot questions, as required by law.

33 (a) The coordinated election official shaH-MUST assure-that-PRINT the ballot title 34 is on each ballot as required by
law.

(b) Political subdivisions may only require the coordinated election official to 1 print the
entire text of a ballot issue or ballot question on the ballot if they—2 pay-THE POLITICAL
SUBDIVISION pays for any additional cost associated with 3 printing and if sufficient space is
on the voting equipment to print the entire 4 text given the other issues, questions, and
candidates on the ballot. The 5 coordinated election official shal-MusT tell the political
subdivision how 6 much space is available for text for each position on the ballot. If the 7
required ballot title and text is too long for the voting equipment, the 8 coordinated election
official may choose to conduct the election with a 9 different form of ballot.



10 (c) For counties where ballot election material must be printed in languages 11 other than English, the political
subdivisions are responsible for assuring 12 proper translation of all election materials related to that political 13
subdivision and must pay their pro-rata share of increased printing costs 14 unless otherwise provided by the
intergovernmental agreement.

15 (d) For counties where election material is not required to be printed in 16 languages other than English, the
political subdivisions are not required to 17 provide translation of all election materials nor pay a pro-rata share of
the 18 printing costs unless they so agree.

19 652 4.5.2 Each political subdivision shal-MUsT determine the order of the ballot 20 issues for their political
subdivision in accordance with the requirements of 21 Colorado Constitution Article X, Section 20 and Title 1.

22 (a) Referred measures shal-MUST be designated by a letter or by a number and a 23 letter; initiatives shall be
designated by a number.

24 (b) For each grouping of ballot issues and ballot questions by a political 25 subdivision, all referred measures
shall-MUsT precede all initiatives.

26 (c) For each grouping of ballot issues and ballot questions, the order shal-be-IS 27 as follows:
28 (1) Referred measures to increase taxes;

29 2-(11) Referred measures to retain excess revenues;

30 3—(111) Referred measures to increase debt;

31 4-(1v) Other referred measures;

32 5-(V) Initiatives to increase taxes;

33 6-(VI) Initiatives to retain excess revenues;

34 Z—(vn) Initiatives to increase debt; 1 8—(Vv111) Other citizen petitions.



2 (d) For statewide measures, initiatives shaH-MuUST be numbered in the order in 3 which the statements of
sufficiency are issued. The numbers one through 4 five shal-MUST be reserved for initiatives to increase taxes; the
numbers six 5 through ten shal-MUST be reserved for initiatives to retain excess revenues; 6 the numbers eleven
through fifteen shall-MUST be reserved for initiatives to 7 increase debt; all other citizen petitions shal-MUST be
numbered 8 consecutively beginning with sixteen.

9 (e) In accordance with section 1-5-407(5)(b), C.R.S., whether initiated or 10 referred, every proposed change to
the Colorado Constitution shal-MUST be 11 called an “amendment” and every proposed change to the Colorado
Revised 12 Statutes shal-MUST be called a “proposition”

13 (f) Ballot issues from the various political subdivisions shal-MUST be ordered 14 on the ballot as provided in
section 1-5-407(5), C.R.S:

15 2(1) Each category of referred and initiated state amendments and 16 propositions shal-MUST be numbered and
listed on the ballot in the 17 following series:

18

19 If a referred or initiated measure contains both a proposed 20 constitutional and statutory change, the measure
shal-MUST be 21 ordered on the ballot as a constitutional amendment.

22 2(1) Each category of Fonteffect Meaning initiated
local ballot issues and Sentence case Retained/modified current rule language questions
shall-23 MUsT be numbered in SMALL CAPS New language the
following series: Strikethrough Deletions
24

Font effect Meaning

Sentence case Retained/modified current rule language

SMALL CAPS New language

Strikethrough Deletions

[Italic blue font text] Annotations

A-Z State Referred Constitutional Amendments

01-99 State Initiated Constitutional Amendments

AA-ZZ State Referred Statutory Propositions

101-199 State Initiated Statutory Propositions




1 3—(m) Each category of local referred ballot issues and questions shal-2 MUST be designated by a letter or a
number and a letter in the 3 following series:

4 Font effect Meaning
Sentence case Retained/modified current rule language

5 4-(1v) Ballot questions and SMALL CAPS New !anguage issues are
numbered or lettered in the Strikethrough Deletions order in 6
which the measures are L'talic blue font text] Annotations certified to
the ballot by the designate A-Z State Referred Constitutional Amendments election 7
official after the protest period 01-99 State Initiated Constitutional Amendments has ended,
or if a protest was filed after AA-ZZ State Referred Statutory Propositions the protest
has been completed. 101-199 State Initiated Statutory Propositions

9 5~(V) For other than state issues, if a county has multiple cities ard/ or 10 multiple discrete school districts and
other political subdivisions, the 11 designated election official may either further subdivide the series and 12 assign
each political subdivision a specific series of numbers, or when 13 the ballot is certified the designated election
official may assign the final 14 numberstOR letters, making sure that all measures for each political 15 subdivision
are grouped together.

16 6—(Vv1) For other than state issues and questions, if the same ballot issue or 17 question will be on the ballot in
more than one county, the county clerks 18 sha-MUST confer with one another and shal-MUST give the same ballot
19 number or letter to the ballot issue or questions.

20 #—(v) Each ballot question or issue shal-MUST contain the name of the 21 political subdivision at the beginning
of the ballot questions or issue. If 22 the designated election official chooses, the name of the political 23
subdivision may appear before the grouping of questions, such as State 24 Ballot Questions, Arapahoe County
Ballot Questions, City of Aurora 25 Ballot Questions, etc

26 4.6 CANDIDATE AUDIO RECORDINGS

27 104 4.6.1 Candidates whose names are listed on a ballot A CANDIDATE FOR 28 STATEWIDE OFFICE, THE
GENERAL ASSEMBLY, CONGRESSIONAL OFFICE, REGENT, 29 OR DISTRICT ATTORNEY must provide an audio

recordlng ef—t-he—p#enunelanen-of 30 I-hel-l’—HIS OR HER name to the Secretary of State prior-to the election for offices
32 orforthe-officesof members




district office of state-concern—THE CANDIDATE MUST RECORD HIS OR HER NAME
EXACTLY AS IT APPEARS ON THE CANDIDATE ACCEPTANCE FORM, STATEMENT OF
INTENT, OR DECLARATION OF INTENT TO RUN FOR RETENTION IN A JUDICIAL
OFFICE, AS APPLICABLE, AND THE CANDIDATE MUST PROVIDE THE RECORDING TO
HE SECRETARY OF STATE NO LATER THAN THE DEADLINE TO FILE THE
CANDIDATE ACCEPTANCE FORM, STATEMENT OF INTENT, OR DECLARATION OF
7 INTENT TO RUN FOR RETENTION IN A JUDICIAL OFFICE, AS APPLICABLE.

oO4H4H AW DN B

8 [Rules 10.4.1 through 10.4.4 are repealed and consolidated into Rule 4.6.1]

10:5 4.6.2 A CANDIDATE FOR A county, municipal, school district, arg-or special district candidates whose names
are listed on a ballot for IN an election 11 coordinated by the county clerk and recorder must provide an audio
recording 12 efthe-pronunciation-of theiHIS OR HER name to the county clerk and recorder. 13 priorto-theelection-
for offices that are voted on by the electors of the county, 14 municipakity, school district, or special district. THE

CANDIDATE MUST RECORD HIS OR HER NAME EXACTLY AS IT APPEARS ON THE STATEMENT OF INTENT, AND 16
MUST PROVIDE THE RECORDING TO THE COUNTY CLERK AND RECORDER NO LATER 17 THAN THE DEADLINE TO FILE
THE STATEMENT OF INTENT.

18 [Rules 10.5.1 through 10.5.2 are repealed and consolidated into Rule 4.6.2]
19 4.7 CONGRESSIONAL TERM LIMITS DECLARATION

241 4.7.1 The Secretary of State shal-MUST make THE CONGRESSIONAL TERM LIMITS 21
DECLARATION available to every candidate for United States House of 22 Representatives or the United States
Senate, the-CengressionalTFerm-Limits-23 Declaration-provided in Article XVIII, Section 12a of the Colorado 24
Constitution. The Secretary of State will offer the Congressional Term Limits Declaration to every-such-THESE
canhdidate-CANDIDATES when the candidate files 26 his-er-herA candidate affidavit with the Secretary of State.
Any failure of the 27 Secretary of State to offer the Congressional Term Limits Declaration to a 28 candidate
shalwILL have no effect on sueh-THE candidate’s candidacy.

29 242 4.7.2 THE SECRETARY OF STATE MUST ACCEPT Part A of the Term Limits Declaration

shall-be-aceepted-by-the-Secretary-of State-if Part B of the Term Limits 31 Declaration has
not-been-WAS NOT duly executed and submitted. Art. XVII11, 32 sec. 12a (7)

33243 4.7.3 In the case of a candidate who has qualified as a candidate for a term that 34 would exceed the number
of terms set forth in Term Limits Declaration One,

the Secretary of State shall not place the words, "Signed declaration to limit 36 service to [3
terms] [2 terms]" after the candidate’s name, even if the candidate 37 has executed and submitted Parts A and B of
Term Limits Declaration One.

38 [Current Rule 24 is amended and moved to new Rule 4.7. Amendments are shown 39 above.]



1 4.8 BALLOT FORMAT AND PRINTING

2 10:1 4.8.1 The text-of-all-ballotissues-that are-subject to-Article X-Section-20-shall-3 be-printed-in-all-
capital-etters- The-namesof all-candidatesand-al-other ballot 4 issues-and-guestions-shall-be printed-in-
upperandlowercase—THE COUNTY CLERK AND RECORDER MUST PRINT THE CANDIDATE NAMES AND
THE TEXT OF 6 BALLOT ISSUES AND BALLOT QUESTIONS IN UPPER AND LOWER CASE, EXCEPT 7 THAT
THE CLERK AND RECORDER MUST PRINT THE TEXT OF BALLOT ISSUES 8 SUBJECT TO ARTICLE X,
SECTION 20 OF THE COLORADO CONSTITUTION IN ALL 9 UPPERCASE TEXT.

[this would be a great place to add a rule to require “NOT VOTING” to be a choice
given to voters for all contests. This would make undervote detection and review
possible and would reduce concern about post election marking or “improvement” of

ballot marks by others than the voter]
103 4.8.2 If there is no candidate en-the-baHet-for any—particular—AN office, the ballot 11 shaH—+ead
MUST STATE, “No candidate for this office.”

12 [Current Rules 10.1 and 10.3 are amended and moved to new Rules 4.8.1 and 4.8.2. 13 Amendments are shown
above.]

14 10-6 4.8.3 Printing primary election ballots.

10:6-1 (A) If a major political party, as defined in section 1-1-104(22.5), 16 C.R.S., nominates
more than one candidate for any office, the county clerk 17 and recorder must conduct the primary election for all
major political 18 parties.

196 (1) The county clerk must include on the ballot all offices to which candidates
may be nominated in the primary election.

21 {b)-(11) If there are no candidates for any particular office, the county clerk 22 must print on the ballot “There are
no candidates for this office”.

23 [Sections 1-4-101 and 1-4-104.5, C.R.S.; Election Rule 10.3]

24 1062 (B) If a minor political party, as defined in section 1-1-104(23), C.R.S,,
has-NOMINATES more than one candidate for any office, the county clerk 26 and
recorder may conduct the primary election for that party only.

27 {a) (1) The county clerk must include on the ballot only the offices for 28 which there is more than one candidate
designated.

29 {b)-(n) If there is only one minor party candidate designated for any office, the candidate will be certified to the
general election ballot.

31 [Sections 1-4-101, 1-4-104.5(3), and 1-4-1304, C.R.S.]
32 [Current Rule 10.6 is amended and moved to new Rule 4.8.3. Amendments are shown 33 above.]

10-8 4.8.4 Use of unique numbers on ballots.



1 10:8-1 (A) Except for ballots sent to military or overseas electors by electronic 2 transmission under Rule 16.2, re
A county may NOT print a ballot for use 3 in a state or federal election that has a unique number, or a barcode 4
containing a unique number, that is specific to a single ballot.

) (1) A county that uses rotating numbers must print at least ten ballots 6 of each
ballot style for each number.

7 {b)-(11) Nothing in this rule prohibits a county from printing a unique 8 number or barcode on the removable stub.

10.8:2 (B) After AN election judges-have-dissociated-JUDGE DISSOCIATES a voted ballot from its envelope and
REMOVES the stub, is+emeved; the 11 county may write or print unique numbers on the voted ballot for auditing 12
and accounting purposes, including duplication of damaged ballots and 13 risk limiting audits.

[this is as it should be, thanks.]
14 1083 (C) For ballots printed before the adoption of this rule that are in a

county’s possession, the county must redact unique numbers, or barcodes 16
containing unique numbers, before providing ballots in response to a 17 request for inspection under the Colorado
Open Records Act (Section 2418 72-205.5(4)(b)(1l), C.R.S.).

19 [Current Rule 10.8 is amended and moved to new Rule 4.8.4. Amendments are shown above. ]

21102485 al-22 [something missing
here?] consult, as soon as the error is discovered, with the Secretary of State and 23 folew-the-direction-of-the
Secretary-of State-on-the-appropriate-method-0f-24 eorrection—IF THE DESIGNATED ELECTION OFFICIAL DISCOVERS
ABALLOT DESIGN OR PRINTING ERROR,

HE OR SHE MUST IMMEDIATELY SEEK AND FOLLOW THE SECRETARY OF STATE’S 26 ADVICE
ON HOW TO CORRECT THE ERROR.

27 [Current Rule 10.2 is amended and moved to new Rule 4.8.5. Amendments are shown 28 above.]
29 6-6 4.9 Colorado Constitution Article X, Section 20 notice requirements.

6-6-2 4.9.1 The state and local governments, excluding enterprises, have sole 31 responsibility for
drafting and distribution of the notice required by Article X, 32 Section 20. Any-eraH-ofthe THESE responsibilities
may be delegated to the 33 coordinated election official in the intergovernmental agreement.

6-6:2 4.9.2 The notice shal-MUST be mailed to “All Registered Voters” at the mailing addresses of active registered
electors in the county, as indicated en-the-voting-36 record-IN SCORE.

37 (@) Nothing shaH-preclude-PRECLUDES the coordinated or designated election 1 official from
sending notice of various elections to persons who are not 2 eligible electors if the notice
sent is part of the coordinated notice and if the 3 sending arises from the official’s efforts to
mail the notice at “least cost”.



yeclude-PRECLUDES the coordinated or designated election official from sending notice to each household in the county or
political 6 subdivision whether or not registered electors reside at that household as 7 long as notice is sent which
assures-ENSURES that all active registered 8 electors are included on the mailing list.

reclude-PRECLUDES the coordinated or designated election official from sending notice to each registered elector in a
particular political 11 subdivision.

12 (&) (D) The coordinated or designated election official may include the 13 following statement with the ballot
issue notice: “This notice is mailed to 14 each address with one or more active, registered electors. You may not be
eligible to vote on all issues presented in this notice.”

16 [Current Rule 6.5.3(a) is amended and moved to new Rule 4.9.2(d). Amendments 17 are shown above.]

18 6:6-3 4.9.3 The coordinated election official must include information in the package 19 sent with the notice that
tells electors whether the election is a mail ballot election—a-OR polling place election-a-vote-center-election-ora-
combinationof 21 electionforms.

22 (a) H-the-election-is-a-poling-place—election-ora-vote—centerelection—the THE 23 notice of the location of the

polling-place-or-vote-centerVOTER SERVICE AND 24 POLLING CENTERS OR POLLING LOCATIONS may be included in
the

consolidated mailing.

in-27 the county at the same time as a
pollmg place electlon ora vote center 28 eb%%%&n%ee%h&lhneh&de#aunieﬁmamn—&emn—lé—z%—@%—

29 (b) The coordinated or designated election official may include the following
statement on the ballot issue notice: “The following is a summary of 31 comments filed
in favor of, or opposed to, the ballot issue.”

32 [Current Rule 6.5.3(b) is amended and moved to new Rule 4.9.3(b). Amendments 33 are shown above.]

6-6-4 4.9.4 If state statute allows the ballot issue notice and the ballot to be mailed at the same time, the ballot for
the mail ballot election may be included with the 36 notice.

37 6:6:5 4.9.5 The political subdivisions must provide all completed Article X, Section 1 20 notices in camera ready
format or as otherwise specified.



2 6-6-6 4.9.6 The coordinated election official shaH-1S not be-responsible for failure to 3 meet the Article X, Section
20 constraints if the POLITICAL SUBDIVISION FAILS 4 TO SUBMIT THE notice and summaries are not submitted by the
political subdivision-within the deadline and in the form required by the coordinated 6 election official.

7 (a) The summaries of comments for and against ballot issues shaH-MUST not 8 include language
of a generally recognized profane, indecent, immoral, 9 offensive, scandalous or libelous
character. No names of persons or private groups shall be included in any summary.

11 (b) For purposes of counting words and to verify the five hundred constitutional 12 limit for each “pro” and each
“con” summary, a hyphenated word, unless it 13 is divided by a continuation hyphen at the end of a line, counts as
two or 14 more words. A number counts as one word, regardless of dollar signs,

commas or periods within the number.

16 67 4.9.7 Whritten-NO PERSON MAY WITHDRAW WRITTEN comments concerning ballot 17 issues submitted to the

designated election official forthe-political- subdivision-18 shall-not-be-withdrawn-after the-end-of the business-day
en-the last Friday 19 immediately preceding the forty-fifth day before the election.

[Current Rules 6, 10, and 21 are amended and moved to new Rule 4. Amendments are 21 shown
above.]

22 Rule 5. Rules-Coencerning-Nen-Partisan-NONPARTISAN Elections not Coordinated by the 23 County Clerk
24 12.3-1 5.1 Call-and-netice: ELECTION NOTICE

&) 5.1.1 THE DESIGNATED ELECTION OFFICIAL MUST SEND Netice-NOTICE of the 26 election isto-be
sent to the clerk and recorder of the county in which the election 27 iste-wiLL be held. The notice iste-MUST
include the date by which the list of 28 registered electors +ste-MUST be submitted to the political subdivision.

29 {b)-5.1.2 For multi-county political subdivisions, the notice sent to each clerk and
recorder shal-MuUST also include the names of all other counties in which the 31 election will
be held.

32 [Current Rule 12.3.1 is amended and moved to new Rule 5.1. Amendments are shown 33 above.]
34 5.2 MAIL BALLOT ELECTIONS

5.2.1 IF APOLITICAL SUBDIVISION COORDINATES WITH THE COUNTY CLERK AND 36 RECORDER, THE
DESIGNATED ELECTION OFFICIAL IS NOT REQUIRED TO SUBMIT A 1 SEPARATE MAIL BALLOT PLAN FOR THE
ELECTION.



2 [Portions of current Rule 12.1.2 are included in new Rule 5.2.1.]

3 12:4:1.5.2.2 Coerdinated-and-nonpartisan-elections—{a)- Written-plan—The IF A LOCAL 4 GOVERNING

BOARD DETERMINES AN ELECTION WILL BE CONDUCTED BY MAIL BALLOT, THE designated election official
must submit a mail ballot plan to the Secretary of State 6 no Iater than 55 days before any—nenpartrsan—THE

electionand-90-days-beforeany-7 ele
recorder. The 8 designated election official must use the approved mall ballot plan template t-hat—9

includes-the following—

(A) THE DESIGNATED ELECTION OFFICIAL MUST INCLUDE AN ACTUAL SAMPLE OF 11 THE
SECRECY SLEEVE OR SECRECY ENVELOPE THAT THE DESIGNATED 12 ELECTION OFFICIAL PLANS TO USE IN THE
ELECTION.

13 (B) A HOME RULE MUNICIPALITY MUST CHECK THE APPROPRIATE BOX ON THE 14 PLAN INDICATING WHETHER

THERE ARE LOCALLY ADOPTED ELECTION

PROCEDURES DIFFERENT FROM THOSE SET FORTH IN TITLE 1, C.R.S. THE 16
SECRETARY OF STATE WILL NOT REVIEW THE MAIL BALLOT PLAN OF ANY 17 HOME RULE MUNICIPALITY THAT
FAILS TO INCLUDE THIS INFORMATION.

18 [Current Rule 12.4.1(a) is amended and moved to new Rule 5.2.2. Amendments between 19 the current and new
rule language are shown above.]

5.2.3 BALLOTS AND BALLOT PACKETS

21 (A) IN ANY ELECTION WHERE A MULTIPLE PAGE PRINTED BALLOT IS USED, A 22 VOTER MUST [delete VOTE

AND] RETURN ALL PAGES OF THE BALLOT AT THE SAME 23 TIME. ANY VOTER WHO HAS RETURNED AT LEAST ONE
PAGE OF A MULTIPLE 24 PAGE PRINTED BALLOT WILL BE CONSIDERED TO HAVE VOTED.

[this presents issues with a mail ballot election - second pages of one ballot can be
returned in the envelope of a different voter. This rule will require identification of
the ballot pages enclosed in the envelope to be sure that one of the pages is not the
second page of a different voter’s ballot. | do support this check of the stubs, as it
also prevents voters from voting in the wrong primary or using a ballot style that is
not the correct one. Obviously we cant require the voter to vote all pages at the
same time. We could require them to cast all the pages at the same time if we knew
what casting meant.]

12.5.2-(B) For non-partisan elections where multiple ballots will be included 26 in the same
packet or will be sent in separate packets, the ballots and 27 return envelopes shal-MUST include distinctive
markings or colors to 28 identify political subdivisions when the colors or distinctive markings will 29 aid in the
distribution and tabulation of the ballots.

12.5:3 (C) The designated election official for each political subdivision for 31
whom one or more county clerk and recorders are conducting the election 32 shal-assure-that-MUST
PROVIDE a complete list of eligible electors in their 33 political subdivision is-sent to each appropriate
county clerk and recorder, 34 unless otherwise provided in the intergovernmental agreement. The
political subdivision shal-MUST list each elector only once to assure-36 ENSURE that each elector
receives one and only one ballot unless otherwise 37 authorized.



1 [Current Rules 12.5.2 and 12.5.3 are amended and moved to new Rule 5.2.3. 2 Amendments between the current
and new rule language are shown above.]

3 131 (D) All election materials prepared by the designated election official, 4 including the Article X, Section 20
notice, may be included in the mail-in 5 ballot packet.

6 [Current Rule 13.1 is moved to new Rule 5.2.3.]
12.7-5.2.4 Receipt of Ballots

7 127-1-(A) One-or—more-THE DESIGNATED ELECTION OFFICIAL MUST APPOINT 8 SUFFICIENT ELECTION judges
OF MULTIPLE PARTY AFFILIATIONS shall-be-appeinted for the site to which ballots 9 are to be mailed
to receive the ENVELOPES [delete ballots] as mailed.

10 42+#2-(B) Each day when [delete ballots ]IBALLOT ENVELOPES come in, [delete a] TWO judgeS
OF OPPOSING PARTY AFFILIATION shal-musT count the 11 [delete ballots, JENVELOPES, batch
them and record the number of [delete ballots, JENVELOPES received.

12 12.73-(C) FhebaHotsshall-be-date-stamped-whenreceived: AN ELECTION 13 JUDGE MUST DATE-STAMP THE
[delete ballots, JENVELOPES urON RECEIPT. If any [delete ballot, JENVELOPE is 14 received after the

time set for the closing of the elections, the [delete ballot, JENVELOPE shal-15 MusT be date-stamped but
the-baleot-shal—ANY BALLOT CONTAINED WITHIN SHALL not be-counted.

16 12+4-(D) Records—shal-also—bekept-of ELECTION JUDGES MUST RECORD the 17 number of ballot packets
returned as undeliverable DAILY.

18 12.7.5-(E) Balotpackets-shal-thenbe-placed THE DESIGNATED ELECTION 19 OFFICIAL MUST SEAL AND STORE
ENVELOPES AND BALLOTS in a safe, secure place until the 20 counting of the ballots.

21 [Current Rule 12.7 is amended and moved to new Rule 5.2.4. Amendments between the 22 current and new rule
language are shown above.]

23 5.2.4 RECALL ELECTIONS. THE DESIGNATED ELECTION OFFICIAL MUST SUBMIT A WRITTEN 24 PLAN TO THE
SECRETARY OF STATE WITHIN FIVE DAYS AFTER THE DESIGNATED 25 ELECTION OFFICIAL SETS THE DATE OF THE
ELECTION. THE SECRETARY OF STATE 26 WILL APPROVE OR DISAPPROVE THE PLAN WITHIN FIVE DAYS FROM THE
DATE IT IS 27 RECEIVED. [SECTION 1-12-111.5, C.R.S.]

28 [Portions of current Rule 12.4(b) are included in new Rule 5.2.4]

29 5:1-5.3 For-elections-conducted-on-days-IF A DESIGNATED ELECTION OFFICIAL CONDUCTS AN 30 ELECTION ON A
DAY other than described in section 1-7-116(1), C.R.S., nething-shall-31 [delete preclude the designated election

official from mailing] THE DESIGNATED ELECTION 32 OFFICIAL MAY MAIL the notice required by Article X, Section
20 of the Colorado 33 Constitution to persens-PEOPLE Who are not eligible electors if sueh-THE mailing is done 34 at
the “least cost” possible.

[this is another place where gray area will cause non eligible electors to be treated
differently because of the “may”]



1 5:2.5.4 If there-are-no-appropriate-polingplace-locations-THE DESIGNATED ELECTION OFFICIAL 2 FOR
THE POLITICAL SUBDIVISION IS UNABLE TO ESTABLISH A VOTER SERVICE AND POLLING 3 CENTER within

the political subdivision, eenducting-the-electiona-pollingplace-may-be-4 designated-THE DESIGNATED
ELECTION OFFICIAL MAY DESIGNATE A VOTER SERVICE AND POLLING CENTER outside of the political

subdivision #-a-IF THE location that-is convenient 6 for the eligible-electors. efsuch-pohtical-subdivision—

[some kind of definition of “convenient” would be convenient here -a mileage limit
for example"]

submlttlng the ballot issue or ballot questlon followed by a number in the case of ]mﬂaﬁves—epby-a-bner—
inthe-caseof referred-measures—FOR BALLOT ISSUES AND BALLOT 11 QUESTIONS IN AN ELECTION NOT
COORDINATED WITH THE COUNTY CLERK AND RECORDER, 12 THE DESIGNATED ELECTION OFFICIAL
MUST USE THE TITLE AND LETTERING STYLE FOR 13 STATEWIDE BALLOT ISSUES AND BALLOT
QUESTIONS SPECIFIED IN SECTION 1-5-407 (5.3) 14 AND (5.4), C.R.S.

5:4-5.6 Elections authorized under—BY Part 1, Article 45 of Title 37, C.R.S., fMaterConservaney-16 Act);
shall-MUST be conducted in accordance with Articles 1 through 13 of Title 1, 17 C.R.S., where applicable, unless
otherwise ordered by the district court having 18 jurisdiction over the water conservancy district, pursuant to section
37-45-103 (3), C.R.S. 19 (“Court™).

5:4.1-5.6.1 The form and verification of any petition requesting an election conducted 21 by a
water conservancy district pursuant to sections 37-45-114 (2) and 37-4522 136(3.5), C.R.S., (“Petition”), shat-
MUST conform with theregquirements-of23 sections 1-40-113 and 1-40-116, C.R.S., and-the-sections-cited-
therein; and Rule 24 ;7—15 9f—these+t+|es except that PETITIONERS NEED NOT SEEK PETITION FORMAT
0-26 be-provided-by-the
Secretary of State. %he—peh%ren—shal—l—be#led—wﬁh—the—@euﬁ—ﬂ and—thu*eniaeatien—pmeess—sh&”—b&éweeted—by—

ea- PETITIONERS
MUST FILE THE PETITION WITH THE COURT AND 31 WATER CONSERVANCY DISTRICT MUST VERIFY THE
SIGNATURES ON THE PETITION.

32 5:4-2-5.6.2 The procedures for issuing the statement of sufficiency or insufficiency of 33 the
petition shal-MUST conform te-therequirements-of-WITH section 1-40-117, 34 C.R.S., and Rule 18-
15 eftheserules; except that sueh-THE statement shal-MUST be issued by the water conservancy
district named in the petition, unless 36 otherwise ordered by the Court.

37 5:4:3-5.6.4 The procedures for cure of a petition deemed insufficient shalh-MuUsT 38 conform te-
therequirements-of-WITH section 1-40-117, C.R.S., and Rule 19-15 39 efthese-rules; except any
addendum to the petition shal-MUST be filed with both the Court and the water conservancy district
named in the petition, unless 41 otherwise ordered by the Court.



1 5:4.4-5.6.5 The procedures for protesting the determination that a petition is 2 insufficient sha-MUST conform te
the—reguirements—of-WITH section 1-40-118, 3 C.R.S., and Rule 20-15 hereof, unless otherwise ordered by the
Court.

5:4.5-5.6.5 THE DESIGNATED ELECTION OFFICIAL MUST CONDUCT any election purstant-to-UNDER section
37-45-114(2), C.R.S., shal-be-conducted-no-mere-than-one-6 hundred-(100)-days-nerless-than-sixty(60)-AFTER THE
SIXTIETH BUT BEFORE THE 7 ONE HUNDREDTH DAY AFTER days-frem-the date of the Court order, regardless of 8 the
actual expiration date of the term of the office, unless the Court order 9 establishes an alternate date or the water
conservancy district has notified the Court that sueh-THE election is to be conducted as a coordinated election 11
pursuantto-MUST BE COORDINATED AND CONDUCTED IN ACCORDANCE WITH 12 section 1-7-116, C.R.S.

13 5:4:6-5.6.6 The form and procedures for filing candidate nomination forms and call 14 for

CANDIDATE nominations ef-persons-desiringto-be-a-candidate-for the office to be voted upon at the
Court-ordered election described in Rule 5.4.5, shal-be-16 in-conformance-with-the-form-and-

procedures+equired-for-special-districts-MUST 17 BE CONDUCTED under Article 1, Title 32, C.R.S.,

unless otherwise ordered by 18 the Court.
19 5:5-5.6 Non-Partisan Elections: Polling Place Procedures.

5:5:1-5.6.1 For polling place elections beinrg-conducted in accordance with Article 1, 21 Title 32,
C.R.S., upon execution of the self-affirming oath or affirmation 22 pursuant-te-UNDER section 32-1-806(2), C.R.S.,
the-A eligible elector desiringto-23 vete-shall-MUST show his—-er—heridentification as defined in section 1-124

104(19.5), CR.S., to-one-of the electionjudges—Sea-section 1 7 110(1 CR.S—

OFFICIAL MUST 31 ENSURE THAT EACH POLLING PLACE HAS AN ADEQUATE NUMBER OF PROVISIONAL 32 BALLOT
ENVELOPE:s.

[provisional ballots should be identical to other voter marked ballots so that they
cannot be identified later by their style or storage location once added to the
election- therefore the provisional specific document should be the envelope and the
change to 5 5.6 below is consustent with thus, thanks |

ath-34 on-the outsideofthe

the provisional electors name in the poII book and the word 37 —p#emtenal—shaﬂ-be—m&ﬂ@d—en—theb&”@t—

38 5:5:4-5.6.3 Merification-of tnformationn-Provisional-Ballot-Affidavit—The designated 39 election official shall
o the inf . rodintl cional ball



A WD

rejected—See-MUST FOLLOW THE PROVISIONAL BALLOT PROCEDURES CONTAINED
IN ARTICLES 1 THROUGH 13 OF TITLE 1 sections1 8.5-105anhd 1 85106, C.R.S.,
7 and Rule 26.

11 5.5.9 Canvassing Board’s Count of Provisional Ballots. If, after the expiration of 12 twelve-daysfollowing-an-
eleeﬂen—the—eleeﬂem-udges—e&met—eemplete—the—l3 eeant—ef—the—p;ewm%baﬂe%s—eas&#&e—e&waswg—beﬁd—
appotntedpursuantto-14 Secti

26 5.7 THE COUNTY CLERK AND RECORDER FOR A COUNTY THAT CONTAINS ANY PORTION OF A 27 POLITICAL
SUBDIVISION WITHIN ITS BORDERS MUST PROVIDE ELECTION DAY REGISTRATION 28 FOR THE POLITICAL
SUBDIVISION.

5.7.1 THE COUNTY CLERK AND RECORDER MUST PROVIDE VOTER REGISTRATION THROUGH THE 22-DAY ELECTION
PERIOD DURING NORMAL BUSINESS HOURS, 31 MONDAY THROUGH FRIDAY, AND 7:00 AM TO 7:00 PM ON
ELECTION DAY.

32 5.7.2 THE COUNTY CLERK AND RECORDER MUST PROV IDE DAILY REGISTRATION UPDATES 33 22
DAYS THROUGH THE DAY BEFORE ELECTION DAY, TO THE DESIGNATED ELECTION 34 OFFICIAL BY
SECURE TRANSMISSION AS OUTLINED IN RULE 43 AND PROVIDE A CERTIFICATE OF REGISTRATION TO
THE APPLICANT ON ELECTION DAY

36 5.7.3 ON ELECTION DAY, THE COUNTY CLERK AND RECORDER MUST PROVIDE A 37 CERTIFICATE OF
REGISTRATION TO ANY ELECTOR WHO REGISTERS TO VOTE OR 38 UPDATES HIS OR HER REGISTRATION.



1 Rule 6. Rules-Conecerning-Election Judges

2 28:1-6.1 For purposes of training election judges, an “election cycle” shal-mean-3 MEANS all elections held
during a calendar year beginning with-January 1 and ending 4 December 31.

28:2-6.2 In lieu of the oath for other election judges prescribed in section 1-6-114, 6 C.R.S., each person
appointed to serve as a student election judge shal-MUST take a self7 affirming oath or affirmation before begirning
thel—duties-SERVING as a student election 8 judge, in substantially the following form:

9l do solemnly swear (or affirm) that | am a citizen of the United

States and state of Colorado; that | am at least 16 years of age and a High School Junior 11 or
Senior; that | will perform the duties of an election judge according to law and to the 12 best of my ability; that |
will studiously strive to prevent fraud, deceit, and abuse in 13 conducting the same; that I will not try to determine
how any elector voted, nor will 1 14 disclose how any elector voted if in the discharge of my duties as a student
election judge

such knowledge shall come to me, unless called upon to disclose the same before some 16 court of
justice; that I have never been convicted of election fraud, any other election 17 offense, or fraud and that, if any
ballots are counted before the polls close on the date of 18 the election, | will not disclose the result of the votes
until after the polls have closed and 19 the results are formally announced by the designated election official.”

6.3 A SUPERVISOR JUDGE IN A VOTER SERVICE AND POLLING CENTER MUST:

21 A. SUCCESSFULLY PASS THE CRIMINAL BACKGROUND CHECK DESCRIBED IN RULE 28.5. 22 ANY PERSON WHO
HAS BEEN CONVICTED OF AN ELECTION OFFENSE OR FRAUD IS 23 PROHIBITED FROM HANDLING VOTER
REGISTRATION APPLICATIONS OR CONDUCTING 24 VOTER REGISTRATION AND LIST MAINTENANCE ACTIVITIES.

b. SUCCESSFULLY COMPLETE A TRAINING COURSE PROVIDED BY THE SECRETARY OF 26 STATE.

27 6.4 THE COUNTY CLERK AND RECORDER MUST ARRANGE FOR A CRIMINAL BACKGROUND CHECK 28
ON A SUPERVISOR JUDGE AND ANY A PERSON REGISTERING VOTERS IN A VOTER SERVICE 29 AND
POLLING CENTER. THE CRIMINAL BACKGROUND CHECK MUST BE CONDUCTED BY THE COLORADO
BUREAU OF INVESTIGATION IN THE DEPARTMENT OF PUBLIC SAFETY OR BY 31 THE COUNTY
SHERIFF’S DEPARTMENT FOR THE COUNTY IN WHICH THE COUNTY CLERK AND 32 RECORDER’S OFFICE
IS LOCATED.

33 [Current Rule 28 is amended and moved to new Rule 6. Amendments are shown above.]
34 RULE 7. ELECTIONS CONDUCTED BY THE COUNTY CLERK AND RECORDER
7.1 MAIL BALLOT PLANS

36 &) 7.1.1\Written-plan—Fhe-FOR EVERY ELECTION CONDUCTED BY THE county clerk and 37 recorder, THE CLERK
must submit a mail ballot plan to the Secretary of State BY 1 EMAIL no later than 90 days before the election. Fhe




3 (A) FOR RECALL ELECTIONS, THE COUNTY CLERK MUST SUBMIT A MAIL BALLOT 4 PLAN TO
THE SECRETARY OF STATE BY EMAIL WITHIN FIVE DAYS AFTER THE APPROPRIATE OFFICIAL SETS
THE ELECTION. WITHIN FIVE DAYS AFTER 6 RECEIVING THE RECALL ELECTION PLAN, THE
SECRETARY OF STATE WILL 7 APPROVE OR DISAPPROVE.

[this appears to be duplicate text of an earlier provision]
8 (B) THE COUNTY CLERK MUST SUBMIT WITH THE MAIL BALLOT PLAN THE 9 SECRECY SLEEVE OR ENVELOPE THAT
THE CLERK INTENDS TO USE IN THE ELECTION.

11 [Current Rule 12.4.2(a) is amended and moved to new Rule 7.1. Amendments are shown 12 above.]
13 3243 7.1.2 Approval of mail ballot plans and submission of amendments

14 (a) If the Secretary of State requests modifications to a plan prior to approval,

the designated-election-official-shal-COUNTY CLERK AND RECORDER MUST 16 submit

the modified plan within ten days from the request. The secretary of 17 state will approve or disapprove the
modified plan within 15 days from the 18 date it is received.

19 (b) A designated-election-official-shal-COUNTY CLERK AND RECORDER may

amend a timely submitted mail ballot plan by submitting a written statement 21
outlining the amendment{s)}-to-theplan-AMENDMENT. The amendment must 22 state the specific section of the plan
amended and the reasen{s)}-REASON for 23 the amendment. The secretary of state will approve or disapprove the 24
amendment within 15 days from the date it is received. If the amendment is

received within 30 days before the election, the Secretary of State will 26 approve or
disapprove the amendment within two business days.

27 [Current Rule 12.4.3 is amended and moved to new Rule 7.1.2. Amendments are shown 28 above.]

29 1233 7.1.3 For-elections-coordinated-by-the THE county clerk and recorder-MuUsT
SUBMIT a security plan shal-be-submitted-in-accordance-with-UNDER Rule 43 in 31 addition to
the mail ballot plan submitted in accordance with this Rule.

32 [Current Rule 12.3.3 is amended and moved to new Rule 7.1.3. Amendments are shown 33 above.]
34 125 7.2 Balots BALLOTS AND BALLOT PACKETS

12.5:1 7.2.1 In any election where a multiple page printed ballot is used, a voter must 36 [delete

vote and] return all pages of the ballot at the same time. Any voter who has 37 returned at least one page of a
multiple page printed ballot will be considered to 1 have voted.

[this is also duplicate language and requires the same edits above.]



2 [Current Rule 12.5.1 is amended and moved to new Rule 7.2.1]

312.5:5 7.2.2 In accordance with section 1-7-116(1), C.R.S., for all Coordinated 4 elections, the
outgoing envelope as well as the instructions or other notice shal-MUST include a notice advising
electors that they may receive a ballot from 6 another political subdivision conducting a mail ballot
election.

7 1256 7.2.3 If the ballot is returned to the election official as undeliverable, the official-8 shal-rot-be-COUNTY
CLERK AND RECORDER IS NOT required to re-mail the ballot 9 packet.

[Current Rules 12.5.5 and 12.5.6 are amended and moved to new Rules 7.2.2 and 7.2.3]

11 7.2.4 IN ACCORDANCE WITH SECTION 1-7.5-107(3), C.R.S., THE COUNTY CLERK AND 12 RECORDER MUST MAIL
BALLOTS NO LATER THAN 18 DAYS BEFORE THE ELECTION.

[“the election” has become a meaningless phrase, as has “election day”. “BEFORE

THE FIRST DEADLINE FOR BALLOT RETURN” would be correct and meaningful.]
13 (A) THE COUNTY CLERK MUST PROCESS ALL NEW REGISTRATION APPLICATIONS 14 AND UPDATES RECEIVED BY
THE 22-DAY DEADLINE TO MAIL APPLICANTS A

BALLOT PACKETIN ACCORDANCE WITH SECTION 1-7.5-107(3), C.R.S.

16 (B) THE COUNTY CLERK MUST PROCESS NEW ONLINE AND IN-PERSON 17 REGISTRATION APPLICATIONS AND
MAIL REGISTRATION UPDATES RECEIVED 18 BY THE EIGHTH DAY BEFORE THE [FIRST DEADLINE FOR

BALLTE RETURN [delete ELECTION JAND MAIL A BALLOT PACKETWITHIN 24 19 HOURS AFTER THE
APPLICATION IS SUBMITTED.

(C) IN COORDINATED ELECTIONS, THE COUNTY CLERK MUST MAIL BALLOTS TO 21 ALL
ACTIVE ELIGIBLE ELECTORS OF EACH POLITICAL SUBDIVISION. FOR 22 SPECIAL DISTRICT ELECTIONS, THE
DESIGNATED ELECTION OFFICIAL OF EACH 23 DISTRICT MUST CERTIFY TO THE COUNTY CLERK THE LIST OF
ELECTORS 24 ELIGIBLE TO VOTE UNDER SECTION 32-1-806, C.R.S.

107 7.2.5 Voiding ballots due to timely changes in address or affiliation.

26 1041 (A) If an elector submitsa-timely CHANGES HIS OR HER address or 27 affiliation ehange-after the county
mails ballots or sends the voter file to the 28 vendor, the county must void the first ballot and generate a second
ballot.

29 (8} (1) If the county processes the change to the elector’s record after it

sends the voter file to the vendor but before the vendor prints ballots, 31 the
county must provide the vendor a voided ballot file to prevent the 32 vendor from printing and preparing voided
ballots for mailing.

33 {b)-(n) If the county processes the change to the elector’s record after the 34 vendor has printed ballots but before
the vendor mails ballots, the

county must work with the vendor to make every reasonable effort to 36 remove
voided ballots before they enter the mail stream.



1 2073 (B) If the county mails its own ballots, the county clerk must remove 2 all voided ballots before mailing.

3 1074 (c) If the county processes the change to the elector’s record after it 4 mails ballots, the
county must count the first ballot returned by the elector IN ACCORDANCE WITH SECTION
1-7.5-107(6), C.R.S., except as follows:

6 (&) (1) $n-the-case-ofan-affiliation-change-IF THE ELECTOR CHANGED HIS OR 7 HER AFFILIATION, the county must

count the ballot issued for the 8 ELECTOR’S new party affiliation.

9 {byInthecase of an-addresschange thatresults ina-change-of precinct—
the-county-must-count-the ballotissued-for the-elector’s-new-address—

11 [Current Rule 10.7 is amended and moved to new Rule 7.2.5. Amendments are shown 12 above.]

13 7.3 ABSENTEE VOTING

14 7.3.1 AN ELECTOR MAY REQUEST THAT THE COUNTY CLERK MAIL HIS OR HER
BALLOT TO AN ADDRESS OTHER THAN THE ELECTOR’S ADDRESS OF RECORD BY
16 SUBMITTING AN APPLICATION IN ACCORDANCE WITH SECTION 1-7.5-116,
C.R.S.

17 7.3.2 THE COUNTY CLERK MUST MAIL THE BALLOT TO THE ADDRESS PROVIDED UNTIL 18 THE ELECTOR
INDICATES OTHERWISE. ELECTOR INDICATES OTHERWISE.

19 7.4 EMERGENCY BALLOT TRANSMISSION

421 7.4.1 The county clerk and recorder may deliver a ballot to an elector’s 21
authorized representative or to the elector by electronic transmission IN THE 22 CASE OF an
administrative or medical emergency UNDER SECTION 1-7.5-115, 23 C.R.S. If THE COUNTY CLERK
DELIVERS a maH-n ballot is-delivered to an elector 24 by faesimile-ELECTRONIC transmission, the
elector may return the ballot by faestmie-ELECTRONIC transmission.

26 [Portions of current Rules 42.1 and 42.3 are included in new Rule 7.4.2.]

27 424 7.4.2 Matn-ballets BALLOTS sent by facsimHe-ELECTRONIC transmission shal-28 MUST include all races,

ballot issues, and questions ea-FOR which the elector 29 may-IS ELIGIBLE TO Vote—Ceunties-are-encouraged-to-work
ith thei I

develop—a—THE ballot that—is—elearhr—MUST BE legible to—the—elector—to—increase—the—-31
readability-of the-baletand-to avoid possible misinterpretations of the elector’s 32 intended choice because of poor
transmission of the document.

33 [Current Rule 42.4 is amended and moved to new Rule 7.4.3. Amendments are shown 34 above.]

7.4.3 THE BALLOT PACKET SENT BY ELECTRONIC TRANSMISSION MUST BE IN TEXT



1 FORMAT ON 8 %4” X 11” WHITE PAPER AND MUST INCLUDE: 2 (A) AN ELECTRONIC TRANSMISSION COVERSHEET
TO PROTECT VOTER PRIVACY; 3 (B) THE BLANK BALLOT; 4 (C) THE ELECTRONIC TRANSMISSION BALLOT
INSTRUCTIONS; AND

(D) THE SELF-AFFIRMATION REQUIRED BY SECTION 1-7.5-107(3)(B.5), C.R.S.

6 7.4.4 THE ELECTRONIC TRANSMISSION MUST INCLUDE: 7 (A) THE COUNTY CLERK AND RECORDER’S CONTACT
INFORMATION INCLUDING 8 MAILING ADDRESS, EMAIL ADDRESS, PHONE, AND FAX NUMBER; 9 (B) A NOTICE THAT
THE BALLOT MAY NOT BE DUPLICATED FOR ANY OTHER ELECTOR; 11 (C) INSTRUCTIONS FOR COMPLETING AND
RETURNING THE BALLOT; 12 (D) A NOTICE REGARDING THE BALLOT RETURN DEADLINE; 13 (E) INFORMATION
REGARDING HOW THE ELECTOR MAY VERIFY THAT HIS OR 14 HER BALLOT HAS BEEN RECEIVED BY THE COUNTY
CLERK AND RECORDER; AND

16 (F) ANY OTHER INFORMATION DEEMED NECESSARY BY THE SECRETARY OF 17 STATE OR THE COUNTY CLERK
AND RECORDER.

18 7.4.5 ANY BALLOT TRANSMITTED TO AN ELECTOR BY ELECTRONIC TRANSMISSION MUST 19 CONTAIN A UNIQUE
IDENTIFICATION NUMBER FOR TRACKING AND AUDITING PURPOSES.

21 7.4.6 THE COUNTY CLERK AND RECORDER MUST MAINTAIN A LOG OF EACH BALLOT SENT 22 BY ELECTRONIC
TRANSMISSION. THE COUNTY CLERK MUST RETAIN THE LOG AS 23 PART OF THE OFFICIAL ELECTION RECORD
ALONG WITH ANY OTHER ELECTRONIC 24 TRANSMISSION RECORDS. THE LOG MUST INCLUDE:

(A) THE NAME OF THE VOTER; 26 (B) THE FAX NUMBER OR EMAIL ADDRESS TO WHICH THE
BALLOT WAS 27 TRANSMITTED (AS APPLICABLE); 28 (C) THE UNIQUE IDENTIFICATION NUMBER OF THE BALLOT; 29

(D) THE DATE THE BALLOT PACKET WAS TRANSMITTED; AND

(E) THE INITIALS OF THE EMPLOYEE TRANSMITTING THE BALLOT.



1 [Portions of current Rule 42.7.2 are included in new Rule 7.4.7.]

2 42.8 7.4.7 The designated election official shall fax the blank ballot with the 3 instructions-to-thefax-

number-provided-by-the-elector: If THE COUNTY CLERK 4 TRANSMITS A BALLOT PACKET TO AN

ELECTOR BY FAX AND the transmission is unsuccessful, the designated-election-official-shal-COUNTY
CLERK MUST attempt 6 to fax THE BALLOT at least two more times and-make-reasenable-effort—+-

possible-7 to-ensure the transmission-was-successful.
8 [Current Rule 42.8 is amended and moved to new Rule 7.4.8. Amendments are shown 9 above.]

429 7.4.8 Upon receipt of the ballot, THE COUNTY CLERK MUST VERIFY THE 11 SIGNATURE ON THE
AFFIDAVIT UNDER RULE 7.6. when-the-informationfrom-the-12 signed AFTER THE affidavit has been verified, a
bipartisan team of judges shall-13 MUsT duplicate the ballot. Duplicating judges shal-MUST not reveal how the 14
elector has cast his or her ballot.

[Current Rule 42.8 is amended and moved to new Rule 7.4.9. Amendments are shown 16 above.]

17 7.5 RECEIPT AND PROCESSING OF BALLOTS

18 12104 7.5.1Menitoring-drop-offlocations: All drop-off locations must be monitored by 19 an election judge or
video security surveillance recording system, as defined in
Rule 43.

[an election judge is insufficient oversight- bipartisan oversight would be better]
21 (a) Freestanding drop-off locations must be monitored at all times.

22 (b) If the drop-off location utilizes a drop-slot into a building, the ballots must 23 be collected in a locked
container, and both the drop-slot and container 24 must be monitored at all times.

[Current Rule 12.10.4 is amended and moved to new Rule 7.5.1. Amendments are shown 26 above.]

27 3242 7.5.2 Each day when ballots come in, a judge shal-MUST count the ballots, batch 28 them and record the
number of ballots received.

29 1273 7.5.3 Fhe-balots-shall-be-datestamped-whenreceived: AN ELECTION JUDGE

MUST DATE-STAMP AND RECEIVE THE BALLOT ENVELOPES INTO THE STATEWIDE
VOTER 31 REGISTRATION SYSTEM IMMEDIATELY UPON RECEIPT. If any ballot ENVELOPE is received 32 after
the time set for the closing of the election[s], the ballot ENVELOPE-shal-MUST be date33 stamped but THE
BALLOT SHALL the—balet—shall—not BEbe—counted. THE COUNTY CLERK MUST COLLECT 34 BALLOT

ENVELOPE s FROM ALL DROP-OFF LOCATIONS, INCLUDING FREE STANDING BALLOT
BOXES, HOURLY DURING REGULAR BUSINESS HOURS (INCLUDE OR MORE AS 36 NEEDED?).



1 1274 7.5.4 Records-shal-also—bekept-of ELECTION JUDGES MUST RECORD the number 2 of ballot packets
returned as undeliverable DAILY.

[this language is duplicative of a section above]
3 1245 7.5.5 Balletpackets-shal-then-be-placed THE DESIGNATED ELECTION OFFICIAL 4 MUST SEAL AND STORE
BALLOT ENVELOPE s in a safe, secure place until the counting of the ballots.

6 [Current Rule 12.7 is amended and moved to new Rule 7.5.2 through 7.5.5. Amendments 7 are shown above.]

8 13:2 7.5.6 The county clerk and recorder shal-MUST keep a list, to the extent 9 possible, of the names and
mailing addresses of all individuals who deliver more than tenr<{30)-10 voted mailin ballots to the designated-
or-coordinated-11 election-offieial’s-COUNTY CLERK’S office, DROP-OFF LOCATION, OR VOTER 12 SERVICE

AND POLLING CENTER orthe-designated-drop-site for mail-in-ballets.

13 433 7.5.7 The county clerk and recorder shal-MUST notify each individual on the list 14 required by 432 12.8.8
by letter that they have violated section +-8-113 1-7.5

107(4)(B), C.R.S., by delivering more than ten{20} 10 maiin-ballots to the 16 designated
election-official- COUNTY CLERK.

17 [Current Rules 13.2 and 13.3 are amended and moved to new Rules 7.5.6 and 7.5.7. 18 Amendments are shown
above.]

19 109 7.5.8 Tracking ballot batches. The county clerk must dissociate any batch
number that could trace a ballot back to the specific voter who cast it from the 21 counted

ballots no later than the final certification of the abstract of votes castt. BATCHES OF BALLOTS
COLLECTED IN PREPARATION FOR COUNTING MAY NOT BE IDENTICAL IN
SELECTION TO BATCHES OF RECEIVED ENVELOPES OR REMOVED STUBS.
BATCHES PREPARED FOR COUNTING SHOULD NOT CONTAIN UNIQUE BALLOT
STYLES.

[the original seems insufficient and out of date. Already there is a requirement that
no number be on the voter intent part of the ballot that could identify it... here the
rule is attempting to address identifiability of entire batches of ballots... but the
batch number is not the only source of risk. The contents of the batch itself is the
primary source of risk, and one major problem is the well intended attempt to
maintain batch integrity from the time the envelopes are batched. Envelopes should
be batched along with stubs and left identifiable. Accounting from ballot to voter
must be done only with envelopes and stubs- not the voter intent portion of ballots.

Batch integrity from envelope batches must not be maintained. A rule should require
the voter intent portion of every ballot to be identical in printed form except for style
and precinct, and that voter intent portion of ballots should be mixed and batched
after sorting by style and by precinct prior to counting This removes the association
to the batch numbers of received envelopes as well as the potential for unique ballot
styles to be identified within batches by virtue of the method of voting or source of



the batch.]
22 [Current Rule 10.9 is amended and moved to new Rule 7.5.8. Amendments are shown 23 above.]

24 7.6 SIGNATURE VERIFICATION PROCEDURES

26 29-3-1 7.6.1 If a mail, mail-in, or provisional ballot return envelope lacks a signature, 27 the election judge must
contact the elector in writing no later than two calendar 28 days after election day. The designated election official
must use the letter and 29 form prescribed by the Secretary of State and keep a copy as part of the official

election record. Nothing in this rule prohibits the designated election official from 31 calling
the elector. But a phone call may not substitute for written contact. If the 32 designated election official calls any
elector he or she must call all electors whose 33 affidavits are unsigned.

[this rule appears insufficient from personal experience. Many voters are unlikely to
become aware of the diverted status of their ballot when notified only by mail. The
eight day period is already 3 days short because of the delayed sending of the letter
after the election deadline- then there is the time for transit and delivery- and a
weekend and maybe a holiday. So the 8 days is really very short. Not everyone
goes to obtain their mail from a mailbox every day. And the state provides no
means for a voter to confirm if their vote is in this suspended situation. If the state
had a system to sign up for an email or telephone or fax contact if this situation
arises, then at least the would-be voter has an option to get better service. Also the
list of signature deficient voters should be arranged to be made public. Note the
opportunity for gray area- unfair treatment county by county is embodied here- but |

would not remove the text to allow a telephone call.]
34 [Sections 1-7.5-107.3, 1-8-114.5, and 1-8.5-105(3)(a), C.R.S.]

2912 7.6.2 The letter shal-MUST inform the eligible-elector that he/she-THE ELECTOR 36 must come
to the office of the county clerk and recorder to sign the mail ballot, 1 provisional ballot, or mail-in ballot envelope
no later than eight calendar days 2 after election day. The letter shal-MuUsT inform military, overseas, and other 3
electors who are absent from the state that they may sign the affidavit and return 4 the form by mail, fax, or email,
and that the county must receive the form no later 5 than eight calendar days after the election.

[note that electors far from the county office will find this very inconvenient and
their time window for cure may be very short. Each elector deserves better
treatment than this crude means for curing a problem that most likely is through no
fault of their own.]



6 29-1.3 7.6.3 The letter and missing signature affidavit form does not violate section 7 1-13-801, C.R.S.
8 29-1:4 7.6.4 The letter or missing signature affidavit form must include the following 9 language:

10 “Any person who knowingly violates any of the provisions of the election code 11 relative to the casting of
ballots or who aids or abets fraud in connection with any 12 vote cast, or to be cast, or attempted to be cast shall be
punished by a fine of not 13 more than five thousand dollars or by imprisonment in the county jail for not 14 more
than eighteen months, or by both such fine and imprisonment. Section 15 1-13-803, C.R.S.”

16 29:2 7.6.5 In accordance with section 1-8-114.5, C.R.S., for mail-in ballots and 17 section 1-7.5-107.3, C.R.S.,
for mail ballots, the election judges shall [delete AN 18 ELECTION JUDGE MUST Jcompare the signature on the
self-affirmation on each 19 Fespeet-we-return envelope with the signature stored-in the-statewide-voter-20 registration

HE ELECTION JUDGE 21 MUST research THE SIGNATURE FURTHER
SCORE. T CTIO GE 21 MUS h SIG
if any of the following discrepancies are 22 discovered THERE IS:

[this change from two election judges to one is hugely problematic. The signature
check process is potentially unfair and this unfairness can easily be made to have
partisan effect. This language must be changed back to at least two election judges

of opposing party affiliation.]
23 Cede-1—(A) An obvious change in the slant of the signature

24 Cede2—(B) A printed signature on one document and a cursive signature on the 25 other document
26 Code-3—(C) Differences-A DIFFERENCE in the size or scale of the sigrature-27 SIGNATURES

28 Code-4—(D) Differences-A DIFFERENCE in the individual characteristics of the 29 signatures, such as how the

(13 S ) ) (138 1)

“t’s” are crossed, “i’s” are dotted, loops are made on 30 “y’s” or *j’s

31 Cede 5—(E) Differences-A DIFFERENCE in the voter’s signature style, such as how 32 the letters are connected at
the top and bottom

33 Coede-6—(F) EVIDENCE THAT ballots or envelopes from the same household have 34 been switched

35 Cede—7—(G) “Other;—ANY OTHER NOTICEABLE DISCREPANCY #achuding—SUCH As 36 misspelled names &
loserinti i



1 293 7.6.6 H-IN CONDUCTING further research s-reeessary, the election judge shal-2 MUST check
the county clerk’s or election official’s file SCORE for at least two 3 additional documents signed by
the voter, if available. THE JUDGE MAY COMPARE 4 additional information written by the voter on the
return envelope, such as the voter’s address and date of signing. may-be-compared-forsimilarities—
Any similarities noted 6 when comparing this-other information may be used as part of the signature
verification 7 decision process.

8 29:3-1 (A) If it appears to the judges verifying the self-affirmation on the return 9 envelopes that
members of the same household whe-have-apphedformail-n-balots-or-have-been-sentimal-
balets-have inadvertently switched envelopes or 11 ballots, the ballot or ballots shal-MUST be
counted and no letter of advisement to 12 the elector is necessary.

13 29:4 7.6.7 WheneverIF THE ELECTION JUDGE DISPUTES THE a-signature is-disputed—the-14 electionjudge-shalt
HE OR SHE MUST document the discrepancy by-cempleting-AND THE

RESEARCH STEPS TAKEN IN a log. Fhelog-shall-provide-arecord-oftheresearch-steps-16 taken-teo
resolve-the-issue—The JUDGE MUST IDENTIFY THE ELECTOR IN THE log wiH-17 identifythe-veter-using a unique
tracking number. Fhis-THE tracking number shal-MAY 18 not contain the weter>s-ELECTOR’S social security number;
Colorado issued-driver’s 19 license number, or the identification number issued by the Department of Revenue. THE

LOG MAY NOT CONTAIN THE ELECTOR’S SIGNATURE. THE JUDGE MUST NOTE THE FINAL 21
RESOLUTION AND BALLOT DISPOSITION ON THE RESEARCH LOG.

[throughout this section there is new language referring to the (singular) judge.
This process must be restored to a two judge minimum. ]

31 298 7.6.8 The election official must use the letter and the signature verification form 32 approved by the
Secretary of State. (SECTIONS 1-7.5-107.3(2)(A) AND 1-8-114.5(2)(A), 33 C.R.S.) THE LETTER AND SIGNATURE
VERIFICATION FORM DOES NOT VIOLATE SECTION 134 13-801 C.R.S.

38 29-11 7.6.9 Any-AFTER CERTIFICATION AND ANY RECOUNT ALL uncounted baHet-BALLOTS
shal-MUST remain sealed in the return 39 envelope and stored uhderseal-with-aH-other-uncounted-baHots-as part of
the election 1 record pursuantto-IN ACCORDANCE WITH section 1-7-802, C.R.S., and may be removed 2 only under
the authority of a district attorney or by order of a court having jurisdiction.

[this rule does not specify at what point the ballot becomes considered as
“uncounted”. Note that the decision regarding the counting of the ballot could occur



at any time until certification. And then after certification the envelope could
possibly be opened as part of a recount.. therefore the language that states “may be

removed only under the authority” should be limited to the time period after
certification and any recount.]



320 s ficati :

29121 7.6.10 A county clerk and recorder who eheoseste-use-USES a signature verification device to-process-
maH-r-ormail-ballots inaccordancewith-sections 1 75107 301 86 114.5 C R S shallMUST FIRST conduct
acceptance testing on the device. prior-to-its-use-7 r-an-election—

8 29-12. 7.6.11 The acceptance testing conducted-tr-accordance-with-this+ule-shal-MUST be 9 sufficient to verify

the accuracy of the device Fhe-acceptance-testing-shaH-AND MUST ensure that the device will not accept a signature
that a reasonable, trained election judge 11 would reject.

[this rule needs further specification to establish standards and a standard test for
accuracy of signature verification before such automated systems are used any

further.]
12 [Current Rule 29 is amended and moved to new Rule 7.6. Amendments are shown 13 below.]

14 7.7 VOTER SERVICE AND POLLING CENTERS

7.7.1 THE COUNTY CLERK AND RECORDER MUST DESIGNATE AND OPEN THE MINIMUM 16 NUMBER
OF VOTER SERVICE AND POLLING CENTERS AND THE LOCATIONS MUST BE 17 OPEN DURING REASONABLE BUSINESS
HOURS FOR THE MINIMUM NUMBER OF DAYS 18 OUTLINED IN SECTION 1-5-102.9, C.R.S., FOR A GENERAL
ELECTION AND 1-7.519 107(4.5), C.R.S., FOR ALL OTHER ELECTIONS.

(A) REASONABLE BUSINESS HOURS MEANS AT LEAST EIGHT HOURS PER DAY 21 MONDAY
THROUGH FRIDAY, AND AT LEAST FOUR HOURS ON SATURDAY.

22 (B) ALL VOTER SERVICE AND POLLING CENTERS MUST BE OPEN FROM 7:00AM 23 THROUGH 7:00 PM ON
ELECTION DAY.

24 (C) THE COUNTY CLERK MUST PROVIDE ALL SERVICES OUTLINED IN SECTION 1-2509, C.R.S., AT EVERY
DESIGNATED VOTER SERVICE AND POLLING CENTER.

26 1 7.7.2 Pollingplace-VOTER SERVICE AND POLLING CENTER materials shat-include, 27 where-
applicable-SUFFICIENT COMPUTER STATIONS FOR SCORE ACCESS, HAVA 28 information, A voting

demonstration display, A signature card table, registration-29 records-ortsts—poH-books-electronic-or
paper—or-completed signature cards, paper ballots, and voting booths or DRES, provisional voting area

orprocedure, 31 and A ballot box H-provided.

[sufficient computer stations for SCORE access is a vague expression and requires
better specification. This rule deserves a quantitative minimum for hardware that
will be required to be used- because a shortfall will cause real problems that would
have been solved in a polling place with paper pollbook eligibility checks. This is one
of the areas of potential weakness of the new voting method specified by HB 1303.]

32 [Current Rule 7.1 is amended and moved to new Rule 7.7.2. Amendments are shown 33 above.]
34 7.7.3 VOTER CHECK-IN AT THE VOTER SERVICE AND POLLING CENTER

(A) EACH VOTER SERVICE AND POLLING CENTER MUST INCLUDE AND



1 ADEQUATELY STAFF A DESIGNATED VOTER CHECK-IN TABLE OR AREA.

2 (B) THE CHECK-IN JUDGE MUST VERIFY EACH ELECTOR’S REGISTRATION 3 INFORMATION, INCLUDING ADDRESS.

4 (C) IF AN ELECTOR HAS MOVED OR IS NOT REGISTERED, THE CHECK-IN JUDGE

MUST DIRECT THE ELECTOR TO THE REGISTRATION AREA. |IF THE ELECTOR IS

6 REGISTERED AND HAS NO UPDATES , THE CHECK-IN JUDGE MUST DIRECT THE
7 ELECTOR TO THE VOTING TABLE.

8 7.7.4 EXCEPT FOR VOTERS WITH DISABILITIES, THE MAXIMUM ALLOWABLE TIME IN A 9 VOTING BOOTH IS 15
MINUTES IF THERE ARE VOTERS WAITING. THE SECRETARY OF STATE MAY ORDER ADDITIONAL TIME BASED ON
THE LENGTH OF THE BALLOT. 11 [SECTION 1-7-115, C.R.S.]

12 [Portions of current Rule 7.6 are included in new Rule 7.7.3.]

13 7.7.5 ANY ELIGIBLE ELECTOR MAY VOTE IN-PERSON AT A VOTER SERVICE AND POLLING 14 CENTER. THE
ELECTION JUDGE MUST VOID THE ELECTOR’S MAIL BALLOT BEFORE ISSUING AN IN-PERSON BALLOT.

[this is the place where the voting system takes on substantial new potential for
fallibility- requiring access to adequate amounts of functioning and connected
equipment at every VSPC- also the reference to election judge in the singular again
avoids the standard use of election judges in pairs from different parties and this
should be corrected.]

16 4#2 7.7.6 If a voter leaves the voting area without completing the voting process, 17 two judges of different
affiliation sha-MuUsT, to the extent possible, cover the 18 voter’s choices, and cast the ballot as the voter left it.

19 [Current Rule 47.2 is amended and moved to new Rule 7.7.6. Amendments are shown above.]

21 7.7.7 Any-indbvidual-whe IF AN ELECTOR votes AFTER THE CLOSE OF POLLS BECAUSE 22 #r-an-election-
forfederal-office-as-aresultof a federal or state court ISSUES AN 23 order EXTENDING er-any-other-order
thatis-in-effect-10-days-before-that-election-24 and-which-extends the time established for closing the polls
by state law, may-orby-vote-inthatelection by castinga-THE ELECTOR MUST VOTE BY provisional 26 ballot
METHOD USING A PROVISIONAL BALLOT ENVELOPEpursuantto-statelaw-and-the-rules
and-regulations-prescribed-by-the-27 Seeretary-of State. THE COUNTY CLERK MUST KEEP ALL
PROVISIONAL BALLOTS 28 CAST UNDER THIS RULE SEPARATE FROM PROVISIONAL BALLOTS NOT
AFFECTED 29 BY THE COURT ORDER.

[as before, provisional voting should be by a standard ballot style in a specially
marked envelope]

7.8 NO LATER THAN 90 DAYS BEFORE AN ELECTION, THE COUNTY CLERK AND RECORDER 31 MUST
DESIGNATE DROP-OFF LOCATIONS AND VOTER SERVICE AND POLLING CENTERS, 32 AND COMPLETE AN

ACCESSIBILITY SURVEY FOR ALL VOTER SERVICE AND POLLING 33 CENTER LOCATIONS ANNUALLY BEFORE
DESIGNATING A LOCATION FOR USE.

7.8.1 FOR THE FIRST SURVEY OF A LOCATION, THE COUNTY CLERK MUST COMPLETE THE FULL ADA CHECKLIST
FOR POLLING PLACES. THE COUNTY CLERK MUST 36 COMPLETE THE ANNUAL POLLING PLACE ACCESSIBILITY
SURVEY FORM FOR 37 EACH ELECTION AFTER THE INITIAL SURVEY IS COMPLETED. [SECTION 1-5-102, 38 C.R.S.]



1 [Portions of current Rules 7.7.1 and 7.7.2 are included in new Rule 7.8.1.]

2 73 7.8.2 Barrierremoval: If—upon-assessment; a location fails to meet the minimum 3 accessibility
requirements outlined in the ADA Checklist for Polling Places, the 4 designated-election-official-
COUNTY CLERK must develop a barrier removal plan outlining the permanentand-or-temporary-
modifications that will-be-tmplemented-6 THE COUNTY CLERK WILL IMPLEMENT to brmg the site into
compliance in-orderfor-7 the i . THE COUNTY 8
CLERK MUST INDICATE ON THE SURVEY WHETHER THE MODIFICATIONS ARE 9 TEMPORARY OR
PERMANENT.

[Current Rule 7.7.3 is amended and moved to new Rule 7.8.2. Amendments between the 11 current
and new rule language are shown above.]

12 7.8.3 THE SECRETARY OF STATE MAY DENY AN APPLICATION FOR ACCESSIBILITY GRANT 13 FUNDS
IF A COUNTY CLERK FAILS TO ASSESS LOCATIONS AND TIMELY FILE 14 COMPLETE ACCESSIBILITY
SURVEYS, AND DEVELOP AND IMPLEMENT NECESSARY BARRIER REMOVAL PLANS IN ACCORDANCE
WITH THIS RULE. THE SECRETARY WILL 16 CONDUCT SITE VISITS TO ASSESS COMPLIANCE AND
IDENTIFY ACCESSIBILITY 17 BARRIERS. THE SECRETARY WILL SEEK INJUNCTIVE ACTION OR OTHER
PENALTIES 18 UNDER SECTION 1-1-107(2)(D), C.R.S., AS NECESSARY TO REMEDY VIOLATIONS OF 19
THIS RULE.

[Portions of current Rules 7.7.2(d) and 7.7.4 are included in new Rule 7.8.3.]

21 7.9 VOTER SERVICE AND POLLING CENTER CONNECTIVITY

22 7.9.1 THE COUNTY MUST HAVE REALTIME ACCESS TO THE STATEWIDE VOTER 23 REGISTRATION SYSTEM AT
EVERY VOTER SERVICE AND POLLING CENTER 24 DESIGNATED BY THE COUNTY CLERK AND RECORDER.

7.9.2 AT NO TIME MAY AN ELECTION JUDGE OPEN BOTH THE SCORE VOTER 26 REGISTRATION
SCREEN AND THE VOTING MODULE ON A SINGLE WORKSTATION.

[this looks like a warning flag for a potential privacy violation. 1 think it would be
helpful if the reason for this rule is explained by an expert.]

27 7.9.3 EVERY VOTER SERVICE AND POLLING CENTER DESIGNATED BY THE COUNTY CLERK 28 AND RECORDER
MUST MEET THE MINIMUM SECURITY PROCEDURES FOR 29 TRANSMITTING VOTER REGISTRATION DATA AS
OUTLINED IN SECTION 1-5-102.9, C.R.S., AND RULE 43.

31 7.10 ASSISTING VOTERS WITH DISABILITIES IN A VOTER SERVICE AND POLLING CENTER

32 9:1 7.10.1 The county clerk and recorder must post a sign at the peling-place-orvote-33 centerVOTER SERVICE
AND POLLING CENTER that states:

34 NOTICE VOTING ASSISTANCE FOR ELECTORS WITH DISABILITIES

36 Colorado law protects a voter’s legal right to assistance in voting if assistance is needed



1 because of a disability.

21. If you require assistance, please inform an election judge.
32. Any person, including an election judge, may assist you.
4 3. If you select a person other than an election judge, he or she must complete a Voter

Assistance Form, which includes an oath that states:
67 cooueenn. , certify that I am the individual chosen by the elector to assist the T elector in casting a ballot.”

8 4. The person you select may provide any assistance you need, including entering 9 the voting booth, preparing
the ballot, or operating the voting machine.

5. The person assisting you may not seek to persuade you or induce you to vote in a 11 particular
manner.

12 6. The election judge must record the name of each voter who receives assistance 13 and the name
of the person who provides assistance in the pollbook or list of 14 eligible electors (or on the
signature card if preprinted signature cards are used in the place of a pollbook and list of eligible
electors).

16 92 7.10.2 When-IF a voter has spoiled two ballots and requests a third ballot, an 17 election judge shal-MusT
offer assistance in voting procedures and casting the 18 ballot.

19 [Current Rule 9 is amended and moved to Rules 7.10. Amendments are shown above.]

Rule 8. Rules-Concerning-Watchers

21 82 8.1 Qualification-of\Watchers: Watchers shal-MUST certify THAT they are qualified pursuant-22 to-
UNDER sections 1-1-104(51), 1-7-105, 1-7-106, 1-7-107, and 1-7-108(2), C.R.S., AS 23 APPLICABLE.

Watchers shal-MUST take an-THE oath asprovided-DESCRIBED in section 24 1-7-108(1), C.R.S. and shaH,
upon first entering the preciretplace-VOTER SERVICE AND POLLING CENTER or location, surrender THE
CERTIFICATE OF APPOINTMENT to the election 26 official or electionjudges-SUPERVISOR JUDGE &

certificate of appointment at each precinet-27 poltingplace-VOTER SERVICE AND POLLING CENTER Of
location where the watcher has-28 been-IS designated to ACT. [delete act-OBSERVE. ]

[note the troubling change of “act” to “observe”. This suggests to me that the
intention is for the watcher’s role to be further circumscribed. Note also the
widespread shift in these rules towards a special authority of one election judge- the
supervisor judge. This will introduce some partisan bias into some situations that
should be handled in an entirely non-partisan way. | caution against giving one
partisan citizen a special authority except for very limited practical functions.]

821 8.1.1 If a watcher leaves a precinect-and-the-same-watcher-VOTER SERVICE AND POLLING CENTER BUT returns
later in the day to the same precinet-LOCATION, 31 another certificate of appointment is not necessary. ard-shaHl-net-

be-required—Fhe-32 original-certificate-of-appointment-will-suffice—






1 WATCHER WHO IS REPLACING AN ORIGINAL WATCHER MUST PROVIDE AN ORIGINAL 2 CERTIFICATE OF
APPOINTMENT[delete FOR THAT VOTER SERVICE AND POLLING CENTER. ]

[The requirement that watchers be certified to particular VSPCs is an obstacle to
effective watching- and leads to ridiculous extra forms in cases where DEOs require
them. | suggest that certificates for watchers not require specification of the

location where the watcher will act.]
3 823 8.1.3 Gertificate A CERTIFICATE of appointment as a watcher is not transferable 4 to another individual.

83 8.2 A political party attorneys—are—not-alowed-ATTORNEY MAY NOT BE in the pelingplace-6 VOTER

SERVICE AND POLLING CENTER unless they-are-HE OR SHE IS A duly appointed as-7 watchers WATCHER.

@aLm—RHet—Blaekbe#y—et&)—m%h&pgumg-plaee—A WATCHER MAY NOT HAVE A CELL PHONE, CAMERA,

RECORDING DEVICE, COMPUTER, TABLET, OR OTHER PERSONAL 11 ELECTRONIC EQUIPMENT IN THE
VOTER SERVICE AND POLLING CENTER. [AN ELECTION OFFICIAL SHALL PROVIDE FOR
SAFE ACCESSIBLE STORAGE OF THESE ITEMS DURING ANY PROCESS OF
THE CONDUCT OF ELECTIONS.]

[the lack of ability to communicate is a huge obstacle for watcher functionality. In
order to make watching even slightly functional the VSPC should be required to
provide a set of lockers for watchers and election judges to keep their cell phones
outside the polling place so they may have a opportunity to communicate.]

12 85 8.4 List of Eligible Electors-To-assist-Watchers-in-performingtheirtasksthe election-13 officialor

electionjudge-shal-THE SUPERVISOR JUDGE MUST provide TO EACH WATCHER a 14 list, log, check-in card, or

other similar information of voters whe-have-appeared-ir-the-precinctpolingplace-APPEARING IN THE VOTER

SERVICE AND POLLING CENTER to vote. 16 The WATCHER MAY NOT REMOVE THE information or documents

shall-not-be-removed-17 from-the-poHingplace-or-votinglocation-FROM THE VOTER SERVICE AND POLLING

CENTER. 18 Watehers A WATCHER may maintain a list of [delete eligible] electors who have voted by
utilizing-19 USING only that information provided by ELECTION JUDGES AND INFORMATION
BROUGHT WITH THEM ON PAPER. the election-official-orelection-SUPERVISOR judge execept-that-

they-may-bring-with-them-into-the-polting-place-or-location-[delete OR a list of 21 electors previously
maintained by the watcher]. [Section 1-7-108(3), C.R.S.]

[the limitation of source of information to the “supervisor judge” is another obstacle
to watching and it may introduce a partisan bias into the polling location that is

presumably a citizen run, bipartisan authority of “judges” who interpret the law.]
22 [Current Rule 8.1 is moved to Rule 1. Current Rules 8.2, 8.3, 8.4, and 8.5 are amended 23 and moved to new
Rules 8.1, 8.2, 8.3, and 8.4. Amendments are shown above.]

24 8:6-8.5 Watchers are subject to the provisions of section 1-5-503, C.R.S.

8-6-2-8.5.1 The designated election official must position the voting equipment, 26 voting booths, and
the ballot box so that they are in plain view of the election 27 officials and watchers.



28 8-6-3 8.5.2 Watchers-are-permitted-te A WATCHER MAY witness and verify the conduct 29 of
elections [delete and recount activities]. Witness and verify means to personally observe THE
VOTING SYSTEM AND ALL actions of election [delete judges] OFFICIALS,
OBSERVERS, OTHER WATCHERS AND ALL OTHER PARTIES OTHER THAN
VOTERS IN THE PROCESS OF VOTING ineach step of the conduct of an election
FROM PRIOR TO OPENING OF THE POLLS THROUGH THE COMPLETION OF
THE COUNT AND THE ANNOUNCEMENT OF THE RESULTS. WATCHERS
MAY CHALLENGE INELIGIBLE ELECTORS AND ASSIST IN THE
CORRECTION OF DISCREPANCIES.

[citation here--CRS 1-7-108. Requirements of watchers

3) Each watcher shall have the right to maintain a list of eligible electors who have voted, to witness
and verify each step in the conduct of the election from prior to the opening of the polls
through the completion of the count and announcement of the results, to challenge ineligible

electors, and to assist in the correction of discrepancies. ]

[statute requires watcher access to verify each step of the conduct of an election...
the use of the phrase “elections and recount activities” suggests that perhaps audit,
canvass, ballot printing, signature checking, results reporting, etc. are not part of
the “conduct of an election”. This is incorrect. This rule should clearly state that all
processes of the conduct of an election are open for watching as statute intends.
Watchers are not limited to “observing” election judges... watchers may observe and
act to verify each step including those that are conducted by election officials and
their designees.

31 (a) The conduct of election-ELECTIONS includes BUT IS NOT LIMITED TO poling-place-and-earhyvoting
32 ALL ACTIVITIES IN A VOTER SERVICE AND POLLING CENTER and ballot 33 processing and counting

34 (b) Watchers must remain outside the immediate voting area.

(c) Watchers may be present at each stage of the conduct of the election, 36 including the
DESIGN AND PRINTING OF BALLOTS, DELIVERY OF BALLOT PACKETS, AND receiving
and bundling of the ballots received by the 37 designated election official.



1 (d) Watchers may be present during provisional ballot processing, SIGNATURE 2 VERIFICATION, AND UOCAV A
BALLOT PROCESSING, but may not have 3 access to confidential voter information.

4 (e) The number of watchers permitted in any room at one time is subject to local safety
codes.

6 8-6-4 8.5.3 Watchers-A WATCHER may witness and verify activities described in 7 Articlet
ARTICLE 1, Section 7, that are outside the immediate voting area, 8 including ballot processing and
counting. IF ELECTION OFFICIALS OR ELECTION 9 JUDGES ARE CONDUCTING ELECTIONS ACTIVITIES
IN SEPARATE ROOMS OR AREAS OF A BUILDING OR BUILDINGS, THE COUNTY CLERK AND RECORDER
MUST ALLOW 11 WATCHERS TO OBSERVE ACTIVITIES IN EACH ROOM OR AREA IN THE BUILDING OR
12 BUILDINGS.

13 865 8.5.4 Watchers appointed under seetion-1-10-5-10H1}a)C-R-S+THIS RULE 8 14 may observe the canvass
board while it performs its duties.

8.6-6 8.5.5 Watchers-A WATCHER may track the names of electors who have cast 16 ballots,
challenge electors under section 1-9-203, C.R.S., and Rule 48, and submit 17 written complaints in

accordance with section 1-1.5-105, C.R.S., and Rule 31.8.7. 18 What-Watchers-May-Observe-Duly-
appointed-Watchers A WATCHER may observe 19 pelling-place-votingearly-voting-ALL ACTIVITIES IN A
VOTER SERVICE AND POLLING CENTER and the processing and counting of precinct-provisional—mat-21 and-
mat-n-ballots. For mail ballot elections, or mail-in ballot processing, 22 watehers A WATCHER may be
present at each stage of the election including the 23 receiving and bundling of the ballots. received-by-the-
designated-election-official-24 Watchers A WATCHER may be present during provisional ballot processing
but may not have access to confidential voter information.

[this section contains duplication of much of what is in the previous paragraphs]

26 [Current Rule 8.6.1 is amended and moved to new Rule 1. Current Rule 8.6 is amended 27 and moved to new
Rule 8.5. Amendments are shown above.]

28 87 8.6 Watcher-oath- In addition to the oath required by section 1-7-108(1), C.R.S., a watcher 29 must affirm
that he or she will not:

841 8.6.1 Attempt to determine how any elector voted or review confidential voter 31 information;
32 8-+#2 8.6.2 Disclose any confidential voter information that he or she may observe; or

33 873 8.6.3 Disclose any results before the polls are closed and the designated election 34 official has formally
announced results.

[“formally announced results” is a vague term. This is not helpful. “Announced any
unofficial results” would be practical. After 7PM on the first deadline day for return
of ballots is a time period easier to deal with. | am not sure “polls are closed” is still
a defined point in time- best to make sure of this.]

88 8.7 Limitations-of- Watchers\Watchers A WATCHER may not:

36 8:8-% 8.7.1 Interrupt or disrupt the processing, verification and counting of any ballots 37 or any other stage of



the election.



1 8:828.7.2 [delete Write down any ballot numbers or any other identifying information about 2 the electors. ]



[This rule is problematic- the only numbers on ballots that could identify a voter
would be stub numbers and these are expected to be identifiable. Other identifying
information would include the name of the elector and that is one item that a
watcher is certainly expected to write down and carry out of the polling location.
This rule is not appropriate. Watchers should be able to report on violations of
privacy if they occur, even if they are not allowed to violate privacy themselves.]

3 8:8-3 8.7.3 Handle the peH-beeks-POLLBOOKS, official signature cards, ballots, mail 4 ballot envelopes, maH-is-
ballet-envelopes; provisional ballot envelopes, voting or counting machines, or machine components.

6 8-8-4 8.7.4 Interfere with the orderly conduct of any election process, including 7 issuance of ballots, receiving of
ballots, and voting or counting of ballots.



8 8:8:5 8.7.5 Interact with election officials or election judges as defined in section 1-19 104(10) AND (47), C.R.S.,
except for the individualS designated by the election official

[why only one individual? Better though than requiring that it be the “supervisor
judge” In order to assist in the correction of discrepancies according to statute
watchers will require better access to communicate than this rule permits. “the
election official” is vague- is that the “designated election official” or an election
official?]

11 8:9-1 8.8 A major and-OR minor political parties-PARTY with eandidates-A 12 CANDIDATE on the ballot, OR
A REGISTERED ISSUE COMMITTEE SUPPORTING OR OPPOSING A 13 BALLOT MEASURE OR QUESTION ON THE
BALLOT may appoint one Watchereachto-be-14 presertOR MORE WATCHERS to observe pellingplace-voting-
early-voting-and-the-processing and counting of regular, provisional, mail and mail-in ballots ELECTION 16
ACTIVITIES. See-[sections 1-7-105 and 1-7-106, C.R.S, AND RULE 8.6.4.]

17 [Current Rule 8.9.1 is amended and moved to rule 8.8. Amendments are shown above.]

18 8:10 8.9 Official Observers Appointed by the Federal Government. THE 19 SECRETARY OF STATE MUST
APPROVE Official Observers appointed by the federal government. shall be approved by the Secretary of
State and shall be OFFICIAL 21 OBSERVERS ARE subject to Colorado law and these rules as they apply to
Watchers.;-22 hewever-they-need-net-BUT AN OFFICIAL OBSERVER IS NOT REQUIRED TO be AN eligible 23
ELECTOR electors-in the jurisdiction -which-they-act-as-Watchers. This Rule shal-DOES 24 not apply to
Official Observers appointed by the United States Department of Justice. Official Observers appointed by
the Secretary of State shal-be-ARE subject to the rules 26 and regulations as prescribed by the Secretary of
State. Official Observers sha-MUST 27 obtain A LETTER OF AUTHORITY from the Secretary of State-er-his-or
her-desigheeduly-28 executed-letters-ofautherity. The Official Observers shal-MUST surrender sueh-THE
letter 29 efauthority-to the COUNTY CLERK AND RECORDER designated-election-officialin-thejurisdictionin-
which-they actas-Watchers.

31 [Current Rule 8.10 is amended and moved to rule 8.9. Amendments are shown above.]

32 811 8.10 Watchers, Official Observers and Media Observers at a Recount. 33 Watchers, Official Observers, and
Media Observers may be present atDURING a recount. 34 Watchers, Official Observers, and Media Observers must
be qualified and sworn IN for a recount #a-the-same-mannerasprovided-As DESCRIBED in Rule 8.2 and are subject to
all 36 other provisions related to the recount process. Any political party OR candidate involved 37 in the recount or
proponents or opponents of an issue or question involved in the recount 38 may appoint one WatecherOR MORE
WATCHERS to be present at any time during the 39 recount. Fhe-A candidate who is subject to a recount may appoint
him-or-her-self-HIMSELF OR HERSELF, or a member of the candidate’s family by blood, or marriage, OR CIVIL



1 UNION, as a watcher at a recount. See-seetions [SECTIONS 1-7-105 and 1-7-106, C.R.S, 2 AND RULE 8.6.4.]

38428.11 Meeha—@bse#ver—s—Medla Observers with valld and current medla 4 eFedenH&I%may be-ppesem—
to-witness early
mmLm—ballefe&ALL ELECTION ACTIVITIES. Hewevep6 at—the—e#semﬂe#ef—the—eeem%y—eleﬁemﬂ—reee#der—

Media-Observersmay-bereguired A 7 COUNTY CLERK AND RECORDER MAY, IN HIS OR HER DISCRETION,
REQUIRE A MEDIA 8 OBSERVER t0 appoint ene-member-of-the-media-as a pool reporter and enre-memberas

a 9 pool photographer to represent all media observers. ALL MEDIA OBSERVERS ARE SUBJECT TO -
accordanee-with the Guidelines established by the Colorado Press Association in 11 conjunction with the
Colorado County Clerks’ Association and the Secretary of State as 12 set-forth-hereir-OUTLINED BELOW:

13 Guidelines for Member of the Media Who Observe Election Counts and Recounts 14 (to be distributed to
members of the Colorado Press Association):

The Colorado State Association of County Clerks and Recorders, Colorado 16 Broadcasters’
Association and Colorado Press Association have collaborated to 17 develop the following guidelines and protocols
for use when members of the 18 media observe the counting or recounting of ballots. You are strongly 19
encouraged to follow these guidelines to allow meaningful media access while not

disrupting the work of county clerks to count ballots or doing anything to 21 compromise the
integrity of the election process.

22 1. If practical, please contact the election official’s office prior to coming to 23 observe the
counting of ballots. If the election official knows you are 24 coming, it will be easier to
accommodate your request for a place to observe the count or to interview an election official.

26 2. At the discretion of the election official, a specific viewing area for 27 members of the media and
other observers may be available. To the 28 extent practicable, the area will have been designated with
sight lines to 29 allow you to observe and take pictures or video of the counting process. If there are
insufficient sight lines for you to take the photos or video you 31 need, the election official may be able
to make arrangements to 32 accommodate your needs.

33 3. Please observe counting procedures without disrupting the count. Please 34 take pictures or video
without the use of supplemental lighting. Do not talk to people participating in counting ballots. There
may be workers 36 who ask you not to include their images in your pictures or video. We 37 encourage
you to honor those requests if you can reasonably do so.

38 4. The Secretary of State’s election rules state that if observers leave the 39 area during a recount, they may not
reenter without the consent of the 1 election official. If you have occasion to leave the area, you may be 2 denied
re-admittance.



3 5. Please do not use the information you see when observing vote counts to 4 report on partial election results.
Please do not report anything that 5 could be used to identify the person who casts a particular ballot.

6 The Colorado State Association of County Clerks and Recorders, 7 Colorado Broadcasters’ Association
and Colorado Press Association are 8 all committed to working together to ensure the media has access to
9 election counts and recounts, but that access is afforded in manners that 10 do not disrupt the counts and
do nothing to compromise the integrity of 11 the process. Your cooperation in following these standards
will help us to 12 meet all these goals.

13 [Current Rules 8.11 and 8.12 are amended and moved to new Rules 8.10 and 8.11. 14 Amendments are shown
above.]

15 813 8.12 Watchers-at-\ote-Centers—To assist Watchers in performing their tasks when-a-16 vote-centerelection
is-held-AT A VOTER SERVICE AND POLLING CENTER, the designated-17 election-official-shal-COUNTY CLERK MUST
provide a list of all voters who have VOTED IN 18 THE LOCATION appeared-in-the-vote-centers-to-vote. Thishist-shalt
be-made-THE COUNTY 19 CLERK MUST MAKE THE LIST available at the designated-election-official’s-main office. 20

THE CLERK MAY MAKE THE Sueh-list may-be-made-available to-arequesting-Watcher{s)-in 21 the form of data files,

paper, or reports, and furnished to all interested parties via email, 22 paper reports, or faxed copies as—may-be

ot o lectionofficial

[this amount of uncertainty as to the medium with which the voter list will be
provided is an obstacle to effective watching. Since the list is coming from SCORE it
is surely possible to specify the minimum formats that will be available including
email.]

23 814 8.13 A designated election official shall THE COUNTY CLERK MUST certify the 24 appointment of all eligible
watchers duly designated by a political party, candidate or 25 committee pursuant-te-UNDER sections 1-1-104(51),
1-7-105, 1-7-106, or 1-7-107, C.R.S.

26 8-15-8.14 Removal of Watchers.

27 8:15:1-8.14.1 A designated-election—official COUNTY CLERK may remove a watcher upon 28 finding that the
watcher:

29 (a) Commits or encourages fraud in connection with his or her duties;
30 (b) Violates any of the limitations outlined in Rule 8.8;

31 (c) Violates his or her oath; or

32 (d) Is abusive or threatening toward election officials or voters.

33 815:2-8.14.2 Upon removal of a watcher, the designated-election-official-COUNTY 34 CLERK must inform the
political party, candidate, or committee who appointed the 35 watcher.



1 8:145:3-8.14.3 A removed watcher may be replaced by an alternate watcher duly 2 designated in accordance with
sections 1-7-105, 1-7-106, or 1-7-107, C.R.S. Any 3 designated-election-official-COUNTY CLERK who removes a
watcher must, to the 4 best of the effieial’s-CLERK’S ability, expeditiously certify the appointment.

5 8:16-8.15 Watchers may be designated to observe more than one precinet-orpotingplace-6 VOTER SERVICE AND
POLLING CENTER. but-in-no-event-shall-more-than-one-watcher-be-7 designated-for-any-single-polling-place—See
section 1-7-106, C.R.S.

8 8.17 Watchers may be appointed to observe recall elections held pursuantte-UNDER article 12, 9 title I, C.R.S., and
shall-MUST be designated in accordance with sections 1-7-106 and 1-710 107, C.R.S.

11 [Current Rules 8.13, 8.14, 8.15, 8.16 and 8.17 are amended and moved to new Rules 8.10 12 and 8.11.
Amendments are shown above.]

13 Rule 9. VOTING CHALLENGES

14 4819.1 UNDER SECTION 1-9-201, C.R.S., AN ELECTION JUDGE, POLL WATCHER, OR ELIGIBLE 15 ELECTOR OF
THE PRECINCT MAY CHALLENGE AN ELECTOR’S RIGHT TO VOTE. Rursuaht-te-16 section1-9-203- (A CRS+—aA

person WHOSE ELIGIBILITY IS challenged en-the-grounds-17 efresidency-shal-MUST be offered a regular ballot by
the-AN election judge when-IF the 18 person ehalenged-satisfactorily answers the APPLICABLE challenge questions

specified in 19 section 1-9-203(3)(a)-(e), C.R.S. The following demonstrate when—a—person—chalenged—20
satisfactory answered-ANSWERS TO THE CHALLENGE QUESTIONS. the-chalenge-guestions-21 and-action-to-be-taken

by-the-electionjudge-based-on-the-elector>s+esponse—IF THE 22 PERSON CHALLENGED PROVIDES UNSATISFACTORY

ANSWERS OR REFUSES TO ANSWER THE 23 CHALLENGE QUESTIONS, AN ELECTION JUDGE MUST OFFER THE PERSON
APROVISIONAL 24 BALLOT.

25 9.2 CITIZENSHIP

26 A. ARE YOU A CITIZEN OF THE UNITED STATES?

27 SATISFACTORY ANSWER: YES.

28 IF THE PERSON CHALLENGED ANSWERS YES, AN ELECTION JUDGE MUST OFFER 29 THE PERSON A REGULAR BALLOT.
30 UNSATISFACTORY ANSWER: NoO.

31 IF THE PERSON CHALLENGED ANSWERS NO, AN ELECTION JUDGE MUST OFFER 32 THE PERSON A PROVISIONAL
BALLOT.

33 9.3 RESIDENCY

34 A. Have you resided in this-state-and-precinet-COLORADO for the PAST thirty-22 days 35 immediatehypreceding
thiselection?

[Is this form intended only for use on the final day that VSPCs are open for voting? If
not, the language including more of it below is not correct.]



1 Satisfactory respense-ANSWER: Yes, he/she has resided in this-state-COLORADO 2 and-precinet-for
the entire thirty-22-day period immediately preceding this 3 election. (In other words, his/her
primary home or place of abode was in this-state-4 COLORADO and-preciret-during the entire thirty-
22-day period in accordance with sections 1-1-104(43) and 1-2-102, C.R.S.)}-

6 IF THE PERSON CHALLENGED ANSWERS YES, Proceed-CONTINUE to challenge 7 question B.

8 Unsatisfactory response-ANSWER: No, for some portion of the thirty-22-day period 9 immediately preceding this
election, he/she has not resided in this-state-COLORADO and-preciact.

11 IF THE PERSON CHALLENGED ANSWERS NO, THE ELECTION JUDGE MUST 12 CONTINUE TO CHALLENGE QUESTION B
13 B. IF YOU Have-HAVE yeu-been absent from this-state-COLORADO during the PAST thirty-14 22 days Hnmediately
precedingthiselection, DID YOU and-during-that thme-have you-

maintaitred-maintain a home or domicile elsewhere?

16 Satisfactory response—#1-ANSWER: No, he/she EITHER has not been absent from 17 this—state—at—any—time
CoLORADO during the thirty-22-day period immediately 18 preceding this election—OR HAS BEEN ABSENT BUT HAS
NOT MAINTAINED A HOME 19 OR DOMICILE ELSEWHERE.

IF THE PERSON CHALLENGED ANSWERS NO, Offer-THE ELECTION JUDGE MUST 21 OFFER
the elector-PERSON a regular ballot.

26 UNSATISFACTORY Respensereguiring-follow-up-questions ANSWER: Yes, he/she 27 has been absent from this
state-COLORADO during the thirty-22-day period 28 immediately preceding this election, and has maintained a home
or domicile 29 elsewhere.

IF THE PERSON CHALLENGED ANSWERS YES, THE ELECTION JUDGE MUST 31 Proceed
CONTINUE to challenge question C.

32 C. HAVE YOU BEEN ABSENT H-so-when-you-leftwas-it-for a temporary purpose with the 33 intent of returning,
or did you intend to remain away-OUTSIDE COLORADO?

34 Satisfactory respense-ANSWER: Yes, when he/she left, it was for a temporary purpose with the
intent of returning.



1 IF THE PERSON CHALLENGED ANSWERS YES, THE ELECTION JUDGE MUST 2 Proeceed—CONTINUE to challenge
question D.

3 Unsatisfactory respenrse-ANSWER: No, when he/she left, he/she did not intend to 4 return.

IF THE PERSON CHALLENGED ANSWERS NO, THE ELECTION JUDGE MUST Offer-6 OFFER
the eleeter-person a provisional ballot.

7 D. Bid-you—whiHe While YOU WERE absent, DID YOU leek-upen-and-regard-CONSIDER this-8 state-as-COLORADO
TO BE your home?

9 Satisfactory response ANSWER: Yes, while absent, he/she loeked—upen—and—regarded

CONSIDERED this-state-as-COLORADO TO BE his/her home.
11 IF THE PERSON CHALLENGED ANSWERED YES, Preceed-CONTINUE to challenge 12 question E.

13 Unsatisfactory respenrse-ANSWER: No, while absent, he/she did not LOOK-UPON-14 AND-REGARD-CONSIDER this
state-as-COLORADO TO BE his/her home.

IF THE PERSON CHALLENGED ANSWERS NO, THE ELECTION JUDGE MUST Offer-16 OFFER
the elector-PERSON a provisional ballot.

17 E. Bidyrou-w\While YOU WERE absent, DID YOU vote in any other state or any-territory of 18 the United States?

19 Satisfactory response-ANSWER: No, while absent, he/she did not vote in any other state or any
territory of the United States.

21 THE ELECTION JUDGE MUST Offer-OFFER the electer-PERSON a regular 22 ballot.

23 Unsatisfactory respense-ANSWER: Yes, while absent, he/she did-vete-VOTED in 24 another state or territory of the
United States.

THE ELECTION JUDGE MUST Offer-OFFER the electer-PERSON a provisional 26 ballot.
27 9.4 AGE 28 A. WILL YOU BE 18 YEARS OF AGE OR OLDER ON ELECTION DAY ? 29 SATISFACTORY ANSWER: YES.

IF THE PERSON CHALLENGED ANSWERS YES, AN ELECTION JUDGE MUST OFFER 31 THE
PERSON A REGULAR BALLOT.

32 UNSATISFACTORY ANSWER: NO.



1 IF THE PERSON CHALLENGED ANSWERS NO, AN ELECTION JUDGE MUST OFFER 2 THE PERSON A PROVISIONAL
BALLOT.

3 48.2 If the person challenged answers unsatisfactorily or refuses to answer the challenge 4 guestions-the-electorshall

[Current Rule 48 is amended and moved to Rule 9. Amendments are shown below.]

6 Rule 10. CANVASSING AND RECOUNT

16 [Current Rule 41.1 is moved to new Rule 1]
17 41:2-10.1 Appointment to the Canvass Board

18442110.1.1 In all cases, the canvass board must consist of an odd number of members, 19 and each member has
equal voting rights.

41.2.2-10.1.2 For a partisan election, each major party may have no more than two 21 representatives
on the canvass board. The board must include an equal number 22 of representatives from each major party, unless a
major party fails to certify 23 representatives for appointment.

24 41.2.3-10.1.3 Each major party representative on the canvass board must be registered to
vote in the county where the representative will serve and affiliated with the 26 party he or
she represents.

27 432:4-10.1.4 A candidate for office and members of the candidate’s immediate family 28 may not serve on the
canvass board.

29 41.3-10.2Duties of the Canvass Board

41.3-1-10.2.1 The canvass board must make its determinations by majority vote in 31 accordance with
section 1-10-101.5(3), C.R.S.

32 41.3-2-10.2.2 The canvass board’s duties are:



1 (a) Conduct the canvass in accordance with section 1-10.5-101, C.R.S., 2 including:
3 (i) Account and balance the election and certify the official abstract of 4 votes;
(i). Reconcile the number of ballots counted to the number of ballots cast; 6 and

7 (iii)Reconcile the number of ballots cast to the number of voters who voted 8 by reviewing the reconciled
detailed ballot logs and Statement of 9 Ballots;

(b) Observe the post-election audit in accordance with section 1-7-514(4), 11 C.R.S., and
Election Rule 11.5.4;

12 (c) In coordination with the county clerk and recorder, investigate and report 13 discrepancies found in the audit
under section 1-7-514(2), C.R.S.; and

14 (d) Conduct any recount in accordance with section 1-10.5-107, C.R.S., and
Election Rule 14. The canvass board’s role in conducting a recount includes BUT IS

NOT LIMITED TO 16 selecting ballots for the random test, observing the recounting of ballots, and 17
certifying the results.

[this is a limiting interpretation of statute unless it means to be a partial
description- but a more fair interpretation of statute would not be attempting to limit

the function to these three minor items.]
18 413:3-10.2.3 If the board identifies a discrepancy in the Statement of Ballots, the Board 19 may review the
particular ballots at issue to identify, correct, and account for

the error.

[the canvass board should be able to access any ballot, particularly during a

recount.]
21 41.3-4-10.2.4 The canvass board may not perform duties typically reserved for election 22 judges, including:

23 (a) Determining voter intent;
24 (b) evaluating voter eligibility; and
(c) Requesting new logs or reports that were not created to conduct the election.

[These three rules are intended to limit the canvass board function to a point where
it may not be able to ascertain the accuracy of the election, and hence cannot
certify the abstract of the vote. Who provides the authority for escalation of
determinations of voter intent, voter eligibility and who may request logs that were
not already created? This is a step to take the election authority away from the
citizens and give it to the election official who benefits from the outcome of the
election.]

26 41-4-10.3 Detailed Ballot Log

27 41:4-1-10.3.1 The designated election official must keep a detailed ballot log that 28 accounts for every ballot



issued and received beginning when ballots are 29 ordered and received. The election judges must reconcile the log

at the
conclusion of each workday.

31 413-4-2-10.3.2 The designated election official must keep and reconcile daily logs of 32 mail-in, mail, and early
voting ballots.

33 414.3-10.3.3 The designated election official must indicate in the detailed log the 1 number of paper ballots that
are sent to each polling location for use on election 2 day.



341:4.4-10.3.4 The designated election official must keep required logs in either 4 electronic or manual format.
41.5-10.4 Election Day Tracking Process

6 41-5-1-10.4.1 The designated election official must supply each polling location with a 7 Statement of Ballots
Form. Combined precincts may use one form. The form 8 must include a place for the judges to account for the
following information:

9 (a) The name or number(s) of the precinct or vote center;
(b) The number of ballots provided to the polling location; 11 (c) The
number of ballots cast; 12 (d) The number of unvoted ballots; 13 () The number of damaged
or spoiled ballots; and 14 (f) The number of voted provisional ballots.

41.5:2-10.4.2 The election judge must reconcile the total number of voted ballots with 16 the number
of voters who voted.

17 41.5:3-10.4.3 The election judge must verify that the total number of voted ballots, 18 spoiled or damaged
ballots, provisional ballots, and unvoted ballots is the same 19 as the number of total ballots supplied to the polling
location.

41.5:4-10.4.4 The election judge must reconcile the number of people who signed the 21 pollbook to
the total of the number of ballots cast.

22 41.5:5-10.4.5 If there is a discrepancy in the numbers on the Statement of Ballots form, 23 the judge must explain
the discrepancy in writing (for example, the voter signed 24 in but left the polling place without voting, etc.).

41.5.6-10.4.6 The judge must return the completed Statement of Ballots form to the 26 designated
election official with the other precinct supplies and mail a duplicate 27 copy to the designated election official’s
office.

28 41.6-10.5 Designated Election Official’s Disposition of Forms

29 41.6:1-10.5.1 The designated election official must review the Statement of Ballots form for completion and
accuracy.

31 41.6-2-10.5.2 If the designated election official or the canvass board discovers a problem 32 with the Statement
of Ballots form that cannot be easily resolved, they may 1 contact the election judges for an explanation or correction.



2 43-7-10.6 Procedures for the Day of the Canvass

3 41.71-10.6.1 The designated election official must provide the following information to 4 the canvass board:
(a) The name of each candidate, office, and votes received,

[should include undervotes and overvotes]

6 (b) The number/letter of each ballot issue or question and votes received; 7

[should include undervotes and overvotes]

(b) The number of voters who voted early; 8 (d) The number of mail-in or mail ballots cast,
[old language here]

(c) including the number accepted 9 and rejected; and

(e) The number of provisional ballots counted.
11 437.2-10.6.2 Any written documentation regarding official numbers is included as part 12 of the canvass.
13 41.8-10.7 Official Abstract

14 41-8:1-10.7.1 The designated election official must include the number of eligible voters on election day on the
official abstract.

16 41-8:2-10.7.2 The canvass board must use the official abstract in a format approved by 17 the Secretary of State.

18 41-8:3-10.7.3 The official abstract must include, by precinct/ballot style or vote center, 19 where applicable:

[reports by vote center (old language) may violate the anonymity of some voter

intent however reports by precinct would not]
(a) The statement of votes counted by race and ballot question or issue;

21 (b) The total active registered electors in the precinct and the total for the 22 jurisdiction holding the election;
23 (c) The total number of electors voting in each precinct and the total for the 24 jurisdiction holding the election;
(d) The number of voters who voted early; 26 (e) The number of emergency registrations;

27 (f) The number of mail-in or mail ballots counted and the number rejected; 28 (g) The number of provisional

ballots counted and the number rejected listed by 29 each rejection code; and



1 (h) The number of damaged and spoiled ballots.
2 41.9-10.8 The Abstract is the Official Permanent Record.

3 41.9:1-10.8.1 The designated election official must keep all official canvass reports and 4 forms as part of the
official permanent election record.

41.9.2-10.8.2 Once the canvass board certifies the abstract it may not withdraw the 6 certification. In
the event of a recount, the canvass board may only affirm or 7 amend the abstract.

8 4116-10.9 Appointment of Canvass Workers.

10.9.1 The designated election official may appoint canvass workers to help prepare and conduct the canvass. 11
4111-10.10 Voter History. 12 41:11-1-10.10.1 After the canvass, the designated election official must give credit 13
to each voter who votes by mail, at an early voting site, or at a polling location. 14 43-21.2-10.10.2 If the voter
history records do not match the number of voters who voted at that election, the designated election official must
ensure the following: 16 (a) Each voter received credit for voting; and 17 (b) All pollbooks and signature cards are

accounted for.
18 43-11.3-10.10.3 All research concerning discrepancies must be explained and 19 documented.
4112-10.11 Written Complaints.

21 10.11.1 The designated election official must provide the canvass board with any written 22 complaint submitted
by a registered elector about a voting device.

[limiting complaints to a “voting device” is unreasonable, even if this is the language

in statute]
23 4112.1-10.11.2 If the complaint is resolved, the designated election official must provide 24 the details of the
resolution

41122 10.11.3 If the complaint is pending resolution when the board meets to conduct 26 the
canvass, the designated election official must provide a proposal for how the 27 issue will be resolved.

28 41-13-10.12 Role of Watchers.
chers appointed under section 1-10.5-101(1)(a), C.R.S., may observe the board while it performs its duties, subject to Rule 8.

31



1 4114-10.13 Role of the Secretary of State. 2
3 10.13.1 As part of the Secretary’s duties under section 1-1-107, C.R.S., the Secretary may 4 provide guidance
and investigate imperfections as outlined below.

6 41-14-1-10.13.2 The county clerk and recorder or the canvass board may request 7 that the Secretary of State
provide guidance and support to the canvass board in 8 the exercise of the board’s duties. 9
4114.2-10.13.3 If, in the course of assisting a canvass board, the Secretary of State 11 discovers an
imperfection that the Secretary believes may affect the conduct of 12 other canvass boards, the Secretary may
provide notice to other counties 13 regarding the nature of the imperfection. 14
4114.4-10.13.4 Imperfect returns or failure to certify. 16 17 (a) If the canvass board fails to certify or
certifies imperfect returns that have 18 no reasonable potential to change the outcome of any race or ballot 19
measure, the Secretary of State and county clerk must certify the election and order recounts, if any, in accordance
with Part 1, Article 11 of Title 1, 21 C.R.S. 22 23 (b) If the canvass board fails to certify or certifies imperfect
returns that have 24 a reasonable potential to change the outcome of any race or ballot measure, the Secretary of
State will conduct an investigation to identify 26 the nature of, and advise the county clerk and recorder in
correcting, the 27 inaccuracy.

[this rule suggests that the county clerk has sole responsibility for correcting the

inaccuracy- yet the canvass board is the more appropriate authority.]
28 [Current Rule 41 moved to new Rule 10 Amendments between the current and new rule 29 language are shown
above.]

14.3-10.14 RECOUNT GENERALLY.

31 10.14.1 The purpose of a recount is to RE-TABULATE THE BALLOTS. review the ballots to 32 assure-they-were-
counted-properly—Unless directed otherwise by the Secretary 6f 33 Stateall-proceduresof electionnight shall-he-
folowed-as-closelyaspossible-34 during-the recounttnchudingan-examination-of the balots—

10.14.2 FOR STATEWIDE OR FEDERAL RACES, BALLOT ISSUES OR BALLOT QUESTIONS, THE 36
COUNTY CLERK AND RECORDER MUST COORDINATE SCHEDULING THE RECOUNT 37 THROUGH THE SECRETARY OF
STATE’S OFFICE SO THAT IT CAN ENSURE ADEQUATE 38 OBSERVER COVERAGE.

39 10.15 RECOUNT COST ESTIMATES AND REIMBURSEMENTS

10.15.1 A COUNTY MUST SUBMIT A REQUEST FOR REIMBURSEMENT FOR A MANDATORY 41 RECOUNT
IN A STATEWIDE OR FEDERAL RACE USING THE SECRETARY OF STATE 1 APPROVED FORM. THE COUNTY MAY NOT
REQUEST REIMBURSEMENT FOR MEALS 2 OR NORMAL OVERHEAD COSTS OR REGULAR EMPLOYEE COMPENSATION.
THE 3 COUNTY MUST INCLUDE ITEMIZED COSTS FOR REASONABLE EXPENDITURES, 4 INCLUDING:



5 (A) MAILINGS AND NOTICES;

6 (B) ELECTION JUDGES, TEMPORARY STAFF, CANVASS BOARD PAY, AND 7 OVERTIME PAY; AND
8 (C) COPIES AND OTHER OFFICE EXPENSES RELATED TO THE RECOUNT.

9 10.15.2 REQUESTED RECOUNTS

10 (A) THE COUNTY CLERK MUST PROVIDE A COST ESTIMATE IN ACCORDANCE 11 WITH SECTION 1-10.5-106,
C.R.S., UPON SUBMISSION OF A FORMAL 12 REQUEST FOR A RECOUNT.

13 (B) IN PREPARING A COST ESTIMATE FOR A REQUESTED RECOUNT, THE COUNTY 14 MUST USE THE SECRETARY
OF STATE APPROVED FORM. THE ESTIMATE MUST 15 INCLUDE REASONABLE ITEMIZED COSTS FOR CONDUCTING
THE RECOUNT. 16 THE COUNTY MAY NOT REQUEST REIMBURSEMENT FOR NORMAL OVERHEAD 17 COSTS.

18 (C) ANY OTHER COSTS AGREED TO BY THE REQUESTING PARTY.

19 (D) THE COUNTY CLERK MUST SUBMIT A COST ESTIMATE TO THE SECRETARY OF 20 STATE WHEN THE CLERK
PROVIDES IT TO AREQUESTING PARTY.

21 10.16 IN ACCORDANCE WITH SECTION 1-10.5-107, C.R.S., AND RULE 10.2.2(D), THE CANVASS 22 BOARD’S
ROLE IN CONDUCTING A RECOUNT INCLUDES SELECTING BALLOTS FOR THE TEST, 23 OBSERVING THE RECOUNTING
OF BALLOTS, AND CERTIFYING THE RESULTS.

[statute says simply the canvass board conducts the recount. These three minor
items above are not representative of the intent of the statute. The intent of the
above rule appears to be to remove responsibility from the canvass board, and this
is inappropriate. It would be more helpful to fill out more of the necessary role of
conducting a recount.]

[ citation 1-10.5-107. Canvass board to conduct recount

(1) Any county clerk and recorder or governing body required to conduct a recount shall arrange to have
the recount made by the canvass board who officiated in certifying the official abstract of votes cast. If
any member of the canvass board cannot participate in the recount, another person shall be appointed in

the manner provided by law for appointment of the members of the original board. ]

24 14.4-10.17 General-Provisions-\WATCHERS AND OBSERVERS

25 14-41-10.17.1 The Secretary of State may have-APPOINT an official observer atevery-26 recountlocation-IN ANY
RECOUNT.

33 1443 10.17.2 Each candidate—his-or-herwatcher—OR THE CANDIDATE’S WATCHER, 34 members-ofthe -media



OBSERVERS, and official observers as-defined--Rule-8-1, 35 may be present in-thereom-wher-a-AND WITNESS THE
recount is-conducted-IN 1 ACCORDANCE WITH RULE 8. During the recount the candidate, watcher, 2 members-of-the

media-and-official observers may-notinterfere with-the recount-3 process.



4 1444 10.17.3 The recount board, candidates, AND watchers—members-of the media—and
official-observerswill-MUST take an oath.

6 10.17.4 COMPLAINTS. A WATCHER MAY SUBMIT A COMPLAINT IN WRITING TO THE 7 COUNTY CLERK. WRITTEN
COMPLAINTS DURING A RECOUNT WILL BE ADDRESSED 8 IN ACCORDANCE WITH RULE 4

910.18 TESTING

10.18.1 THE CANVASS BOARD MUST REVIEW THE POST-ELECTION AUDIT BEFORE 11 SELECTING THE
EQUIPMENT FOR TESTING UNDER SECTION 1-10.5-102, C.R.S. TO 12 THE EXTENT FEASIBLE, THE BOARD MUST
SELECT EQUIPMENT FOR TESTING THAT 13 WAS NOT INCLUDED IN THE POST-ELECTION AUDIT.

14 10.18.2 THE COUNTY CLERK MUST TEST ALL SCANNERS THAT WILL BE USED IN THE
RECOUNT. THE PURPOSE OF THE TEST IS TO ENSURE THAT THE TABULATION 16 MACHINES
ARE COUNTING PROPERLY.

17 (A) THE TEST DECK MUST INCLUDE 50 BALLOTS OR 1% OF THE TOTAL NUMBER 18 OF BALLOTS CAST IN THE
ELECTION, WHICHEVER IS GREATER, EXCEPT THAT 19 THE TOTAL NUMBER OF BALLOTS TESTED MAY NOT EXCEED
THE TOTAL

NUMBER OF BALLOTS TESTED IN THE LOGIC AND ACCURACY TEST BEFORE 21 THE
ELECTION. THE BALLOTS MUST BE MARKED TO TEST EVERY OPTION FOR 22 THE RACE OR MEASURE THAT WILL BE

RECOUNTED

[In order for the recount to be significantly more accurate than the original count,
especially without executing it as a hand count, these tests will have to be much
more sensitive to error- 1% of ballots is insufficient, as is the number of ballots used
in the original LAT. The number of ballots to be tested should not be capped but
rather adjusted to the circumstances of the margin of the certified results. The
reason is that we want the devices used for retabulation to be demonstratively as or
more accurate than devices used for the original count but also accurate enough to
accommodate a very close election margin. A 50 ballot test or even 1% is simply
not a sufficient sample to gain confidence in equipment expected to determine an
outcome with a narrow margin. Experts in election statistics should be consulted in
setting these standards.]

23 (1) IN A MANDATORY RECOUNT, THE CANVASS BOARD MUST SELECT THE 24 BALLOTS TO BE TESTED FROM THE
[BALLOTS VOTED IN THE ELECTION. SELECTION SHOULD BE SURE TO INCLUDE
POORLY MARKED OR OTHER EXCEPTIONAL BALLOTS> [ delete PRE-ELECTION PUBLIC

LOGIC AND
ACCURACY TEST DECK.

26 (2) IN AREQUESTED RECOUNT, THE PERSON REQUESTING THE RECOUNT 27 MAY MARK UP TO 25 BALLOTS. ANY
OTHER CANDIDATE IN THE RACE 28 MAY ALSO MARK UP TO 25 BALLOTS. THE CANVASS BOARD MUST 29
RANDOMLY SELECT BALLOTS FROM THE PRE-ELECTION PUBLIC LOGIC

AND ACCURACY TEST DECK TO ENSURE THE MINIMUM NUMBER OF 31 TEST

BALLOTS REQUIRED BY THIS RULE. ]



[the idea of marking new test ballots or selecting the old LAT ballots before a
recount is absurd. Of course the test before recount uses the live election ballots-
preferably ballots with a substantial representation of poorly marked ballots to make
sure that the election will be accurately counted and that a hand count is not the
only way to get an accurate election result. Far safer to ensure accuracy is to
simply hand count the election for recount purposes.]

32 (B) SWORN JUDGES OR STAFF MUST HAND TALLY THE TEST BALLOTS FOR 33 COMPARISON TO THE TABULATION
RESULTS.

[no reason why sworn judges or staff must hand count the ballots selected but in
any case it is important that this hand count be accurate and totally independent of
the machine count of the same ballots. It is important that the ballots selected
represent the styles used in the contest and include the variations found among the
election ballots.]

34 (C) THE TEST IS LIMITED TO THE RACE OR MEASURE THAT IS RECOUNTED.

10.18.3 THE COUNTY CLERK MUST TEST THE VVPAT RECORDS FROM 1% OF THE DRES 36 THAT
HAD VOTES CAST FOR THE RACE OR MEASURE BEING RECOUNTED.



1 (A) SWORN JUDGES OR STAFF MUST MANUALLY VERIFY THE RESULTS ON THE 2 MACHINES SELECTED FOR THE
TEST.

[it is unclear what this test entails- a comparison of VVPAT to the electronic stored
cast vote record? If so it should say so here. Again 1% will be insufficient.]

3 (B) THE TEST IS LIMITED TO THE RACE OR MEASURE THAT IS RECOUNTED.
4 10.19 COUNTING OF BALLOTS

10.19.1 IN ACCORDANCE WITH SECTION 1-10.5-102(3)(B), C.R.S., IF THERE ARE NO 6 DISCREPANCIES
IN THE TEST UNDER RULE 14.6, THE RECOUNT MUST BE 7 CONDUCTED IN THE SAME MANNER AS THE BALLOTS
WERE COUNTED IN THE 8 ELECTION EXCEPT AS OUTLINED IN THIS RULE.

[If the test scope is large enough - sensitive enough to ensure accuracy sufficient to
deal with a narrow victory margin- then it can make sense to conduct a machine
recount, but preferably in a manner independent of anything in the original count
that may have affected the results incorrectly. Colorado statute may require
revision to bring sense to this provision.]

14.6.5-10.19.2 A clear audit trail shal-MUST be maintained throughout the recount including, but not limited to, a
log of seal numbers on transfer cases or baIIot 11 boxes a&deﬁned—m—seetren—l—?é%—G-R—& and the corresponding
numbered 12 seal nt-13 of balotswithin-
that-FOR EACH transfer case or ballot box.

14 [Current Rule 14.6.5 is amended and moved to new Rule 10.19.2. Amendments between the
current and new rule language are shown above.]

16 10.19.3 BALLOTS MUST BE REVIEWED FOR VOTER INTENT USING THE STANDARDS IN RULE 17 18.

18 (A) EVERY BALLOT WITH AN OVER-VOTE OR UNDER-VOTE IN THE RACE(S) OR 19 MEASURE(S) SUBJECT TO THE

RECOUNT MUST BE REVIEWED FOR VOTER
INTENT USING THE SAME GUIDELINES THAT WERE USED DURING THE 21 ELECTION.

[this makes no sense if the guidelines used during the election did not reflect true
voter intent. A voter intent standard must apply here to achieve an accurate

recount.]

22 (B) THE JUDGES CONDUCTING THE VOTER INTENT REVIEW MAY RESOLVE THE 23 INTENT DIFFERENTLY THAN
THE JUDGES IN THE ELECTION.

[ves, thanks for this provision- the previous rule made no sense at all.]
2410.19.4 TO RECOUNT BALLOTS ON OPTICAL SCANNERS:

(A) IF THE ORIGINAL COUNT METHOD WAS CENTRAL COUNT, THE COUNTY MUST 26
CREATE ANEW ELECTION DATABASE.

27 (B) IF THE ORIGINAL COUNT WAS BY PRECINCT COUNT, THE COUNTY MUST USE 28 ONE OR MORE BLANK PROM
CARTRIDGES, ROM CARTRIDGES, OR MEMORY 29 CARDS.



[here is where the definition of central vs precinct count will become important- and
it is not a particularly careful definition]

(C) ALL PRECINCT BALLOTS MAY BE TABULATED CENTRALLY REGARDLESS OF 31
WHETHER PRECINCT OR CENTRAL TABULATION WAS USED ON ELECTION DAY.

[election day does not exist- ballots may be tabulated for 15 days prior to the first

deadline for return of ballots.]
32 [Potions of Current Rules 14.6.9 — 14.6.12 are moved to new Rules 10.19.3 and 33 10.19.4]

3410.19.5

N
.‘-A'= i I =.A

procedures: TO RECOUNT BALLOTS USING “BALLOT Now™”:



3 (A) BACK UP THE OFFICIAL ELECTION DATABASE.

4 (aB) Open Ballot Now with an unused MBB—{Mobile Ballot Box}-from the election and create a Ballot Now
recount database.

6 (bC) Scan and resolve all recount ballots felewing-original-electionprocedures-7 ACCORDING TO THIS RULE 14.
9 ensure-that resolution-action

(d) Save all recount CVRs (Cast Vote Records) to the MBBs (Mebie-BaHot-11 Bex)-after
verifying that the number of ballots processed matches the 12 number of ballots cast in the recount contest{s).

13 (e) Open a new recount election in “Tally”” and process the recount MBBS 14 following the tabulation procedures
above.

(f) Compare recount results to original results and document any differences.

16 (g) Backup the test database and the official recount database foHewing-the-17 “Archive procedures.

18 [Portions of current Rule 14.7.1 and 14.7.2 are moved to Rule 10.19.5. Current 19 Rule 14.7.3 is amended and
moved to new Rules 10.19.5. Amendments are
shown above.]

21 10.19.6 TO RECOUNT BALLOTS BY HAND COUNT.

22 (A) IF THE TABULATION OF THE ORIGINAL COUNT WAS CONDUCTED BY HAND 23 COUNT, THE RECOUNT MUST
BE CONDUCTED BY HAND COUNT.

24 14.5:4 (B) Ballots shalH-MUST be counted nte-groups-IN BATCHES of 25 to
ensure that the number of ballots recounted matches the number originally 26 counted.

27 3455 (C) Votes shalbMUST be counted by individual hash marks in 25-count 28 sections by two different judges.

29 [Current Rules 14.5.4 and 14.5.5 are amended and moved to new Rules
10.19.6(a) and (b). Amendments between the current and new rule language are 31 shown
above.]

32 10.19.7 FOR TABULATION OF DRES, IF THERE ARE NO DISCREPANCIES IN THE TEST UNDER 33 RULE 14.6, THE
COUNTY CLERK MUST UPLOAD THE MEMORY CARDS.



110.19.8 TABULATION OF BALLOTS CAST BY ONE METHOD MUST BE COMPLETED THROUGH 2 A
PRECISE, CONTROLLED PROCESS THAT ENSURES EACH CONTAINER OF BALLOTS 3 IS RECOUNTED,
RESEALED, AND RETABULATED BEFORE TABULATION OF THE NEXT 4 METHOD BEGINS. EXCEPT
THAT, IF MAIL-IN BALLOTS WERE ORIGINALLY COUNTED WITH EARLY VOTING BALLOTS, THE
RECOUNT MUST BE CONDUCTED IN THE SAME 6 MANNER.

7 14-6:6-10.19.9 The number of ballots counted by aMETHOD AND precinct according to the 8 election-right-report
shal-FINAL RESULTS FOR THAT RACE OR MEASURE MUST be 9 available during the recount for comparison
purposes.

[Current Rule 14.6.6 moved to new Rule 10.19.9. Amendments between the 11 current
and new rule language are shown above.]

12 10.20 CANVASS AND REPORTING RESULTS

13 14.6-7-10.20.1 Totals of recounted ballots shal-be-processed;—counted—anrd-MUST BE 14 reported in summary
form as follows:

(a) Sum total of votes cast for each eandidatebaHotissue-orbalot-question-16 subjectte

the-recount-RACE OR MEASURE RECOUNTED, under-votes, and over17 votes for all precincts;

18 (b) Sum total of votes cast for each-candidate,balot-issue-or-ballot-question-19 subject-to-the recount-RACE OR

MEASURE RECOUNTED, under-votes and over-

votes for all mail-in ballots {(a-combined-total—hot-totaled-by-individual-21 precinets-or

22 (c) Sum total of votes cast for each-candidatebaHotissue-orballot-gquestion—23 subject-to-the-recount-RACE OR

MEASURE RECOUNTED, under-votes, and over24 votes for all early voting locations (a combined total, not totaled by

individual precinct or locations, unless the voting system so allows);
26 (d) Determine-the-THE grand total of ballots cast in early, mail-in, and precinct 27 voting.

28 (E) THE TOTALS MUST BE A COMBINED TOTAL, NOT TOTALED BY INDIVIDUAL 29 PRECINCTS OR LOCATION,
UNLESS THE TABULATION SYSTEM ALLOWS.

[this is written poorly- we want precinct results (not location) in order to verify the
relative accuracy of the two election counts. Discrepancies in specific precincts can
be investigated. Reporting by location is likely to cause privacy problems as

reporting by method may also.]

[Current Rules 14.5.1 and 14.6.7 are amended and moved to new Rule 10.20.1. 31
Amendments are shown above.]

32 10.20.2 IN ACCORDANCE WITH SECTION 1-10.5-107, C.R.S., AND THIS RULE 10, THE 33 CANVASS BOARD MUST
AMEND, IF NECESSARY, AND RE-SUBMIT THE ABSTRACT OF 34 VOTES CAST.

Rule 11. Rules-Cencerning-Voting Systems



111.1 Voting system access.

1122 11.1.1 Any-election-setup-materials-shal-be-stored-by-The county clerk and recorder MUST SECURELY STORE
ELECTION SETUP RECORDS under-securitywith-6 access limited-to-the person-orpersons-so-authorized-H-writing-by-

the-county-7 clerk-and-recorder—~NO PERSON MAY ACCESS THE RECORDS WITHOUT THE CLERK’S 8 WRITTEN
AUTHORIZATION.

[this is written too broadly and will have the effect of limiting oversight that would
help find errors and omissions.]

[My 8/7/2013 comments end here for lack of time. Sorry but the rest of the document
will have to wait. Harvie Branscomb]

11.2.3-11.1.2 Employees of the-county-clerk-andrecerder-who are authorized by the county clerk and recorder to
prepare or maintain the voting system or election 11 setup materials-shall-RECORDS MUST be deputized by-the-

eeum_y-ele.d(—and-lz Feeer-der—for this specmc purpose a-nd—SO—SWGI’-n—pHGI’—tO—BEFORE the first-election. 13 efthe-

such-employeas 2?2 pner—teJthe—ﬂ%t—eleeﬂenef—the—year—lN ACCORDANCE WITH SECTION 24-72-305.6, 23 C.R.S.,

ALL PERMANENT AND TEMPORARY COUNTY STAFF AND ALL VENDOR STAFF 24 WHO HAVE ACCESS TO THE VOTING
SYSTEM OR ANY VOTING OR COUNTING EQUIPMENT MUST PASS THE CRIMINAL BACKGROUND CHECK DESCRIBED IN

RULE
26 6.4.

electromechanlcal votmg systems or electronlc vote tabulatlng 38 equment—'Fhe—vender—shal—LmeAde—
the-criminal-history-checkICHG to-the 39 county-clerk-and-recorder-once percalendaryearfor-such-
employeespriorto-the-firstelectionof the year—



1 11.2 Performance Bond.

2 11.2.1 Effectiveupon-the-date-of-the-adoption-of-thisrule—~A voting system provider or 3 service provider that
provides-election-setup-or-tabulation-servicesto-one-or-more-4 counties-shal-MuUsT:

(a) Provide-the-services-by-ENTER INTO A written contract, AND FILE a copy of-6 which-shall
be-kept-on-file-with the county clerk and recorder and the 7 Secretary of State.

8 (b) Post a performance bond, executed by a corporate surety licensed to 9 transact business in the
State of Colorado. The county under contractual obligation with the veting-system-provider or
service provider that 11 provides-election-setup-or-tabulation-services-shal-MUST be designhated-as-
12 the NAMED beneficiary efthe-bend;-and. THE BOND AMOUNT MUST BE THE 13 GREATER OF
$10,000 OR THE FULL AMOUNT OF THE CONTRACT WITH THE 14 BENEFICIARY COUNTY AND THE
BOND MUST BE ON FILE 30 DAYS BEFORE WORK STARTS.

16 (c) Provide proof thata-OF THE performance bond has-been-pested-with-TO the 17 Secretary of State and the office
of the designated election official 18 COUNTY CLERK AND RECORDER. Fhe-amount-of the-bond-shal-be-the-19

greater of either $10,000 or the full amount of the contract with the beneficiary-county—

28 11.3 Voting System Inventory.

esignated election official shaH-MUST maintain an inventory record for each electronic vote-tabulating device used in an
election. Sueh+ecords-shal-THE 31 RECORD MUST include, but retbe-1s NOT limited to, the manufacturer, make, 32
model, serial number, hardware/firmware/software version or release number, 33 hash value documentation where
applicable, date of acquisition, descrlptlon of 34 any services, repalrs maintenance, upkeep, and version upgrades,
and the dates efpe 3 3 es-THE 36 SERVICES WERE
PERFORMED.

37 11.3.2 IF THE INVENTORY IS IN ELECTRONIC FORMAT, IT MUST BE EXPORTABLE TO A 38 COMMA SEPARATED
(CSV), EXCEL SPREADSHEET (XLS OR XLSX), OR QUOTE OR 1 TAB QUOTE OR TAB SEPARATED (TXT) FILE
BEFORE DELIVERY TO THE SECRETARY 2 OF STATE.



311:4.2-11.4.3 The designated election official shaH-MUST furrish-FILE THE INVENTORY 4 WITH the

Secretary of State with-an-extract-orcopy-oftheinventoryy NO LATER THAN 10 DAYS BEFORE THE
ELECTION for use in the Logic and Accuracy Test and 6 the Post-Election Audit Test. Fhereguirements-

al-9 scanner or DRE), AND specific

11 (c) Inventories maintained in electronic format shall be exportable to an 12 industry—standard—fHe-type—ecomma
separated (CSV), excel spreadsheet 13 (XLS OR XLSX), or Quote or Tab separated (TXT) file prior to electronic 14
(d) The designated election official shall send the inventory list to the 16 Seeretaryof
State soffice notess thanten 0  davs priorto-anclectionto-17 the attention-of the Voting Systems-
Speera%t—anenter—y—les—#wbe—sent—lS BY MAIL, E-MAIL, OR FAX. in one of three means: E- mall 19

- e 'I : 1 : 5 . olict o
Glas&ZZ Mail to Colorado Department of State/Attn: Voting Systems 23 Speemhs#l—l@@-Bmadway—Saﬁe—
270{Denver-CO—80290—

24 11.4 Moting-System-Testing—

1151 THE CLERK MUST PERFORM A HARDWARE DIAGNOSTIC TEST, A LOGIC AND 26 ACCURACY

TEST, AND A POST-ELECTION AUDIT TEST. Fhree-types-of-voting-system-27 testing—shal-be-performed-foreach
electionwithin-ajurisdiction-The three tests 28 are

29 e A Hardware Diagnostic Test;

e A Logic and Accuracy Test (LAT); and
31 e A Post-Election Audit Test.
32 11.5:2-11.4.1 Hardware Diagnostic Test

33 115:21-(a) The county clerk and recorder shall-commenee-MUST PERFORM the 34 Hardware Diagnostic Test
prior-te-BEFORE the election ON EACH

DEVICE THAT THE CLERK WILL USE IN THE ELECTION, INCLUDING 36 SPARE
OR BACK UP DEVICES. THE TEST MUST INCLUDE THE



1 FOLLOWING DEVICES AND PROVIDE THE FOLLOWING INFORMATION: 2 and-aHew-tine-foreach-
electronicvoting-device-withinthe-county 3 to-be tested-Each-device being-used-in-the-election-
including-units-4 identified-as-spare-or-backup-units-—shall-be tested-to-verify-that- mechanical
components are working correctly. This test shall 6 ireludebut-nretbetHmited-tothefollowingtests—

7 (&-(1) All input and output devices;
8 {b)-(2) Communications ports;
9 {6)-(3) System printers;
{e)-(4) System modems when applicable; 11 {e)}(5)
System screen displays; 12 {§-(6) Boot performance and initializations; 13 {g)-(7) Firmware
loads; 14 {h)-(8) Software loads;

5-(9) Display of firmware OR software hash value (MD5 or SHA16 1) when
possible;

17 {-(10) Confirmation that screen displays are functioning; and
18 (k)-(11) Date, time and calibration of systems.

19 11.5:2.2-(b) THE CLERK MUST SEAL each device tested-shal-be-sealed-upon the

successful completion of the test AND RETAIN documentation of the 21 seal
information and all records from-testing-must-be-maintained-22 foreach-device-IN ACCORDANCE WITH SECTION
1-7-802, C.R.S.

23 11.5:3-11.4.2 Logic and Accuracy Test. Fhe-desighated-election-official-shal-conducta-24 Logic-and-Accuracy-
i he followi . .

11.5:3-3-(a) The designated election official shal-MUST create a Testing Board 26 eensisting-
of at least two persons ONE REGISTERED ELECTOR 27 AFFILIATED WITH THE MAJOR POLITICAL PARTIES, AS
DEFINED IN 28 SECTION 1-1-104(22), C.R.S., AND one REGISTERED ELECTOR from 29 each OTHER major political
party, IF APPOINTED. TESTING BOARD 30 MEMBERS MUST BE REGISTERED TO VOTE IN THE COUNTY.

31 11532 (b) Prierto-the-commencement-of-voting-The designated election 32 official sha-MUST conduct the

public Logic and Accuracy Test 33 BEFORE VOTING.



1 31.5:3:3-(c) The DESIGNATED ELECTION OFFICIAL MUST ENSURE THAT THE Logic 2 and Accuracy Test
shal-be-IS open to representatives-ofthe-press-3 and-THE MEDIA AND the public to the extent allowable
and-pursuant-4 to-IN ACCORDANCE WITH section 1-7-509(2)(b), C.R.S. The designated election official
may limit the number of 6 representatives from each group te-accommedatefor-BECAUSE OF 7 space
limitations are-OR other considerations.

8 11.5:3:4-(d) TestingBoard Test Ballots—In-preparationfor the Logicand-9 Accuracy Test-The
designated election official shal-MUST provide te-each-memberoftheTesting-Board:-at least
twenty-five{25)-25 11 CLEARLY-MARKED TEST ballots that are clearly marked as test 12 balets-TO

EACH TESTING BOARD MEMBER to-be-used-for-the-Logic-13 and-AccuracyTFest.

14 11.5:3:5-(e) Fhe-membersofthe Testing Board MEMBERS shal-MUST secretly
vote their pesitioR-BALLOTS IN ACCORDANCE WITH THE 16 INSTRUCTIONS
PRINTED ON THE BALLOTS and retain a record of the 17 tally. eftheitest-votes. The test ballots shal-MUST have a

known 18 predetermined outcome by the members of the Testing Board’s 19 secret vote and tally. Of the

twenty-five 25 test ballots, two shal—
MUST be tested as audio ballots where applicable.

21 11.53.6-(f) CeuntyTest Ballots—In-preparationfor-the-Logicand-Aceuracy-22 Fest—The designated election
official shal-MUST prepare a 23 sufficient number of test ballots that represent every precinct 24 which-shal-
include-AND every ballot style, allow for a sufficient

number of ballots to mark every vote position for every candidate 26 on every
race including write-in candidates, allow for situations 27 where a race may permit an elector to vote for two or
more 28 positions WHERE APPLICABLE, and include overvotes and 29 undervotes for each race.

11.5:3:7(g) The testbalotsshall TESTING BOARD MUST be-tested-TEST THE 31
BALLOTS on each type of voting device utilized-USED in a-given-32 THE election and each methed-of-
€6uRtHAg-—TYPE OF BALLOT 33 INCLUDING Fhe-tests-shall-nclude-testing-of-mat-in-baHoet-counting-34
metheds, election day counting methods MAIL, REGULAR, provisional, balet, counting-methods, early-
voting-counting-36 methoeds-and audio ballots, if applicable.

37 11:5:3:8-(h) Conducting the Test.

38 11-5:3-8-1-(1) The designated election official and Testing Board shal-39 MUST observe the tabulation of all test
ballots by-means-of-

the-voting-device—and compare the tabulation with the 41 previously
retained records of the test vote count Fhe-cause-1 6£-AND MUST CORRECT any discrepancies shat-be-cerrected-2

priorto-the-start-of BEFORE Vvote tabulation.



3 11.5:3:8-2(2) Priorto-the-start-oftesting—THE DESIGNATED ELECTION 4 OFFICIAL MUST aH-devices-
used-will-have-the-public-counterreset THE PUBLIC COUNTER t0 zero ON ALL DEVICES, and 6 PRESENT

ZERO TAPES presented-to the Testing Board for 7 verification. For any device capable of producing OR
8 VERIFYING the trusted build hash value (MD5 or SHA-1) of 9 the firmware or software, the
DESIGNATED Election Official shal-MUsT verify and document the accuracy of the value 11 te-be-
included-with-the-recerds-for the device.

12 11.5:3-8-3-(3) THE DESIGNATED ELECTION OFFICIAL MUST MAKE an 13 appropriate number of voting devices
will-be-available and the 14 Testing Board may witness the reeessary-programming and/or

downloading of memory devices necessary to—FOR THE test. the-16 speciic
precincts—

17 11.5:3-84-(4) The Testing Board and designated election official erhis-6r-18 her-desighated-deputized-clerks—as
necessary-shal-MUST count 19 the test ballots as follows:

(2) All Testing Board Member test ballots shall be 26 counted
individually with reports generated to 27 verify-the-machine-count-to-the-predetermined-hand-28 tally.

29 (b Precinct Count Ballots {Optical-Sean-and DRE)—

{1} The Testing-Board-shall randomly-select 20% but-31 not more than
10 ballots representing unique 32 preeinetsfromtheTFesting Board s-test-ballots—

33 (2) Inthe event a selected precinct contains a 34 combination of DRE and Optical Scan voting
devices, the Testing Board shall decide on the 36 percentage-of

ballotsto-be counted-oneach type of 37 device-used for that precinct—



1 (3) The precinct specific county test ballots will be 2 added-to-the-testing-board-test-balotsto-be-counted-3 on-the
speem&ppeemet—de\%e—'me-tesung-beaﬁdA shall-manuathyverify the ballots to-be-counted-prior-5 to-any-machine
6 {4y The Testing-Board-shall-verify the manual-countto-7 the-voting-device count—

8 {e)-(A) Vote-Center-Count-Ballots—Optical Sear-SCANNERS:

9 (H-(1) AHtesting-board-THE TESTING BOARD test-baHots-10 shaH-MUST be-counted-COUNT TEST BALLOTS on at
11 least one, but not more than 5-FIVE voting devices, 12 WHICH MUST REPRESENT AT LEAST ONE DEVICE USED 13
AT A VOTER SERVICE AND POLLING CENTER, AND ONE 14 CENTRAL COUNT DEVICE. designated-for-\ ote-Center-15

Counting-and-have the predetermined-total verified-16 to-the-machine-total—

17 (1) THE TESTING BOARD MUST RANDOMLY SELECT THE 18 MACHINES TO TEST.

19 &-(n) AH-THE TESTING BOARD MUST COUNT THE BOARD’S 20 AND THE COUNTY’S test ballots-BALLOT

BATCHES 21 shaH-be-counted-individuatly-SEPARATELY AND 22 GENERATE REPORTS With-reports-generated-to verify
23 THAT the machine count 1S IDENTICAL to the 24 predetermined tally. ofthetest ballots—

25 (3) The testing board shall randomly select the 26 machines-to-be-tested—
27 {d)-(B) Vote-Center-Count-Ballots—DREs:

28 {1)-(1) AH-testing-board-THE TESTING BOARD MUST COUNT 29 THE test ballots shal-be-counted-on at least one,
but 30 not more than 5-FIVE DRESs. designated-for\ote-31 Center-Counting-and-have-thepredetermined-total-32

verified-to-the machine total—
33 (1) THE TESTING BOARD MUST RANDOMLY SELECT THE 34 MACHINES TO TEST.

35 (1) THE TESTING BOARD MUST IDENTIFY AND TEST TWO 36 BALLOTS AS AUDIO BALLOTS.



1 &-(v)AH-THE TESTING BOARD MUST COUNT THE BOARD’S 2 AND THE COUNTY’S test baHots-BALLOT

BATCHES 3 shall-be-counted-individuatly-SEPARATELY AND 4 GENERATE REPORTS with-reports-generated-to
verify 5 THAT the machine count IS IDENTICAL to the 6 predetermined tally efthe-test-baHots. FOR DRES 7 WITH

VVPAT DEVICES, THE TESTING BOARD MUST 8 MANUALLY COUNT THE PAPER RECORD TO VERIFY 9 THAT THE
PRE-DETERMINED TOTALS OF THE TESTING 10 BOARD AND COUNTY TEST BALLOT BATCHES MATCH 11 THE
VVPAT TOTAL.

12 (3) The testing board shall randomly select the 13 machines-to-be-tested—

14 {e) Early-\eting-and-Provisional Ballots Counted-on-Optical- 15 Scan-Devices—

16 (H-All-test-balots shall-be counted-on-at-least-onebut-17 not-more thanfive optical scan-devices designated-18
, I . isional_Ball ) 119 | I I inad L verif hine_20
totak—

21 Zr-Alest-ballots shall-be countedndhaduathwith-22 reports-generated-to-vertby the machinecount-tothe-23
predetermined-tally-of the-test ballots—

24 hEarly-Votingand-Provisional Balots Counted-onBDREs—

25 (1)-Alltestballots-shall- be-counted-on-at-least-one-but-26 not more than five, DREs designated for Early 27 Meting
or-Provisional Ballot Counting-and-have the 28 predetermined-total-verified-to-the machine total—

29 (2) All Testing Board Member test ballots shall be 30 counted individually with reports generated to 31 verify-the
machine-countto-the predetermined-tally-32 of the Testing Board-test-hallots—

33 11.5.3. 8 5 DREs equipped with V VPAT devices shall be manually 34 venﬂed—éby—ha%)—te—dete#mne—that—the




1 31.5:3:8-7(5) THE DESIGNATED ELECTION OFFICIAL MUST KEEP all test 2 materials, when not in use,
shal-be-kept-in a metal-DURABLE, 3 SECURE box with individual seals for each member of the Testing 4
Board. The designated election official may affix his or her own seal in addition to those of the Testing
Board. The designated 6 election official shal-MUST be the custodian of the box or boxes 7 but shal-MAY
not open andfor use the test materials outside of the 8 TESTING BOARD’S presence. ef-theFesting-Board—

STING BOARD MUST WATCH THE DESIGNATED ELECTION OFFICIAL RESET AND SEAL EACH VOTING 11 DEVICE.

12 11.5:3-8-8-(7) The Testing Board and the designated election official shall-13 MUST sign a written statement
attesting to the qualification of each 14 device that-was-successfully tested, the number of the seal attached

to the voting device at the end of the test, any problems discovered, 16 and
provide-any other documentation as-necessary to provide a full 17 and accurate account of the condition of a given
device.

19 the resetting and sealing of each

1154 11.4.3 Post-Election Audit

21 11541 (a) Withinfortyeight (48)-NO LATER THAN 48 hours e£-AFTER the 22 close of polls on election night,
the Secretary of State shal-MUST 23 notify the designated election official which voting devices and 24 which race

or races on the ballots have-been-selected-forauditing-

purposes WILL BE AUDITED based on the submitted hardware 26 inventory list
referred to in Rule 11.4.2.

27 115:4-2-(b) The selectioh-6f SECRETARY OF STATE WILL RANDOMLY SELECT 28 equipment wit-be-based on a
random selection of five {5)-percent 29 of precinct COUNT SCANNERS secannerbased-voting-eguipment, at

least one central count scannerfvete-center, and five {5)-percent of 31 Direct
Reecord-Electronic{BRE)-DRE voting devices.

32 11-5:4.3-(c) Purstantte-IN ACCORDANCE WITH section 1-7-514, C.R.S., THE 33 SECRETARY OF STATE MAY only
SELECT devices used in the 34 election. shal-be-selected-forthe-audit—

(d) THE SECRETARY OF STATE MUST RANDOMLY SELECT AT LEAST TWO 36 RACES
PER DEVICE FOR VERIFICATION TO ENSURE THAT EACH RACE 37 OR MEASURE ON THE BALLOT IS AUDITED IN
ACCORDANCE WITH 38 SECTION 1-7-514, C.R.S.



11.5:4.5-(e) For optical scanners used-for-the-purpose-of-counting-ballotsir-a-Central Count/vote center

environment as defined herein, the 11 designated election official shaH-MUsT randomly select EITHER OF 12 THE
FOLLOWING AMOUNTS BASED UPON THE TOTAL NUMBER OF 13 BALLOTS COUNTED:

14 (1) IF LESS THAN 500 BALLOTS WERE COUNTED, THEN A
MINIMUM OF 20 PERCENT OF THE BALLOTS COUNTED ON THE 16
DEVICE.

17 (2) IF 500 OR MORE BALLOTS WERE COUNTED, THEN A MINIMUM 18 OF 100 BALLOTS PLUS five {5)-percent OF
THE DIFFERENCE 19 BETWEEN THE NUMBER OF BALLOTS COUNTED AND 500, but

not more than 500. five—hundred (500)ballotsof all-the-21 ballots
counted on the specific audited device. If the 22 ameunt-ofballetsislessthanfive-hundred (500)-on-the-23 audited
device thena-mintmum-of twenty percent (20%)-of 24 the ballots counted-on-the-device-will-be-manually verified.—

(f) The DESIGNATED ELECTION OFFICIAL MUST RESET THE public 26 counter for that

THE voting device shall-bereset-to zero and 27 RECOUNT the ballots. shat-berecounted-on-the-voting-device—

28 (g) A-THE DESIGNATED ELECTION OFFICIAL MUST MANUALLY VERIFY 29 THE new report wit-be-generated-from

the electronic count. efthe—

31 (h) The DESIGNATED ELECTION OFFICIAL MUST SEAL THE ballots and a 32 copy of the report shal-be-sealed-in a
separate container. ane-33 secured—with-the remainder—of-theofficial-election—recordsfor-the-34 election. The

Secretary of State shall randomly select a minimuim

of two (2) races per device to be manually verified to ensure that 36 each
office, issue, and question on the ballot is audited in 37 accordance-with-section1—+514-C-R.S—

38 11.5:4.6-(i) For BirectRecord-Electronic- Devices{DREs) DRESs that-do-not-39 meet the requirements of section
1-5-802, C.R.S. WITHOUT A VVPAT, used-forany-function-of-counting-balotsinan-election;



1 the designated election official wi-MUsT manually verify the 2 image of all the ballots eertained-in the

Ballet-Log-orBalot-Audit-3 BALLOT LOG OR BALLOT AUDIT that were-counted-on-the-specific-4 THE device
COUNTED ALONG with the report generated for that speeifie-device at the close of polls. which-containsthe-

11.5:4.6-1-(1) For any device capable of producing OR VERIFYING the 11
trusted build hash value (MD5 or SHA-1) of the firmware 12 or software, the designated election
official shal-mMusT 13 verify and document the accuracy of the value to be 14 included with the
records for the device prior to conducting the audit.

16 31.5:4-7-(j) For DirectElectronicDevices (DRES) DRES that-WITH A VVPAT 17 do-meet-the requirementof
section 1 5802, C.R.S., used for any 18 function of counting ballots in-an election, after the close of the 19 polls,
the designated election official wih-MuUsT manually verify al-

of-the ENTIRE voter—verified-paperVVPAT record preduced-with the 21 report

generated for that speC|f|c dewce Whmh—ee%ﬂs—me—eleenen—zz summal:y—mpen—'Fhe—SeeFetaw—ef—State—shau
Fandemly—seleet—a—m m ified-t0-24 ensure-that-each-office;

26 11-5:4-71-(1) For any device capable of producing OR VERIFYING the 27 trusted build hash value (MD5 or
SHA-1) of the firmware 28 or software, the designated election official shaH-MusT 29 verify and document the
accuracy of the value to be

included with the records for the device prior to conducting 31 the
audit.

32 11.5:4.8-(k) AT LEAST TWO CANVASS BOARD MEMBERS MUST OBSERVE the 33 actionrs-ofthe-random audit. as
identified-n-this-section-are-to-be-34 observed by at least two members of the canvass board. The

designated election official may appeint—additional—deputized—36 clerks—to
assist WITH #n-thefunetions-of-the audit.

37 135:4.9-(1) If there are discrepancies in the audit, the Canvass Board or the 38 designated election efficial’s
deputized-clerksshall- OFFICIAL MUST:

39 11.5:4.9.1(1) First, manually verify the results as many times as
necessary-to-Confirm that there is no discrepancy in the 41 manual
count;



1 115492 (2) Second—Take any additional-steps as-necessary to check for 2 voter error, which shal-MUsT
include but IS not be-limited 3 to: overvotes, stray marks on the ballot, or other voter 4 intent indicia; and

11.5:4.9.3(3) Third, review the situation and Take ANY action as-6 necessary in accordance
with the Canvass Board’s powers 7 as set-ferth-DESCRIBED in part 1 of Article 10 of Title 1, 8 Colorado Revised
Statutes.

11.5:4.10-(m) Atal-timesrelevantto-the Post-Election-DURING THE audit, the designated election official erthe-

deputized-clerks or the Canvass 11 Board shal-MUST take-every-precaution-necessary-te-protect the 12
confidentiality of the-CAST ballots. cast-by-the-electors.

13 115411 (n) YUpencompletionof AFTER the audit, the designated election 14 official shal-MUST promptly report
the results ef-the-audit-to the

Secretary of State’s Ofﬁce by 5:00 PM ON THE LAST DAY TO 16 CANVASS.
The report shall MUST be submitted following the 17 :

ast-18 day-ofthe-canvass-The report shal-MUST contain:

19 (a)(2) The make, model, and serial number of the voting device-DEVICES that
was-audited-;

21 {b)-(2) The number of ballots originally counted by the-EACH 22 device or the number of ballots audited as
identified in 23 paragraph {e)-(4) of this section;

24 {e)-(3) The count of the specific race-er-races asprovided-on the
summary report printed at the close of polls or the report 26 generated
for the audit;

27 {()-(4) The count of the specific race-RACES as manually verified,;
28 {e)-(5) Any other information required by section 1-7-514, C.R.S.; 29 and

H-(6) The signature-CANVASS BOARD MEMBERS’ AND 31 DESIGNATED ELECTION

OFFICIAL’S SIGNATURES. efthe-32 canvass-board-and-the-designated-election-official.

33 11.5:4.12(0) The DESIGNATED ELECTION OFFICIAL MAY SEND THE report may-be-34 sent by REGULAR MAIL,

E-MAIL, OR FAX. any-of the followingthree-
' =36 County

Namber—Geumy—Name—POSLEEEGIIQN—AUDILQr—\Aa—N facsimile to: 303 869 4861 attn: Secretary of State,
Voting 38 Systems Specialist; or via First Class Mail: to Colorado 1 Department of State/ Attn: Voting Systems

Specialist/1700 2 Broadway—Suite270/Denver-CO—80290-—




3 [Rule 11.6 is relocated to Rule 43.2.10]
4 11.6 Proceduresfor\oter Verifiable Paper- Audit Trall- OV VPATY-
6 11. 6 1.1 The V-VPAT record is consndered an official record of the 7 eleeuen—pu#suant—te—seenen—lé—SOQ—Au

24 11.6.2.1 The Election Official shall put measures in place to protect the

anonymity of voters choosing to vote on DRESs during the voting 26 periods—Fhese

27 (a) Encouraging poll workers to personally vote on DREs when 28 pessible-to-ensure-more-than-one-vote-wit-be




16 11.6.3 Storage—

17 11.6.3.1 The storage of the V-VPAT records must be consistent with 18 sterage-ofPaperBaHotspursuant-to-section
17802~

19 11.6.3.2 Individual spools containing V-VPAT records must contain the 20 foHowing-catalog-information-affixed-to
the-spool—

21 {a)-Date-and-Name-of Election;—
22 by Name of Voting-Location—




1 337-11.5 Eserow-of-County-Election-Setup. THE DESIGNATED ELECTION OFFICIAL MUST 2 SUBMIT ELECTION
SETUP RECORDS BY REGULAR MAIL NO LATER THAN 5:00 PM ON 3 THE SEVENTH DAY BEFORE AN ELECTION.

1171-No later than 5:00pm on the seventh (7th) day prior to any election, the desighated-election-official-shal-
deposita-copy-of the-election-setuprecords with-6 the Secretarv-of State s office by-mail.

7 33-#2-11.5.1 Jurisdictions that have-contracted-CONTRACT with either a Seftware-8 Service Bureau
or a Vendor of Electronic VVote Counting Equipment 9 SOFTWARE SERVICE BUREAU OR A VENDOR
OF ELECTRONIC VOTE COUNTING EQUIPMENT may choose to have the VENDOR DELIVER THE

necessary 11 election setup records. delivered-to-the-Seeretary-ofState’s-office-within-12 the-
fiod time £ _

13 31-43-11.5.2 Election Setup-Reeerds-SETUP RECORDS shal-MUST be eentathed-within-IN 14 an electronic
media format that is native to the ]ul‘lSdlCthIl ] spec1ﬁc ballot creation and tabulation system. Acceptable
media formats ranrge-16
DH—VG—GJ‘—Fl&-Sh—Med-Ia—INCLUDE TAPE DISKETTE CARTRIDGE CD18 ROM DVD ROM FLOPPY, EXTERNAL
HARD DRIVE, OR FLASH MEDIA.

19 11.7.14 All copies of electronic media shall be sent to:

Colerado-Secretary-of State-21 Atth—
Voting-Systems-Specialist- 22 1700 Broadway —Suite 270-23
Denver CO-80290-

ictions-wi-THE DESIGNATED ELECTION OFFICIAL MUST include a point of contact and method of contact (phone, fax,
e-mail, etc.). to-inform-26 the jurisdiction that the Secretary of State’s office has received the 27 election-setup-records—

28 11-76-11.5.4 Within 24 hours of receipt of the election setup files-RECORDS, the 29 Secretary of State-or-his-or
her-designee-STATE’S OFFICE will contact the jurisdiction to confirm receipt. ef-the-escrow-files—

31 37+7-11.5.5 The Secretary of State’s office will store the ELECTION setup files-32 RECORDS in a secured, fire
proof, limited-access location. ercentainer—

33 11-78-11.5.6 All parties shal-MUST treat as confidential all escrowed materials and any 34 other related
information that comes into their possession, control, or custody. pursuant-te-this+ule.

36 [Rule 11.8 is amended and moved to New Rule 45.12]

Secretary-of State-or-an-3 independent escrow agent approved by the Secretary of State. See section 4 37511



11.8.2 Within ten days of the Voting System provider receiving notification of 6 examination—of
venng—equ#nenI—aS—pan—eLthe—eemﬁeauen—pﬁeeeSS—tm#enng—? System-—Providershallarrangefor-the

eeveMnstFueuens—skmet—fe#aw—esermy—matenal—m—mdede—mwng—l9 System Prowder Name Address and
pertinent contact information, Software
Version, Hardware Version, Firmware Revision Number and other uniquely 21 identifying
I : : benitted f fication

22 11.8.7 Election Software Source Code, maintained in escrow shall contain mternal 23 documentatlon such that a

32 11.8.10 A set of schematics and drawings on electronic vote casting and counting 33 eguipmentpurchased-orin-use
by the county-clerk-and-recordershal-be-onfile-34 with-the Secretary of State—

11.8.11 All parties shall treat as confidential the terms of this Section including all 36 escrow

materials and any other related information that comes into their 37 pessession—control-orcustodypursuant-to-this
section—



1 11.8.12 Copies of Electronic media and supporting documentation for Escrow 2 within-the-Secretary-of-State-shal
be sent-to—

3 Colorado-Secretary-of State-4 Attn—\oting-
i I . 6
Denver-CO-80290-7
8 11.8.13 Any cost of using an alternative third party escrow agent shall be borne by 9 the-\oting-System-provider—

11.6 THE DESIGNATED ELECTION OFFICIAL MUST RETAIN ALL TESTING RECORDS AND 11 DOCUMENTATION
FOR 25 MONTHS.

12 11.7 METHODS OF SUBMISSION ARE:
13 11.7.1 BY REGULAR MAIL TO:
SECRETARY OF STATE ATTN: VOTING SYSTEMS 16 1700 BROADWAY — SUITE 200 17 DENVER, CO 80290
18 11.7.2 BY EMAIL TO:
19 VOTING.SYSTEMS@SOS.STATE.CO.US
11.7.3 BY FAX TO:
21 303-869-4861

22 11.8 RULES CONCERNING ACCESSIBLE VOTING SYSTEMS

23 34-2-11.8.2 Ne-A political subdivision shal-MAY NOT purchase or lease direet-24 recording electronic
DRE voting systems or other voting systems eguipped-for individuals-USE BY PEOPLE with disabilities at-each-
pothing-26 place-unless such-voting-system(s)-THEY are fully-certified pursuantto-27 standards and guidelines

recommended by the National Institute of 28 Standards-andTesting-(NHSTH-and-adopted-by-the-U.SElection-
Assistance-29 Commission{EAGC) IN ACCORDANCE WITH THE 2002 VOTING SYSTEM STANDARDS
PROMULGATED BY THE FEDERAL ELECTION COMMISSION.

31 [Rule 34 is amended and moved to New Rule 11.9. (Amendments are shown above]

32 11.9 RULES CONCERNING NOTICE OF VOTING SYSTEM MALFUNCTION

3336:1-11.9.1 A vendor or the-political-subdivision-DESIGNATED ELECTION OFFICIAL H#-r0-34 private-vendor
supports-theirsystem-must give-notice-to-NOTIFY the Secretary of State within 24 hours of a REPORTED OR ACTUAL

malfunction 36 of its voting/election-system {treludingbut-netHmited-to,software-37 firmware-hardware,orother
equipment)-inpreparationfor-and-on-an



1 electionheld-inthisstate. THE NOTICE MUST INCLUDE A DESCRIPTION, 2 DATE, AND THE NAMES
OF THOSE WHO WITNESSED THE MALFUNCTION, AS 3 WELL AS THE PROCEDURES FOLLOWED
PRIOR TO THE MALFUNCTION, AND 4 ANY ERROR MESSAGES DISPLAYED. The notice may be
verbal, but must-alse-be-Hr-A writing MUST FOLLOW.

6 36.2 Following the notice, the Secretary of State shall determine whether further 7 information-enthe-
maHunctiondsreguired-Atthe request of the Secretary of 8 Stateavendor{orthe political subdivisionif-no-
private-vender-suppertsthei-9 system) must submit a report to the Secretary of State's office detailing the
reprogrammlng (or any other actions) necessary to correct a voting system 11 malfunetion-tn-preparationforand-

17 11.9.2 IF THE SECRETARY OF STATE REQUIRES ADDITIONAL INFORMATION THE VENDOR OR 18 THE
DESIGNATED ELECTION OFFICIAL MUST SUBMIT A REPORT TO THE SECRETARY 19 OF STATE'S OFFICE DETAILING

THE REPROGRAMMING OR ANY OTHER ACTIONS
NECESSARY TO CORRECT A VOTING SYSTEM MALFUNCTION.

21 (A) THE REPORT MUST ADDRESS WHETHER PERMANENT CHANGES ARE 22 NECESSARY TO PREVENT SIMILAR
MALFUNCTIONS IN THE FUTURE.

23 (B) IF THE MALFUNCTION REQUIRES A PROGRAMMING OR ELECTION SETUP 24 CHANGE TO THE DATABASE OR
OTHER PARTS OF THE VOTING SYSTEM, THE

DESIGNATED ELECTION OFFICIAL MUST SUBMIT AN UPDATED ELECTION 26 SETUP
RECORD TO THE SECRETARY OF STATE’S OFFICE AS SET FORTH IN 27 RULE 11.8.

28 36-3-(C) The report shal-MUsT be submitted within 30 days after the date of 29 the request by the Secretary of
State. Notwithstanding the foregoing, H IF

an election is scheduled within 60 days of the date of request by the 31 Secretary of

State, the Secretary of State may set an emergency deadline 32 for filing the report. Therequest-may-be-verbal-but
must-alse-be-n-33 writing—

34 36-4-(D) Failure to submit a report within the required period shat-is be grounds to decertify the system.

36 36-5-(E) The political subdivision holding the election in which the voting 37 system malfunction occurred may
submit the report in lieu of a report 38 from the system's vendor.

39 36:6-(F) A copy of this report will be attached-to-the-system's-most-recent-certification-on file in the Secretary of

State's office.



1 36-/-(G) The Secretary of State's office will distribute a copy of this report 2 to all counties using the voting
system in question.

3 [Rule 36 is amended and moved to New Rule 11.10. Amendments are shown above]
4 11.10 PURCHASES AND CONTRACTS

11.10.1 IN ACCORDANCE WITH SECTION 1-5-623(3), C.R.S., A POLITICAL 6 SUBDIVISION MAY NOT
PURCHASE A NEW ELECTRONIC VOTING DEVICE OR SYSTEM 7 OR ANY RELATED COMPONENT OF A DEVICE OR
SYSTEM WITHOUT APPROVAL FROM 8 THE SECRETARY OF STATE.

45:12.1-11.10.2 AAy-A POLITICAL SUBDIVISION MAY ONLY PURCHASE OR LEASE A CERTIFIED voting system IF that-

13 T . : e ithi ;
14 {b)-(A) The contract contains training and maintenance costs forthejurisdiction; and

16 (6)-(B) Fhe—contract-identitiescomponents—containedin-the-certified-THE voting 17 system COMPONENTS and
appears-complete—with—all-accessories recessary-18 APPEAR COMPLETE AND CAPABLE OF fer—successfully
conducting an 19 election within-thelaws-and-rules-of the-State-of-IN Colorado.

45.12.2 11.10.3 The Secretary of State shal-wILL maintain on file a list of all 21 components used and
purchased fer-use. The list shal-wILL include, at a-22 minimum, the name of the jurisdiction, the date of purchase,
the serial number(s) 23 of voting devices and name of the voting systems that was-WERE purchased.

24 [Rule 45.12 is amended and moved to New Rule 11.11. Amendments are shown above]

11.11 ELECTION NIGHT REPORTING (ENR). THE COUNTY MUST REPORT ELECTION NIGHT 26 RESULTS FOR
ALL PRIMARY, GENERAL, COORDINATED AND RECALL ELECTIONS.

27 11.11.1 A DATA ENTRY COUNTY MUST PROGRAM THE ELECTION TO SUPPORT THE 28 EXPORTING OF ELECTION
NIGHT RESULTS IN ACCORDANCE WITH THE FOLLOWING 29 ENR VENDOR’S DATA UPLOAD REQUIREMENTS:

(A) LIST CONTEST NAMES AND CANDIDATE NAMES EXACTLY AS PROVIDED ON 31 THE
CERTIFIED LIST.

32 (B) PROVIDE CONTEST NAMES IN ALL UPPERCASE LETTERS.

33 (C) FOR COUNTIES THAT USE THE ES&S AND PREMIER VOTING SYSTEMS, 34 ARRANGE THE CONTESTS IN THE

ORDER PRESCRIBED BY SECTION
1-5-403(5), C.R.S.



1 (D) CAPITALIZE CANDIDATE NAMES (EG. JOHN A. SMITH).

2 (E) PRESENT A PRECINCT NAME AS A TEN-DIGIT PRECINCT NUMBER.

3 (F) FOR COUNTIES THAT USE THE HART VOTING SYSTEMS, USE THE 4 “SPLIT_NAME” FIELD SPLIT PRECINCT
NAMING PURPOSES.

(G) CREATE A “PROVISIONAL” PRECINCT.
6 (H) USE ONLY THE PARTY CODES CERTIFIED BY THE SECRETARY OF STATE.

7 (1) DO NOT INCLUDE THE PARTY NAME OR CODE IN THE CANDIDATE NAME 8 FIELD.

11.11.2 NO LATER THAN EIGHT DAY S BEFORE THE ELECTION, A COUNTY MUST SEND THE FOLLOWING
INFORMATION TO THE SECRETARY OF STATE, AT THE ADDRESS IN 11 RULE 11.8:

12 (A) A DATA ENTRY COUNTY MUST EMAIL A SAMPLE .
13 (B) A MANUAL ENTRY COUNTY MUST SEND A LIST OF CONTESTS TITLES, 14 CANDIDATES, AND PARTY

AFFILIATION.

11.11.3 THE COUNTY MUST EXPORT OR PRODUCE ELECTION RESULTS AND UPLOAD 16 THEM TO THE
ENR SYSTEM A MINIMUM OF THREE TIMES ON ELECTION NIGHT:

17 (A) AFTER THE CLOSE OF POLLS BUT NO LATER THAN 7:30 PM.
18 (B) AT OR AROUND 9:00 PM.
19 (c) AT THE CONCLUSION OF TABULATION, THE COUNTY MUST INDICATE THAT ELECTION

NIGHT REPORTING IS COMPLETE IN THE ENR SYSTEM.

21 11.11.4 AFTER CANVASS THE COUNTY MUST EXPORT OR PRODUCE ELECTION RESULTS, AND 22 CHECK THE
APPROPRIATE BOX IN THE ENR SYSTEM TO INDICATE THAT THE CANVASS 23 UPLOAD IS COMPLETE.

24 Rule 12. RECALL
32:2 12.1 Signature requirements

26 3221 12.1.1 For petitions to recall school district directors the petition must be signed 27 by the eligible electors
of the director’s district equal in number to at least 40% 28 of the ballots cast in the district in the last preceding
election at which the 29 director to be recalled was elected as indicated by the pollbook or abstract for

the election. See section 1-12-105, C.R.S.

31 3222 12.1.2 When determining the number of required valid signatures for an elected 32 office for which
electors were allowed to vote for more than one candidate in a 33 single race, the signature requirements shall be
based on the number of ballots 34 cast for that race as indicated by the pollbook or abstract for the election.



1326 12.2 In accordance with section 3 of article XXI of the Colorado constitution and 2 section
1-12-117 (1), C.R.S., for partisan recall elections involving a state officer, in 3 order to appear on the
ballot a successor candidate must file a nomination petition with 4 the Secretary of State no later than ten
calendar days after the Governor sets the election date. A write-in candidate must file an affidavit of
intent to run as a write-in candidate no 6 later than the fifteenth day before the election.

7 32:6-12.3 In accordance with section 3 of article XXI of the Colorado constitution and 8 section
1-12-117(1), C.R.S,, for partisan recall elections involving a state officer, in order 9 to appear on the
ballot a successor candidate must file a nomination petition with the Secretary of State no later than ten
calendar days after the Governor sets the election date. 11 A write-in candidate must file an affidavit of
intent to run as a write-in candidate no later 12 than the fifteenth day before the election.

13 [Current Rule 32.6, adopted on a temporary basis on July 22, 2013.is moved to new Rule 12.3]

14 Rule 13. ELECTION AND HAVA COMPLAINTS
13.1 ELECTION COMPLAINT PROCEDURES

16 13.1.1 ANY PERSON WHO HAS PERSONALLY WITNESSED A VIOLATION OF TITLE 1, C.R.S. 17 MAY FILE AN
ELECTION COMPLAINT.

18 13.1.2 AN ELECTION COMPLAINT MUST INCLUDE THE APPROVED SECRETARY OF STATE’S 19 ELECTION
COMPLAINT COVER SHEET.

13.1.3 PROCESSING AND DOCKETING ELECTION COMPLAINTS

21 (A) WITHIN THREE BUSINESS DAYS OF RECEIVING A COMPLAINT, ELECTION 22 DIVISION STAFF WILL REVIEW
THE COMPLAINT TO DETERMINE IF IT 23 SATISFIES RULE 31.2 AND SUFFICIENTLY ALLEGES A VIOLATION.

24 (1) IF THE COMPLAINT DOES NOT MEET THE CRITERIA, ELECTION DIVISION STAFF
WILL NOTIFY THE COMPLAINANT OF THE DISCREPANCY.

26 (1) IF A COMPLAINT MEETS THE CRITERIA, ELECTION DIVISION STAFF 27 WILL ASSIGN A COMPLAINT NUMBER,
NOTIFY THE COMPLAINANT, AND 28 SEND A COPY OF THE COMPLAINT TO THE PERSON OR ENTITY ALLEGED 29 TO
HAVE COMMITTED A VIOLATION.

(B) AFTER NOTIFICATION, THE PERSON OR ENTITY ALLEGED TO HAVE 31 COMMITTED THE
VIOLATION WILL HAVE 15 BUSINESS DAYS TO SUBMIT A 32 WRITTEN RESPONSE TO THE SECRETARY OF STATE’S
OFFICE.

3313.1.4 AMENDING AN ELECTION COMPLAINT

34 (A) A COMPLAINANT MAY AMEND A COMPLAINT WITHIN SEVEN DAYS AFTER FILING IF HE
OR SHE DISCOVERS NEW FACTS RELATING TO THE EXISTING



1 COMPLAINT. 2 (B) AN AMENDMENT MAY NOT CONTAIN ALLEGATIONS OF A NEW VIOLATION.

3 13.1.5 INVESTIGATION 4 (A) AFTER THE RESPONSE PERIOD OUTLINED IN RULE 31.3.2, ELECTION 5 DIVISION
STAFF WILL INVESTIGATE THE COMPLAINT. 6 (B) IF THE SECRETARY OF STATE DETERMINES AN IMMEDIATE
INVESTIGATION IS 7 REQUIRED, ELECTION DIVISION STAFF WILL BEGIN INVESTIGATING BEFORE 8 THE RESPONSE
PERIOD HAS CLOSED. IN MAKING THE DETERMINATION, THE 9 SECRETARY WILL CONSIDER WHETHER THE ISSUE
HAS THE POTENTIAL TO 10 AFFECT AN UPCOMING ELECTION. 11 (C) DEPENDING ON THE VIOLATION ALLEGED,
ELECTION DIVISION STAFF MAY: 12 (1) REVIEW DOCUMENTS; 13 (1) VISIT THE COUNTY; 14 (1) CONDUCT
INTERVIEWS; 15 (1) TEST EQUIPMENT; OR 16 (V) TAKE OTHER STEPS NECESSARY. 17 (D) WHILE AN
INVESTIGATION IS ONGOING, COUNTY CLERK AND RECORDERS 18 AND STAFF MUST ACCOMMODATE REQUESTS BY
ELECTION DIVISION STAFF 19 IN THE TIMEFRAME REQUESTED BY STAFF. 20 13.1.6 RESOLUTION OF ELECTION
COMPLAINTS 21 (A) AFTER AN INVESTIGATION AND HEARING, IF APPLICABLE, ELECTION 22 DIVISION STAFF WILL:
23 (1) DISMISS THE COMPLAINT AS NOT SUPPORTED BY CREDIBLE EVIDENCE; 24 (II) REFER THE COMPLAINT TO A
PROSECUTING AUTHORITY UNDER 25 ARTICLE 13, C.R.S.; OR 26 (Il1) FIND A VIOLATION AND RECOMMEND A
RESOLUTION. 27 (B) ELECTION DIVISION STAFF WILL FORWARD THE RECOMMENDATION FOR 28 RESOLUTION TO
THE SECRETARY OF STATE, WHO WILL ADOPT, AMEND, OR 29 REJECT THE RECOMMENDATION. 30 13.1.7 THE

SECRETARY OF STATE’S DETERMINATION IS A FINAL AGENCY ACTION



1 13.2 HAVA COMPLAINT PROCEDURES

2 13.2.1 ANY PERSON WHO HAS BEEN PERSONALLY AGGRIEVED BY OR HAS PERSONALLY 3 WITNESSED A
VIOLATION OF TITLE Il OF THE HELP AMERICA VOTE ACT (HAVA) 4 MAY FILE A HAVA COMPLAINT WITH THE
SECRETARY OF STATE.

13.2.2 A HAVA MUST INCLUDE THE APPROVED SECRETARY OF STATE’S HAVA 6 COMPLAINT
COVER SHEET.

7 13.2.3 PROCESSING AND DOCKETING HAV A COMPLAINTS

8 (A) WITHIN THREE BUSINESS DAYS OF RECEIVING A COMPLAINT, ELECTION 9 DIVISION STAFF
WILL REVIEW THE COMPLAINT TO DETERMINE IF IT SATISFIES RULE 31.2 AND SUFFICIENTLY
ALLEGES A VIOLATION.

11 (1) IF THE COMPLAINT DOES NOT INCLUDE A COVER SHEET, ELECTION 12 DIVISION STAFF WILL NOTIFY THE
COMPLAINANT OF THE 13 DISCREPANCY.

14 (11) IF A COMPLAINT DOES NOT SUFFICIENTLY ALLEGE A VIOLATION OF
TITLE Il oF HAVA, ELECTION DIVISION STAFF WILL DISMISS THE 16
COMPLAINT WITHOUT PREJUDICE.

17 (1) IF A COMPLAINT MEETS BOTH CRITERIA, ELECTION DIVISION STAFF 18 WILL ASSIGN A COMPLAINT
NUMBER, NOTIFY THE COMPLAINANT, AND 19 SEND A COPY OF THE COMPLAINT TO THE PERSON OR ENTITY
ALLEGED TO HAVE COMMITTED A VIOLATION.

21 (B) AFTER NOTIFICATION, THE PERSON OR ENTITY ALLEGED TO HAVE 22 COMMITTED THE VIOLATION WILL
HAVE 15 BUSINESS DAYS TO SUBMIT A 23 WRITTEN RESPONSE TO THE SECRETARY OF STATE’S OFFICE.

24 13.2.4 AMENDING A HAV A COMPLAINT

(A) A COMPLAINANT MAY AMEND A COMPLAINT WITHIN SEVEN DAYS AFTER 26 FILING IF
HE OR SHE DISCOVERS NEW FACTS RELATING TO THE EXISTING 27 COMPLAINT.

28 (B) AN AMENDMENT MAY NOT CONTAIN ALLEGATIONS OF A NEW VIOLATION.
29 13.2.5 INVESTIGATION

(A) AFTER THE RESPONSE PERIOD OUTLINED IN RULE 31.3.2, ELECTION 31 DIVISION STAFF
WILL INVESTIGATE THE COMPLAINT.

32 (B) IF THE SECRETARY OF STATE DETERMINES AN IMMEDIATE INVESTIGATION IS 33 REQUIRED, ELECTION
DIVISION STAFF WILL BEGIN INVESTIGATING BEFORE 34 THE RESPONSE PERIOD HAS CLOSED. IN MAKING THE
DETERMINATION, THE 1 SECRETARY WILL CONSIDER WHETHER THE ISSUE HAS THE POTENTIAL TO 2 AFFECT AN
UPCOMING ELECTION



3 (C) DEPENDING ON THE VIOLATION ALLEGED, ELECTION DIVISION STAFF MAY::

4 (1) REVIEW DOCUMENTS;

(1) VISIT THE COUNTY; 6 (111) CONDUCT INTERVIEWS; 7 (IV) TEST EQUIPMENT; OR 8
(V) TAKE OTHER STEPS NECESSARY. 9 (D) WHILE AN INVESTIGATION IS ONGOING, COUNTY CLERK AND
RECORDERS AND STAFF MUST ACCOMMODATE REQUESTS BY ELECTION DIVISION STAFF 11 IN THE TIMEFRAME
REQUESTED BY STAFF. 12 13.2.6 HEARING AND RESOLUTION OF HAVA COMPLAINTS 13 (A) IF THE COMPLAINANT

REQUESTS, THE SECRETARY OF STATE OR HIS OR HER 14 DESIGNEE WILL HOLD A HEARING.
(B) AFTER THE INVESTIGATION AND HEARING, IF ANY, ELECTION DIVISION 16 WILL:
17 (1) DISMISS THE COMPLAINT AS NOT SUPPORTED BY CREDIBLE EVIDENCE;
18 (11) REFER THE COMPLAINT TO A PROSECUTING AUTHORITY UNDER 19 ARTICLE 13, C.R.S,;
(1) FIND A VIOLATION AND RECOMMEND A RESOLUTION.

21 (C) ELECTION DIVISION STAFF WILL FORWARD THE RECOMMENDATION FOR 22 RESOLUTION TO THE
SECRETARY OF STATE, WHO WILL ADOPT, AMEND, OR 23 REJECT THE RECOMMENDATION.

24 13.2.7 THE SECRETARY OF STATE’S DETERMINATION IS A FINAL AGENCY ACTION.

[Current Rule 31 is repealed and complaint rules are moved to new Rule 13 as shown above.]

26 Rule 14. Rules-Reguilating-\VVoter Registration Drives
27 44.1-14.1 Statement of Intent

28 44-1-1-14.1.1 In accordance with section 1-2-701, C.R.S., et seq., the organizer of a 29 Voter Registration Drive
(“VRD” ) shalbMusT file a Statement of Intent AND TRAINING ACKNOWLEDGMENT FORM with the Secretary of
State to conduct a



1 voter registration drive on a form prescribed by the Secretary of State. The 2 Statement of Intent shal
STATEMENT OF INTENT AND TRAINING 3 ACKNOWLEDGMENT FORM MUST include the following information:

4 (a) The name of the group conducting the VRD, and the name and contact information of
the individual organizing the VRD;

6 (b) The name of the agent (who is required to be a Colorado resident) and the 7 contact information for that
agent, if different from the person organizing 8 the VRD;

9 (c) A statement specifying that the VRD intends to operate within the State of Colorado;
11 (d) A notice that the VRD number expires at the end of the calendar year; and
12 (e) A signature line requiring the organizer’s signature.

13 44-1.2-14.1.2 Any-amendments-to-the-Statement-of-tntent-shal-be-filed-n-writing-A 14 VRD ORGANIZER MUST

FILE AMENDMENTS TO THE STATEMENT OF INTENT AND
TRAINING ACKNOWLEDGMENT FORM with the Secretary of State no later than 16 three
business days after the change(s) occurs. Amendments may be made by fax, 17 email, mail or in person.

18 44-1.3-14.1.3 The Secretary of State shal-wILL immediately attempt to verify the 19 information provided in the
Statement of Intent AND TRAINING

ACKNOWLEDGMENT FORM prior to issuing a number to the VRD organizer. The 21 Secretary
of State may deny a number to the voter registration drive organizer if 22 the information provided on the Statement
of Intent cannot be verified.

23 44.14-14.1.4 The last day for a VRD to file a Statement of Intent AND TRAINING 24 ACKNOWLEDGMENT FORM
with the Secretary of State shal-be-IS THE 22ND days-
before the General Election in a given calendar year.

26 44-2-14.2 Training

27 44.2.1-14.2.1 norderto-be-issued-To RECEIVE a VRD number, the organizer VRD shal-28 MUST successfully
complete the online training and test provided by the Secretary 29 of State, and submit a Statement of Intent along
with-a-AND Training

Acknowledgment form to the Secretary of State.

31 442214 2 2 haddittonto-tratntngtorthe-organizer—the-Secretarnyof- State-shallmake-32 avatabletndormabion
for-theorganizerto—train—individualcireulators—Organizers 33 shal-MUST provide training to all circulators.

Organizers shall-MUST obtain and 34 maintain-onfHe-RETAIN signed attestations from each circulator that he or she
will

adhere to all the requirements of the Secretary of State election rules and the 36 Colorado
Revised Statutes pertaining to elections, and that they are aware of the 37 penalties associated with the mishandling
of voter registration application forms.



1 The organizers shaH-MUST furnish the circulator attestations to the seeretary-o6f-2 state-SECRETARY OF STATE
upon request.

3 44.2.3-14.2.3 The mandatory training provided by the Secretary of State shall-will 4 include—but-rot-betmited
te:

(a) The use of the VRD Application;
6 (b) Information on where to obtain the VRD Application;

7 (c) Information on how to ensure that a VRD Application is filled out 8 completely; including which fields are

optional and which are required-9 and-how-to-fill out the circulator portion-of the-Application;

(d) Notice of statutory deadlines relating to VVoter Registration Applications 11 and VRDs;

12 (e) The requirements for when-and-where-DELIVERING the COMPLETED Voter 13 Registration Applications must
be-turned-a;

14 (f) Penalties for violating statutory prohibitions including fraud, intimidation,
mishandling Applications, failing to turn in Applications and other 16 penalties
relevant to VRDs;

17 (g) The handling and treatment of confidential information on the Voter 18 Registration Applications; and

19 (h) Notice that circulators shalH-ret-CANNOT be paid per Voter Registration
Application, but if compensated, shal-THEY MUST be paid by the hour or 21 day.

22 44.24-14.2.4 The training shal-be-IS provided online:, BUT IF H-a VRD organizer 23 prefers, he or she may
schedule a time to view the training at the office of the 24 Secretary of State.

44.2.514.2.5 After completing the training, the VRD organizer must complete the 26 training test and
answer the questions 100% correctly before THE SECRETARY OF 27 STATE WILL ISSUE a VRD number wiH-be
issued.

28 44.2.6-14.2.6 After completing the training and test, the VRD organizer shall-MUST sign 29 a STATEMENT OF
INTENT AND TRAINING ACKNOWLEDGMENTFratrig-

Acknewledgement-FORM confirming that the training and test have been 31 completed and
that he or she has-beenduly-wAs informed of rules, laws and 32 penalties relating to voter regisration drives.

33 44-2.7-14.2.7 A Voter Registration Drive organizer must complete the training and test 34 every calendar year in
which he or she intends to conduct a VRD.



1 44.3-14.3 Number Assigned

2 44.3-1-14.3.1 After successful completion of the required training and test, and 3 submission of the reguired-
formsSTATEMENT OF INTENT AND TRAINING 4 ACKNOWLEDGMENT FORM, the Secretary of State shal-wiILL assign
a unique number to the VRD. After issuing a unique number to the VRD, the Secretary of 6 State shal-wiILL:

7 (a) Advise the VRD organizer of their unique number;

8 (b) Notify the county clerks within 24 hours after each VRD number has been 9 issued by the Secretary of State;
and

(c) Post the agent and the name of the group conducting the drive on the 11 Secretary of State
website.

12 44:3.2-14.3.2 All assigned VRD numbers are valid through December 31 of the year that 13 the number is
assigned.

14 44-4-14.4 VVoter Registration Drive Voter Application Forms

4441 14.4.1 The Secretary of State shall-wiLL approve a standard Colorado Voter 16 Registration
DRIVE Application Form te-be-used-by-the\/ RD-that-shal-nclude-a-17 tear-offreceipt.

18 (a) The VRD may also use the National Mail Voter Registration Form. 19 Because—the—National-MaHMoter
N .I includ

iop-21 when-the

22 44-4.2-14.4.2 The-Secretary-of-State-and-county—clerks-shal-make-avaHable-the-official-23 approved Colorado

Voter Registration Drive Application Forms to the VRD 24 erganize—A VRD ORGANIZER CAN OBTAIN COLORADO
VOTER REGISTRATION

DRIVE APPLICATION FORMS FROM COUNTY CLERK AND RECORDERS AND THE 26
SECRETARY OF STATE.

27 44-4.3-14.4.3 The organizer shatt-be-1s responsible for placing the VRD number on the 28 application form and

33 44-4.5-14.4.4 The VRD organizer MUST RECEIVE A VRD NUMBER BEFORE HE OR SHE CAN 34 is-roteligible-to
receive the approved Colorado Voter Registration drive-DRIVE Application Forms. until the organizer has
completed training, signed the



1 statement of intent, completed and signed the Acknowledgement, and been 2 assighed-a-rumber—

344-4.6-14.4.5 Any voter registration drive that provides a voter registration application 4 on its website or a link
to such voter registration form must direct the applicant to 5 return the completed form directly to the county
clerk and recorder of the 6 applicant’s legal residence. No voter registration drive may provide a voter 7
registration form on its website or a link to such voter registration form which 8 instructs or directs, in any way,
the applicant to return the completed form to 9 anyone or any group other than directly to the county clerk and
recorder of the 10 applicant’s legal residence or, in the case of overseas electors or UOCAVA 11 electors, the
county clerk and recorder or the Secretary of State.

12 44.5 Repealed—
13 44.6-14.5 Voter Registration Drive Complaints and fines

14 44.6-1-14.5.1 Any person, including the Secretary of State, who believes a VRD 15 organizer or circulator has
not complied with the requirements of section 1-2-701 16 et seq., C.R.S., or this Rule 44 may file a written
complaint with the Secretary of 17 State.

18 44-6:2-14.5.2 A written complaint filed with the Secretary of State shalb-MusT contain 19 the following
information:

20 a-(A) The complainant’s name;

21 b—(B) The complainant’s full residence address and mailing address (if different 22 from residence);

23 &—(C) A description of the alleged violation, which may include a reference to 24 the particular statute or rule;
25 d—(D) The name and assigned number of the VRD, if known;

26 e—(E) The date and location of the alleged violation, if known; and

27 £~(F) Other applicable or relevant information

28 44.6.3 Repealed—

29 44.6:4-14.5.3 The Secretary of State shal-wiLL review all complaints submitted in 30 writing and conduct such
investigations as may be necessary and appropriate. If 31 the Secretary of State determines that a violation has
occurred, the Secretary of 32 State shalH-wiLL impose a fine in accordance with section 1-2-703, C.R.S., and 33
notify the VRD organizer of:



1 44.6-4-1-(A) The date and factual basis of each act with which the VRD 2 organizer is being charged,;
3 44.6:4-2-(B) The particular provision of the statute violated; and
4 44.6.4.3-(C) The amount of the fine imposed.

44.6.5-14.5.4 Notification of violation shall-wiLL be sent by certified or registered mail, 6 return
receipt requested, to the last known address of the VRD organizer.

7 44-6:6-14.5.5 The VRD organizer may appeal a fine and shal-have-HAS thirty{306)-30 8 days following receipt of
notification to submit a written response setting forth the 9 reason(s) that the VRD organizer is appealing the fine.
The VRD organizer may request, within the thirty-(306)-30 days, a hearing with the secretary of state to 11 dispute
the fine.

12 44-6-7-14.5.6 Within thirty(306)-30 days after receipt of the written response, or hearing 13 procedures, the
secretary of state shalbwiLL issue an order affirming or dismissing 14 the imposed fine.

[Current Rule 44 is amended and moved to new Rule 14. Amendments between the current and 16 new rule
language are shown below.]

17 Rule 15. Rules-Cencerning-Preparation, Filing, and Verification of Statewide Initiative 18 Petitions
19 15.1 PETITION ENTITY license, registration, and-filing, AND CIRCULATION. procedures.

jttee—A 21 PETITION

ENTITY that mtends to eempensate—PAY petition cwculators must obtaln a 22 petition entlty license, PAY A FEE, and

register with the Secretary of State priorto-23 compensating-any-circulator- BEFORE CIRCULATING PETITIONS. THE
LICENSE 24 APPLICATION MUST INCLUDE:

and-26 submit-a

27 a. The PETITION ENTITY’S name, address, telephone number, and email 28 address; efthepetition-entity,—

29 b. The DESIGNATED AGENT’S hame AND; efthe-designated-agent—
C. An affirmation that the entlty WI|| not pay any circulator more than 20% of 31 his-er-her

32 c. &—An affirmation that at least one representative of the entity THE 33 DESIGNATED AGENT has read and
understands Celerade-petitionlaws-as-1 outhned-r-article 40 orF title 1, C.R.S., and has completed the SECRETARY

2 OF STATE’S circulator training program. provided-by-the-Secretary-of State—



3 15:13 15.1.2 BEFORE COMPENSATING A CIRCULATOR, Fo-register-with-the-Secretary-of4 State-
the designated agent ef-a-tcensed-petition-entity-must REGISTER WITH THE SECRETARY OF STATE
BY SUBMITTING submit-a signed registration-form #a-6 accordance-with-section-1-40-135(5)(a)-
G-R-Sandprovide-THAT INCLUDES a list 7 of the PROPOSED INITIATIVES aitiative-rumbers-that-
the petition entity will 8 circulate.

11 15:1.5 15.1.3 A-petition-entity-Heense-expiresH-the-IF A petition entity fails to register at-12 {east-ene-A proposed
measure-INITIATIVE over any two-year period, THE LICENSE 13 EXPIRES. The Secretary of State will notify a petition
entity that its license has 14 expired within 30 days frem-AFTER the date of expiration.

15:1.6 15.1.4 A petition entity whese—license—has—expired—may renew Hs-AN EXPIRED 16 license
WITHOUT A FEE by submitting a NEW license appllcatlon in-accordance 17 with Rule 15.1.2. No fee is required to

Hied—29 as petition

representatlves pursuant to sectlon 1- 40 104 C.R.S. APETITION

SECTION MUST LIST THE NAMES OF THE TWO PROPONENTS OR THE NAMES OF THE 31 TWO
DESIGNATED REPRESENTATIVES, AS DEFINED IN 1-40-104, C.R.S.

32 15.2.2 THE TERM “PERSON RESPONSIBLE,” AS USED IN Fer-the-purposes-ef-section 1-4033 118(2.5)(a), C.R.S,,
the “person responsible” includes but is not necessarily 34 Hmited-to-any-MEANS A person er-entity-who circulates a
petition, or causes a

petition to be circulated, and who commits, authorizes, or knowingly permits 36 fraud as
defined in sections 1-40-111(3)(a) and 1-40-135(2)(c), C.R.S., resulting-37 ir-the—collection-6F-THAT RESULTS IN
invalid signatures or petition sections.

38 15.3 Petition circulation.



MAY BEGIN after the TITLE BOARD’S flnal deC|S|on ef—thetrtle—beard 3 |nclud|ng disposition of any

REHEARING motion fer+ehearing-orthe-expiration-of4 AND AFTER the time for filing a REHEARING motion
fer—reheanng and after the Secretary of State has approved the PETITION format of the petition-as-provided-

seetren—l—49—]:97—€2—)—lf an appeal isfiled W|th the Supreme 8 Court the SiX- month period specified in

section 1-40-108(1), C.R.S., shall-begin-9 BEGINS on the date that-the-first-sighature-ts-affixed-to-the
petition IS FIRST SIGNED or on the date that-the SUPREME COURT’s decision efthe-Supreme-Gourt-becomes
11 final, whichever date-eceurs-Is first. Signatures shal-be-counted-only-Haffixed-to-12 the-petition-during-
the-period-provided-in-this+ule-GATHERED OUTSIDE OF THIS 13 PERIOD ARE INVALID.

14 15.3.2 The petition circulator shal-MUST provide his-or-herA permanent residence

address as-defined-inrparagraph—(a)-of-thisrule-on the circulator affidavit. #a-16 additien-to
providing-his-or-her—permanent-residence—address—If the circulator is 17 not a permanent COLORADO resident, ef
Colorado-as-deseribed-in-section1-218 102(H{a}h-C-R-S—and-paragraph-a-of-thisrule-the circulator shal-MuUsT

also 19 provide the address in Colorado where he or she is temporarily living. as-efthe—

date-the athdavitis sighed—

21 a. For purposes of Article 40 of Title 1, C.R.S., and this rule, a circulator's 22 permanent “residence” or
“domicile” means his or her principal or primary 23 home or place of abode in which a circulator's habitation is
fixed and to 24 which the circulator, whenever absent, has the present intention of

returning after a departure or absence, regardless of the duration of the 26 absence. A
permanent “residence” or “domicile” is a permanent building 27 or part of a building and may include a house,
condominium, apartment, 28 room in house, or mobile home. Except as provided in paragraph (b) of 29 this rule, re
A vacant lot, business address, or post office box shaH-be—

considered-IS NOT a permanent “residence” or “domicile”. (Sections 1-231 102(1)(a)(i)
and 1-40-121(1)(b), C.R.S.)

32 b. Ferthepurposes-ofpetition—circulatorresidence-address—A homeless 33 circulator shal-MUsT provide the
address or location where he or she is 34 living as-ef-the date the affidavit is signed. The circulator must provide a
physical location; a post office box may not be provided.

36 c. For the purposes of sections 1-40-106(4)(b), 1-40-111(3)(a), 1-4037 121(2)(a), and 1-40-135(2)(c), C.R.S., a
circulator’s permanent residence 38 address that does not comply with this Rule 15.3.2 is censidered-a “false 39
address”.

15.4 Only one filing of a petition or an addendum is allowed. PROPONENTS MAY FILE A 41 PETITION OR

ADDENDUM ONLY ONCE, AND--Afterapetition-or-an-addendum-isfiedthe-42 petition-or-the-addendum-may not be
supplemented-with-SUPPLEMENT additional



1 signatures AFTER FILING THE PETITION OR ADDENDUM, EVEN IF THE ADDITIONAL 2 SIGNATURES ARE
OFFERED BEFORE THE DEADLINE TO SUBMIT THE ORIGINAL PETITION OR 3 ADDENDUM. If additional

S|gnatures are submltted after the orlglnal flllng such 4 agna%ums-sha“—net—b&ee&nted—even—#—sueh—

6 171 15.5 General-procedures—concerning—verification—ofpetitions—PETITION RECEIPT BY 7 SECRETARY OF

STATE.

8 111 15.5.1 No-petition-shal-be-accepted-which-EXCEPT AS SPECIFIED IN RULE 15.2.1, 9 THE SECRETARY OF

STATE WILL NOT ACCEPT A PETITION THAT lists proponents other than those authorized by law.

11 3712 15.5.2 When

with-a—four—digit-number—UPON RECEIPT OF A PETITION 13 SECRETARY OF STATE STAFF WILL DATE-STAMP AND
CONSECUTIVELY NUMBER 14 PETITION SECTIONS WITH A FOUR-DIGIT NUMBER. The number may be printed by

a-printer, hand-stamped with-a—+manual-stamp, or handwritten.

17 that-are-stapled

18 1714 15.5.3 STAFF WILL INSPECT each PETITION section shaH-be-checked-for evidence 19 of disassembly. If it
appears that the section was disassembled, THE SECRETARY
OF STATE WILL REJECT all entries-SIGNATURES in the section. shal-be-rejected—

21 3#45 15.5.4 STAFF WILL CONSECUTIVELY NUMBER EACH LINE the-}ines-on each petition 22 section. shat-be-
consecutivehy-numbered—FOR PURPOSES OF THIS RULE, “LINE” 23 MEANS the block of information which-consists-
of THAT CONTAINS the printed-24 last name, first name, middle initial, county, signing date, street address, city, and
signature OF A PETITION SIGNER. is-considered-a-tne—

26 1716 15.5.5 If the number of entries-LINES is less than the tetal-number of signatures 27 required to certify the
measure to the ballot, THE SECRETARY OF STATE WILL 28 ISSUE a statement of insufficiency. shal-be-tssued—

29 1717 15.5.6 STAFF WILL COUNT each line with writing shalt-be-counted-on each petition

SECTION. FOR PURPOSES OF THIS RULE, AN “ENTRY” MEANS A COUNTED LINE 31 WITH
WRITING. and shall be considered an entry. AT THE BOTTOM OF EACH 32 PAGE, STAFF WILL WRITE the number of
entries for-each-ON THAT page of-the-33 section-shal-be-written-on-thepage-and, ON THE FACE OF EACH PETITION 34
SECTION, STAFF WILL WRITE the total NUMBER entries for the-THAT section. shat-

b veri 0. O the atit o

36 &(A) STAFF WILL NOT COUNT A line that—has—WITH no writing or marks on it OR A 37 LINE WITH
COMPLETELY-CROSSED-OUT WRITING ON IT AS AN ENTRY. shal-net-38 be-considered-an-entry—



3 &(B) STAFF WILL COUNT a line which-has-WITH INCOMPLETE writing, A PARTIAL 4 CROSS OUT,
OR WITH WHAT APPEARS ON ITS FACE TO BE AN INVALID SIGNATURE AS AN ENTRY. eA-it-butis-
incomplete-or-on-tsface-contains-an-6 invalid-signature-or-which-ispartially-crossed-out-shall-be-
considered-an-7 entry-to-be-included-inthiscount—

8 17.1.8 15.5.7 Additional signatures subimitted after the original filing of an nitiative 9 petition or

addendum, or candidate petition shall be rejected, even if such sigratures-are-submitted-to-the-designated-
election-officiabwithin-the time-11 permitted-by-taw-forthe-origihalfing—THE SECRETARY OF STATE

WILL NOT 12 ACCEPT OR COUNT ADDITIONAL SIGNATURES AFTER PROPONENTS FILE THE 13 ORIGINAL
PETITION OR ADDENDUM.

14 172 15.6 Cheekingthe-eirenlator’s-CIRCULATOR affidavit.

22 Fejeeted—lF A PETITION SECTION DOES
NOT HAVE A COMPLETED NOTARY CLAUSE, 23 OR IF THE DATE OF THE NOTARY CLAUSE DIFFERS FROM THE DATE
THE 24 CIRCULATOR SIGNED THE AFFIDAVIT, THE SECRETARY OF STATE WILL REJECT THE

ENTIRE SECTION.

26 1723 15.6.3 The-cireulator’s-affidavit shall be-checkedto-assure-it-has-been-completed-27 in-accerdance-with
the-statutory requirements-histed-below M the affidavit-was-28 notcompleted-in-accordance-with-the requirements
listed below, all entries in 29 the section shall be rejected. -

a. For candidate petitions, the circulator’s affidavit shall be completed in 31 accordance-with

39 b_Forinitiat itions. the cireulator’s affidavit shall leted in 33 | i . : 2).

34 155 15.7 PETITION verification. by-Randem-Sample—

171-VERIFICATION BY RANDOM SAMPLE.



1 15.5:2 15.7.2 Preliminary count and RANDOM NUMBER generation. efrandem-2 aumbers—

3 a:(A) After COUNTING the entries have-been-counted-for-ON each petition section, 4 a data entry
clerk shall enter the following data into the database; SECRETARY OF STATE STAFF WILL ENTER the
petition identification 6 number, the petition section number, the page number and the number of 7
entries on the page INTO THE DATABASE.

8 b-(B) STAFF WILL THEN CREATE a record shaH-then-be-created-for each entry 9 which-record-shal-contain-THAT
CONTAINS the petition identification number, petition section number, page number, and the entry number. 11
STAFF WILL TALLY the total number of entries. submitted-for-the-petition-12 shal-be-tathed—

13 &(C) If the number of entries is less than the total number of signatures required 14 to certify the measure to the
ballot, THE SECRETARY OF STATE WILL ISSUE a statement of insufficiency. shaH-be-issued—

16 d. A series of random numbers shall be generated by the database which is 17 the-greaterof four thousand-{4.000)
skghatures-or five percent (5%)-of the 18 total number-of entries—

19 15-5:3-Verification-of Selected-Entries-

a. The random numbers selected shall be matched with the appropriate 21 petition-section;
page-humber—and-entry-number—

22 b. Each entry generated shall be checked for validity in accordance with Rule 23 1721

jection of an entry shall be recorded by separate code and-a—master+ecord-oftherejected-entries-shal-be-maintained—-A-
master-26 record-shall-also-be-maintained-of each-entry thatis-accepted—

27 15.7.3 RANDOM SAMPLE. THE DATABASE WILL GENERATE A SERIES OF RANDOM NUMBERS 28 EQUAL TO
4,000 SIGNATURES OR FIVE PERCENT OF THE TOTAL NUMBER OF 29 SIGNATURES, WHICHEVER IS GREATER.
STAFF WILL CHECK THE VALIDITY OF THE RANDOM SIGNATURES IN ACCORDANCE WITH THIS RULE. STAFF
WILL MAINTAIN A 31 MASTER RECORD OF EACH ACCEPTED SIGNATURE, AS WELL AS A RECORD OF EACH 32
REJECTED SIGNATURE ALONG WITH THE REASON FOR THE REJECTION.

33 15.5.4 15.7.4 Checking the cireulator s athidavit. The circulator™s allidavit shall be 34 checked for each
entry-in-accordance-with-Rule-172. STAFF WILL VERIFY THAT THE CIRCULATOR’S AFFIDAVIT MEETS THE

STANDARDS OF THIS RULE 17. If the 36 affidavit is not attached and completed, all entries in the section shall
be rejected.



3 15.5:6 15.7.5 Computation of total accepted signatures.

4 a(A) STAFF WILL KEEP a tally shall be made of the number of accepted sigratures-and the
number-ofrejected signatures.

6 b-(B) The Secretary of State shal-wiLL determine the range of signatures by 7 multiplying the

constitutionaly-required number of signatures by 0.90 to 8 eempute-DETERMINE hinety percent {96%)-of
the required signatures and 9 by 1.10 to eempute-DETERMINE one hundred and-ten percent {310%)-of the

required signatures. This-aumber-shal-becalculated-after the-general-11 election-atwhich-the Secretary-
of State-waselected—

12 &(C) Afte hen-13 be-divided-into-
W%%WMWM@MMWWWM

which-were-submitted-STAFF WILL THEN DIVIDE THE NUMBER OF ACCEPTED SIGNATURES BY THE
TOTAL 16 NUMBER OF SIGNATURES SUBMITTED TO DETERMINE THE PERCENTAGE OF 17 ACCEPTED
SIGNATURES.

18 d-(D) Ihe—pe#eentag&e&lee#&te@m—p&mgmphc—eﬂhm—%ﬂe%%—@%hal%n—b&l9 mul#phed—by—the—tet&l—

agnatu#e%ehwep&ﬂ submﬁted—STAFF WILL THEN MULTIPLY THE PERCENTAGE OF ACCEPTED 22
SIGNATURES BY THE TOTAL NUMBER OF SIGNATURES SUBMITTED TO 23 DETERMINE THE NUMBER OF

SIGNATURES PRESUMED TO BE VALID.

24 &(E) If the number generated-is:

() Ninety percent {98%)—or less of the eenstitutionaty—required 26 number of
signatures as calculated in paragraph b of this Rule 27 15.5:6, then-the Secretary of State shal-WILL issue a

statement of 28 insufficiency. H-the-numbergenerated-is—

rcent (£10%)-or more of the eenstitutionaly-required number OF SIGNATURES, then-the 31 Secretary of State shal-wiLL
issue a statement of sufficiency.

32 (1) MORE THAN NINETY PERCENT BUT LESS THAN ONE HUNDRED TEN 33 PERCENT OF THE REQUIRED NUMBER
OF SIGNATURES, THE 34 SECRETARY OF STATE’S STAFF WILL REVIEW EVERY SIGNATURE TO DETERMINE

SUFFICIENCY.

36 f. If the number generated is more than ninety percent (90%) but less than 37 %ehund#ed—and—ten—pement—@&@%}-eﬁ




3 1£3 15.8 Ghecking-VERIFYING Individual signatures.

4 1731 15.8.1 STAFFWILL CHECK each individual entry shal-be-checked-against the 5 INFORMATION CONTAINED

accepted-STAFF WILL CREATE AND 11 MAINTAIN A MASTER RECORD OF EACH ACCEPTED AND REJECTED
ENTRY, ALONG 12 WITH THE REASON CODE FOR EACH REJECTED ENTRY.

13 17.3.3 15.8.3 If the information on the current voter registration file does not match the 14 information on the
entry, - the elector’™s voter registration history shall be checked 15 to determine if the information on the entry
matches-the-voterregistration-file-at-16 the-time-the-entrywas-signed—IF AN ENTRY DOES NOT MATCH THE SIGNOR’S
17 CURRENT INFORMATION IN SCORE, STAFF MUST CHECK THE SIGNOR’S 18 INFORMATION IN SCORE AS OF THE
DATE THE SIGNOR SIGNED THE PETITION.

th%ee&nty—&ssesse%s—hst—ﬁt@erﬁ%y—shal—kb@re}eeted—SECRETARY OF STATE 24 STAFF WILL REJECT THE ENTRY IF

25 (A) THE NAME ON THE ENTRY IS NOT IN SCORE;

26 (B) THE MIDDLE INITIAL OR MIDDLE NAME ON THE ENTRY DOES NOT MATCH THE 27 MIDDLE INITIAL OR MIDDLE
NAME IN SCORE;

28 (C) THE ADDRESS ON THE ENTRY DOES NOT MATCH THE ADDRESS IN SCORE;
29 (D) THE ADDRESS ON THE ENTRY IS A POST OFFICE BOX;
30 (E) THE ENTRY IS INCOMPLETE;

31 (F) THE SIGNER COMPLETED THE ENTRY BEFORE THE DESIGNATED ELECTION 32 OFFICIAL APPROVED THE
PETITION FORMAT,

33 (G) THE SIGNER WAS NOT AN ELIGIBLE ELECTOR AT THE TIME HE OR SHE 34 COMPLETED THE ENTRY;

35 (H) THE SIGNER COMPLETED THE ENTRY AFTER THE DATE ON THE CIRCULATOR



1 AFFIDAVIT,

2 (1) EVIDENCE EXISTS THAT SOME OTHER PERSON ASSISTED THE SIGNER IN 3 COMPLETING THE ENTRY BUT NO
STATEMENT OF ASSISTANCE ACCOMPANIES 4 THE ENTRY;

() THE NAME AND SIGNATURE ON THE ENTRY IS ILLEGIBLE AND CANNOT BE 6 VERIFIED IN
SCORE;

7 (K) THE ENTRY IS A DUPLICATE OF A PREVIOUSLY ACCEPTED ENTRY ON THE 8 SAME PETITION; OR

TE PETITION WHERE AN ELECTOR MAY SIGN ONLY ONE PETITION FOR THE SAME OFFICE, THE ENTRY IS ADUPLICATE OF A
11 PREVIOUSLY ACCEPTED ENTRY ON ANOTHER PETITION FOR THE SAME 12 OFFICE.

13 15.8.5 SECRETARY OF STATE STAFF WILL ACCEPT THE ENTRY IF:

14 (A) THE NAME ON AN ENTRY MATCHES OR IS SUBSTANTIALLY SIMILAR TO THE
INFORMATION IN SCORE, OR IF THE SIGNATURE ON AN ENTRY IS A COMMON 16
VARIANT OF THE NAME;

17 (B) A MIDDLE INITIAL OR MIDDLE NAME IS PRESENT ON THE ENTRY BUT NOT IN 18 SCORE, OR PRESENT IN
SCORE BUT NOT ON THE ENTRY;

19 (c) A SUFFIX IS PRESENT ON THE ENTRY BUT NOT IN SCORE, OR PRESENT IN SCORE
BUT NOT ON THE ENTRY; OR

21 (D) THE ADDRESS ON THE ENTRY IS MISSING AN APARTMENT LETTER OR 22 NUMBER OR A STREET DIRECTION.

23 17.4 Final Tally. After all of the sections have been checked, a final tally of all valid 24 sighatures-shal-be-prepared
I f cutfici noutfici X 1

[Current Rule 19 is amended and moved to Rule 15.9. Amendments between the current and new 26 rule
language are shown below.]

27 191 15.9 Cure-of petitions-deemed-trsufficient—CURING INSUFFICIENT PETITIONS.
28 192 15.9.1 If the-PETITION proponents submit additional signatures within the permitted time, 29 all-sighatures

Rule 16 and Rule 17 SECRETARY OF STATE STAFF WILL VERIFY THE ADDITIONAL 31 SIGNATURES IN
ACCORDANCE WITH THIS RULE 15.

32 193 15.9.2 If the number of ADDITIONAL valid signatures, in-the-addendum-when added to the 33 number of
valid signatures given in the statement of insufficiency, equals 110% or more 34 of the required signatures, THE
SECRETARY OF STATE WILL ISSUE a statement of



1 sufficiency. shal-be-issued—

2 19:4 15.9.3 If the number of ADDITIONAL valid signatures, i#a-the-addendum-when added to the 3 number
of valid signatures given in the statement of insufficiency, equals more than 90% 4 but less than 110% of
the required signatures and IF the initial check was by random sample, al-efthe-previously-submitted-
entriesshall-be checked SECRETARY OF STATE 6 STAFF WILL VERIFY ALL PREVIOUSLY SUBMITTED
SIGNATURES. STAFF WILL ADD the total 7 NUMBER of valid signatures in the original petition shal-then-be-
added-to the number of 8 ADDITIONAL valid signatures submitted in the addendum.

9 19.5 15.9.4 If the initial check was of every entry-SIGNATURE, then STAFF WILL ADD THE
NUMBER OF ADDITIONAL VALID SIGNATURES TO DETERMINE SUFFICIENCY thetotal of valid-11

12 196 15.9.5 Fhe-designated-election-official-shal-then-STAFF WILL issue a new statement of 13 insufficiency or

sufficiency whieh-THAT reports the total number of valid signatures 14 submitted.
[Current Rule 20 is amended and moved to new Rule 15.10. Amendments between the current 16 and new
rule language are shown below.]

17 15.10 PETITION PROTESTS.

18 201 15.10.1 A PETITION protest shal-MUST specifically state the reasons for the-19 ehaHenge-to-CHALLENGING
the determination of sufficiency or insufficiency.

2011 (A) A protest thataHeges-ALLEGING THE VIOLATION OF A specific 21 statutes-er+ules
STATUTE OR RULE were-tmproperly-apphed-shall-clearly-22 state-the-spectficrequirements-that-were-tmproperky

appHed-MUST CITE 23 THE STATUTE OR RULE AND SPECIFICALLY STATE THE VIOLATION.

24 2012 (B) A protest that-alleges thatentrieswere improperly-accepted-or-
rejected-shallclearhy identify the specific-individual-entries-at issue-and-26 thereason
the—entries—were—mproperly—accepted—or—rejected—ALLEGING THE 27 IMPROPER ACCEPTANCE OR REJECTION OF

INDIVIDUAL ENTRIES MUST CITE 28 THE ENTRY AND PETITION SECTION NUMBER AND SPECIFICALLY STATE WHY 29
THE ENTRY SHOULD BE ACCEPTED OR REJECTED, AS APPLICABLE.

20-2 The protest shall be deemed-insufficient foreach-entry orclass-of entries-31 challenged
where the individual entry is not listed or the reason for the 32 ehallenge-is-hot-given—

Rd-34 opponents may protest the

37 not-be-challenged-assutficient




1 [Current Rule 23 is amended and moved to new Rule 15.11. Amendments between the current 2 and new rule
language are shown below.]

3 15.11 REFERENDUM PETITIONS.

4 231 15.11.1 Apphieability-This Rule 23-applies to statewide referendum petitions pursuant-te
UNDER article V, section 1 (3) of the Colorado Constitution.

constitutional provrsron then such statutory 0 constltutlonal 12 prewsren—prev&rls—

13 23-3-Apphicabitity-of hitiative-statutes—

14 2331 15.11.2 Except where this Rule 23-STATES otherwise, provides—-or-where-the—
context—otherwise—requires—any statutory or constitutional provision that applies 16

specifically to initiative petitions shal-also apphy-APPLIES to referendum 17 petitions.

18 2332 15.11.3 The following procedural steps that apply to initiative petitions do not 19 apply to referendum
petitions:

(a) Review and comment by legislative staff on the text of proposed initiated 21
constitutional amendments and initiated laws, pursuant to Article V, Section 22 1 (5), Colorado Constitution, and
section 1-40-105, C.R.S.

23 (b) Title-setting by the title setting review board established in section 1-4024 106, C.R.S.

26 23.4.1 No referendum petition shall be printed, published, or otherwise circulated 27 urless-the-form-and-the-master
original to be used for printing or reproduction 28 have been approved by the Secretary of State.  Section
40113 GRS~

29 2342 15.11.4 PROPONENTS MAY SUBMIT a referendum petition may-be-submitted-to the

Secretary of State for approval at any tlme after the GENERAL ASSEMBLY HAS 31 PASSED
THE bill. ha val—32 The Secretary of State shal-wiLL not
issue final approval of the referendum 33 petltlon form unt|I the b|II has become law pursuant to article IV, section
11 of 34 the Colorado Constitution.




1 2343 15.11.5 Each referendum petition section shall consist of the following, in the 2 order listed: Sections

3 (a) The warning as specified in Section 1-40-110, C.R.S.

ferendum Petition,” followed by the demand upon the Secretary of State in substantially the following form, in which the
6 underlined material is only for example:

7 “To: The Honorable , Secretary of State of the State of 8 Colorado

9 We, the undersigned electors of the State of Colorado, do hereby respectfully petition, order, and demand
that Sections 1 to 12, inclusive 11 (being the entire Act), of House Bill No.
02-1010, by Representatives 12 Abel, Baker, and Cain, and Senators Smith
Thomas, and Jones, entitled 13 “Concerning registration requirements for
motor vehicles, and, in 14 connection therewith, authorizing two-and five-year
registration periods and authorizing discretionary vehicle identification number
inspections, 16 and making an appropriation”, passed by the Sixty-third
General 17 Assembly of the State of Colorado, at its regular session in the year
18 2002,shall be submitted to the voters for their adoption or rejection at the 19
next biennial regular general election, to be held on Tuesday, the 5th day of
November, 2002, and each of the signers of this petition says:

21 1 sign this petition in my own proper person only, and | am a registered 22 elector of the State of Colorado, my
residence address and the date of my 23 signing this petition are correctly written immediately after my name, and
24 1 do hereby designate the following persons to represent me in all matters

affecting this petition:”

26 (c) The name and mailing address of two persons who are designated to 27 represent the signers thereof in all

matters. affecting-the-same—

28 (d) The ballot title and submission clause. #-the-form-reguired-by-thisRule-29 23—

(e) The text of the Act, or the #em(s}-ITEM, section(s)-SECTION, or part(s}-31 PART of the
Act, on which the referendum is demanded. See-sections-132 40-110;-1-40-102(6)—

33 (f) Succeeding pages that each contain the warning, the ballot title, and 34 submission clause, and ruled lines
numbered consecutively for electors—
signatures.

36 (g) A final page that contains the circulator’s affidavit required by section 37 1-40-111(2), C.R.S.



1 23:4-4 15.11.6 Eaeh-A referendum petition section shal-MUsT include only the matters 2 required by Article 40,
Title 1, C.R.S., and this Rule 23, and no extraneous 3 material. Section-1-40-113(1). C-R.S—

4 23.5 Balet Title-and Submission-Clavse—

23-5:1 15.11.7 The ballot title shal-MUST consist of the title of the act on which the 6 referendum is
demanded, followed by the bill number, in substantially the 7 following form, in which the underlined material is
only for example:

8 “An Act concerning registration requirements for motor vehicles, and, in 9 connection therewith,
authorizing two-and five-year registration periods and authorizing discretionary vehicle
identification number inspections, and making 11 an appropriation, being House Bill No. 02-1010.”

12 23:5:2 15.11.8 When referendum is demanded on less than an entire Act of the General 13 Assembly,
the ballot title and submission clause shall consist of the ballot title 14 preceded by words in substantially
the following form, in which the underscored material is only for example, and ending in a question mark:

16 “Shall Section 3 (concerning definition of terms) and Section 4 (eliminating 17 licensing requirements for motor
vehicle dealers) of the following Act of the 18 General Assembly be approved:” The material in parentheses shall
correctly and 19 fairly summarize the subject or the effect of the portion of the Act referenced.

236 15.11.9 Election—If a referendum petition is timely filed with the Secretary of 21 State with a
sufficient number of valid signatures, it shal-be-voted-upen-WILL 22 APPEAR ON THE BALLOT at the next general
election that occurs at least three 23 months after the referendum petition is filed with the Secretary of State.

24 [Rules 15, 17, 19, 20, and 23 are amended and relocated to Rule 15.]

Rule 16. MILITARY AND OVERSEAS VOTERS (UOCAVA)
26 25-1 16.1 General rules concerning voting by military and overseas electors.

27 2541 16.1.1 For the purposes of this Rule 25, elector means a covered voter as defined 28 in section
1-8.3-102(2), C.R.S.

In accordance with the Help America Vote Act of 2002 and this Rule 25, each county clerk and recorder office shalbMusT
have a dedicated fax machine 31 for the purpose of fax ballot transmission.

32 25-13 16.1.3 In accordance with section 1-8.3-109, C.R.S., a maH-in ballot application 33
submitted by an elector shal-be-Is effective through the next regularly 34 scheduled General
Election, unless the elector SPECIFIES OTHERWISE makes-an-election-specific-orpermanent-matl-in-
request.



1 25:4:4-16.1.4 Mai-in-balet-application-APPLICATION and replacement ballot request 2 deadlines.

3 (@) NOTWITHSTANDING ANY OTHER PROVISION OF LAW, AN ELECTOR MAY 4 SUBMIT AN APPLICATION FOR

REGISTRATION AND BALLOT REQUEST WITH HIS OR HER VOTED BALLOT AS LONG AS THE BALLOT IS TIMELY
SUBMITTED 6 AND RECEIVED UNDER SECTIONS 1-8.3-111 AND 1-8.3-113, C.R.S., AND 7 RULE 25.1.6.

Enday—inamedra%elg%eeéwg—th&eleetmkexeepﬁhapmthe AN elector WHO Wlshes to receive the
A ballot by mail MUST SUBMIT All REQUEST NO LATER THAN THE SEVENTH DAY BEFORE THE
ELECTION the-12

18 25:1.5-16.1.5 Use of a Federal Write-in Absentee Ballot (FWAB) as an application for 19 registration or ballot
request.

(@) In accordance with section 1-8.3-107, C.R.S. NOTWITHSTANDING ANY 21 OTHER
PROVISION OF LAW, if an unregistered elector submits a FWAB by 22 the elose-ofregistration-DEADLINE SET FORTH
IN SECTIONS 1-8.3-111 AND 23 1-8.3-113, C.R.S., AND RULE 25.1.6., the FWAB shal-be-considered-a-1S A 24 timely
application for registration and maH—n ballot request.

26 submitsa

28 25:1:6-16.1.6 In accordance with sections 1-8.3-110 and 1-8.3-113, C.R.S., all ballots 29 cast must be voted and
mailed or electronically transmitted no later than 7:00

p.m. MT on election day, and received by the county clerk and recorder or the 31 Secretary
of State no later than the close of business on the eighth day after 32 election day.

33 25-1.716.1.7 Ballots received by the Secretary of State

f State timely receives a ballot in-accordance-with-this-UNDER SECTION 1-8.3-113, C.R.S., AND Rule 25, the Secretary of

State will 36 immediately notify the appropriate county clerk and recorder and forward 37 the ballot by evernight-
mal-fax-er-ceurier-BY THE MOST EFFICIENT MEANS 38 AVAILABLE no later than the next business day.



1 (b) To ensure voter secrecy, any county notified that the Secretary of State has 2 received a ballot, shal-MuUsT
retain a minimum of ten voted ballots to be 3 counted with the ballot received by the State.

25-1.8-16.1.8 The county clerk and recorder shal-MUsST send a minimum of one correspondence priorte-BEFORE the

Primary Election to each elector whose 6 record is marked “Inactive” and-whose-balotreguest-has-expired—Such-

shall-7 THE correspondence may be sent by email or mail and, at a minimum, shal-8 MUST notify the electors of:
9 (a) The status of the elector’s record and ballot request;
(b) The upcoming federal elections;
11 (c) How to update the elector’s mailing information and request a ballot; and
12 (d) Any other information the county clerk and recorder deems appropriate.

14 and recorder shall

, and-16 returned-by
mn%w—and—m@pseas—eleetep& No LATER THAN 45 DAYS BEFORE AN 17 ELECTION, THE COUNTY CLERK AND
RECORDER MUST REPORT TO THE SECRETARY 18 OF STATE THE NUMBER BALLOTS TRANSMITTED TO MILITARY
AND OVERSEAS 19 ELECTORS BY THE 45-DAY DEADLINE.

25.2-16.2 Electronic ballot transmission (receipt and return) of ballots to military and 21 overseas electors.

22 2522 16.2.1 ElectronicTransmission-{receipt-and-return)}-of-ballots to-military-and-23 overseas-electors{a}In

accordance with sections 1-8.3-110 and 1-8.3-113, 24 C.R.S., an elector may request to receive and return his or her
ballot by
electronic transmission.

26 {H-Subject-to-the-deadhnesin-Rule-25-1-4, 3 requestfor-electronicballet-27 transmission may be made on the
federal postcard, state voter 28 registration—mat-Hr-balot-ontne-voterregistration-orany-other-29 apphecation—

&5 (A) An elector who requests fax transmission shal-MUST provide a fax 31 number,
including the international country code and local area, province, 32 or city code (if applicable) where the ballot is
to be faxed.

33 (i) (B) An elector who requests email transmission shal-MUST provide a 34 complete email address where the
ballot is to be transmitted. In

accordance with section 1-8.3-115, C.R.S., no election official may 36 disclose the
email address to the public.



1 {b)-(C) An elector who chooses to receive his or her unvoted ballot by 2 online ballot delivery may return his or
her ballot by fax or email.

3 {6} (D) To return a voted ballot and self-affirmation by email, the elector 4 must scan and return the documents as
an email attachment.

5 [Current Rule 25.2.1 is moved to Rule 1.]

6 2524 16.2.2 The ballot packet sent by electronic transmission shal-MUST be in text 7 format on 8 2" x 117
white paper and shal-MUsT include:

8 (a) An electronic transmission coversheet to protect voter privacy;
9 (b) The blank ballot;
10 (c) The electronic transmission ballot instructions; and
11 (d) The self-affirmation required by section 1-8.3-114, C.R.S.
12 25:2:5 16.2.3 The electronic transmission ballot instructions shal-mMusT include:

13 (a) The county clerk and recorder’s contact information including mailing 14 address, email address, phone, and
fax number;

15 (b) A notice that the ballot may not be duplicated for any other elector;
16 (c) Instructions for completing and returning the ballot;
17 (d) A notice regarding the ballot return deadline;

18 (e) Information regarding how the elector may verify that his or her ballot has 19 been received by the county
clerk and recorder; and

20 (f) Any other information deemed necessary by the Secretary of State or the 21 designated-election-efficial- COUNTY
CLERK AND RECORDER.

22 25:2.6 16.2.4 The self-affirmation shall-MUST include the standard oath required by the 23 Uniformed and
Overseas Citizen Voting Act (42 U.S.C sec. 1973ff(b)(7) and 24 1(a)(5)), the elector’s name, date of birth,
signature, and the following 25 statement: | also understand that by returning my voted ballot by electronic 26
transmission, I am voluntarily waiving my right to a secret ballot. (Section 127 8.3-114, C.R.S.)

28 2527 16.2.5 Any ballot transmitted to an elector by electronic transmission shal-MUST 29 contain a unique
identification number for tracking and auditing purposes.

30 2528 25.2.6 If the county clerk and recorder transmits a ballot packet to an elector by 31 fax and the
transmission is unsuccessful, the county clerk and recorder shall 32 attempt to fax the ballot at least two more times.



1 2529 16.2.7 The county clerk and recorder shaH-MUST maintain a log of each ballot 2 sent by electronic
transmission. —which-the THE county CLERK AND RECORDER 3 shal-MUST maintain THE LOG as an election record
along with any other email or 4 fax records. The log shal-MUST include:

5 (a) The name of the elector;
6 (b) The fax number or email address to which the ballot packet was 7 transmitted (as applicable);
8 (c) The unique identification number of the ballot;
9 (d) The date the ballot packet was transmitted; and
10 (e) The initials of the employee transmitting the ballot.

11 25:2:10 16.2.8 Upon receipt of A voted ballot sent by electronic transmission, the 12 county clerk and recorder

shal-MUST verify the elector’s signature in 13 accordance with Rule 29. and-upen-verification-the-ballotshal-be

duplicated-14 for-counting: AFTER THE AFFIDAVIT HAS BEEN VERIFIED, A BIPARTISAN TEAM OF 15 JUDGES MUST
DUPLICATE THE BALLOT. DUPLICATING JUDGES MUST NOT REVEAL 16 HOW THE ELECTOR HAS CAST HIS OR HER
BALLOT.

17 1320 16.2.9 A military or overseas elector whose registration record is inactive e+18 wheose-balotrequest-has
fapsed may download an application and ballot using 19 the electronic ballot delivery system.

20 13:20-1 (A) The elector must submit the ballot and application in accordance 21 with the deadlines in section
1-8.3-111 and 1-8.3.113, C.R.S., for the 22 ballot to be counted.

23 13-20-2 (B) Every county must use the approved electronic delivery system to 24 implement this rule, except that
a county may obtain a waiver. The 25 Secretary will consider the following factors in approving or denying a 26
request for waiver:

27 £ (1) Number of military or overseas electors registered to vote in the 28 county;

29 {b)-(n) Historical data regarding the number of military and overseas 30 electors who have registered and voted
in the county; and

31 {e)-(111) Staff or other resource limitations.



1 [Current Rule 25 is amended and moved to new Rule 16. Current Rule 13.20 is amended and
2 moved to new Rule 16.2.9. Amendments between the current and new rule language are shown
3 above.]

4 Rule 17. PROVISIONAL VOTING

17.1 PROVISIONAL VOTING IN THE VOTER SERVICE AND POLLING CENTER
617.1.1 THE COUNTY CLERK AND RECORDER MUST USE THE APPROVED PROVISIONAL 7 BALLOT FORM.

8 17.1.2 IF AVOTER SERVICE AND POLLING CENTER LOSES CONNECTIVITY TO SCORE, THE 9 JUDGES MUST ISSUE
PROVISIONAL BALLOTS UNTIL THE COUNTY RESTORES CONNECTIVITY.

11 2633 17.1.3 The word “provisional” shaH-MUST be marked on the provisional ballot 12 and on the pollbook or
signature card next to the elector’s name.

13 [Current Rule 26.3.3 is amended and moved to new Rule 17.1.3. Amendments between 14 the current and new
rule language are shown above.]

26-4 17.2 Verification of Provisional Ballots

16 17.2.1 THE COUNTY CLERK AND RECORDER MUST PROCESS AND TABULATE ALL REGULAR 17 BALLOTS BEFORE
PROCESSING PROVISIONAL BALLOTS.

18 26-12 17.2.2 The county clerk and recorder must process all pollbooks or signature 19 cards in the statewide
voter registration database-SYSTEM before processing
provisional ballots.

21 [Current Rule 26.12 is moved to new Rules 17.2.]

22 26:4-2 17.2.3 Verification of an elector’s eligibility to have his or her provisional ballot 23 counted shaH-be-IS
limited to the following sources:

24 (a) Sources provided by the Secretary of State or law enforcement agencies
regarding felons who are serving a sentence of detention or confinement 26 or on
parole;

27 (b) The State of Colorado Statewide Voter Registration Database;

28 (¢c) The DMV Motor Voter database (Note: Possession of a driver’s license is 29 not conclusive proof of voter
registration; elector must have registered to
vote through the DMV); and

31 (d) The information provided on the provisional ballot envelope, including the 32 affidavit.



1 26:4-3 17.2.4 When verifying provisional ballots, the designated election official shal-2 MUST check the State of
Colorado Statewide voter registration database to 3 determine whether the elector has already voted in the election.

4 [Current Rules 26.4.2 and 26.4.3 are amended and moved to new Rules 17.2.3 and
17.2.4. Amendments between the current and new rule language are shown above.]

6 26-4-5 17.2.5 If during verification it appears that the elector’s record was cancelled or 7 consolidated as a
duplicate in error, the ballot shal-MUST be counted so long as 8 the elector has not cast a ballot in the
election, the affidavit is complete, and the 9 elector is otherwise eligible. THE COUNTY CLERK AND
RECORDER MUST REINSTATE OR UNCONSOLIDATE THE elector’s record AND UPDATE THE ELECTOR’S
RECORD 11 BEFORE MARKING THE ELECTOR’S PROVISIONAL BALLOT AS ACCEPTED OR REJECTED 12 IN THE
STATEWIDE VOTER REGISTRATION SYSTEM AND BEFORE LINKING IT TO THE 13 ELECTOR’S RECORD shat-be-

14 26:4-6 17.2.6 When the designated election official hasreceived-RECEIVES both a mat-in-

MAIL ballot and a provisional ballot from an elector, but there is a discrepancy 16 between the
signature on the returned mat-r-MAIL ballot envelope and the 17 elector’s signature stored in the statewide voter
registration system, the 18 discrepancy must be resolved. Before the provisional ballot may be eeunted-19 VERIFIED,
the elector must affirm that the signature on the maH-+a-MAIL ballot

envelope is not his or her signature. Section 1-8.5-105(4) and (5), C.R.S.

21 [Current Rules 26.4.5 and 26.4.6 are amended and moved to new Rules 17.2.5 and 22 17.2.6. Amendments
between the current and new rule language are shown above.]

23 26:4-9 17.2.7 If An-AN elector whose voter registration record is tagged 1D required 24 casts a provisional ballot
without providing valid identification, the ballot shaH-
MUST be verified and counted as follows:

26 (a) The COUNTY CLERK AND RECORDER MUST SEND THE elector shall-be-sent a 27 letter within three days after
the ballot is cast, and no later than three days 28 after election day, explaining that he/she has not provided the
required 29 identification. Nothing in this rule shall be construed to prohibit the

desighated—election—official-PROHIBITS THE COUNTY CLERK from calling the 31

elector; however, a phone call shall-DOES not substitute for notification to 32 the elector in writing.

33 (b) If the elector provides a copy of valid identification within eight days after 34 election day, the ballot shaH
MUST be counted so long as the elector has

not cast another ballot in the election, the affidavit is complete, and the 36 elector is
otherwise eligible.

37 [Current Rule 26.4.9 is amended and moved to new Rule 17.2.7. Amendments between 38 the current and new
rule language are shown above.]



1 26-5-2 17.2.8 If the information contained in the provisional ballot envelope and 2 affidavit provides adequate
criteria so that the designated election official is able 3 to confirm underelection-Rule-26 that the elector is eligible
to cast a ballot, the 4 provisional ballot shaH-MUST count.

[Current Rule 26.5.1 is amended and moved to new Rule 17.2.8. Amendments between 6 the current
and new rule language are shown above.]

7 26-5:3 17.2.9 Acceptance Codes (Any—provisional-ballot-given-an-acceptance-code-shal-8 have-al-THE COUNTY
CLERK AND RECORDER MUST COUNT ALL races eounted-9 unless-otherwise-indicated.)

AOK Reviewed and confirmed voter’s eligibility.

11 ALC ELECTOR VOTED A PROVISIONAL BALLOT BECAUSE THE VOTER SERVICE 12 AND POLLING CENTER LOST
CONNECTIVITY. ELECTOR’S ELIGIBILITY IS 13 CONFIRMED.

14 26.5:4 17.2.10 Rejection Codes (ARy-THE COUNTY CLERK AND RECORDER MUST NOT COUNT A ballot given a
rejection code shal-not-be-counted):

16 RNS (Rejection not signed) Provisional Ballot Affidavit not signed.

17 RIN (Rejection incomplete information provided) Required information is 18 incomplete and the designated
election official is unable to confirm voter’s 19 eligibility.

REE (Rejection envelope empty) Provisional ballot envelope is empty.

21 RAB (Rejection voter voted mail-in ballot) Designated election official has 22 confirmed that voter voted a
matHA-MAIL ballot.

23 RED (Rejection based upon ballot cast en-election-day—IN PERSON) Voter voted 24 in a peHingplace-VOTER
SERVICE CENTER OR POLLING CENTER

RIP (Rejection based on incorrect party) Incorrect Party in Primary Election.

26 RFE (Rejection felon not eligible to vote) Individual was convicted of a felony 27 and is either serving a
sentence of confinement or detention or is on 28 parole.

29 RWC (Rejection elector not registered-ir-county-6r-A RESIDENT OF THE State of
Colorado) Nen-county-or-nen-state-VOTER IS NOT A STATE resident; 31 therefore voter
not eligible to vote in the county where the provisional 32 ballot was voted.

33 RID (Rejection first time voter has not supplied identification upon registration 34 or thereafter prior to and
during time voter voted) First Time Voter who 1 registered by mail or through a voter registration drive, is tagged as-d
ID 2 deficient, and did not provide d ID at the time of voting.



3 [Current Rules 26.5.3 and 26.5.4 are amended and moved to new Rules 17.2.9 and
4 17.2.10. Amendments between the current and new rule language are shown above.]

26-6 17.3 The provisional ballot log required by section 1-8.5-110(4), C.R.S., may be 6 prepared by the
designated election official in handwritten or computer-generated form.

7 26+ 17.4 Recount procedures for provisional ballots shal-be-ARE the same as the recount 8 procedures for other
ballots as directed by the Secretary of State.

9 [Current Rules 26.6 and 26.7 are amended and moved to new Rules 26.3 and 26.4. Amendments
between the current and new rule language are shown above.]

11 26-21 17.5 Processing provisional ballot affidavits in the statewide voter registration 12 database. Before closing
an election, the county clerk and recorder must:

13 26-31-1 17.5.1 Enter all provisional ballot affidavits into the provisional module of the 14 statewide voter
registration database.

26112 17.5.2 PROCESS ALL VOTER REGISTRATION UPDATES. 16 17.5.3 Link all provisional ballot
affidavits to the appropriate elector’s record. 17 [Current Rule 26.11 is amended and moved to new Rule 17.5.
Amendments between the 18 current and new rule language are shown above.] 19 17.6 PUBLIC ACCESS TO

PROVISIONAL BALLOT INFORMATION

17.6.1 THE LIST OF VOTERS WHO CAST A PROVISIONAL BALLOT AND THE ACCEPT/REJECT 21 CODE
FOR THE BALLOT IS AVAILABLE FOR PUBLIC INSPECTION.

22 17.6.2 IN ACCORDANCE WITH SECTION 24-72-204(8), C.R.S., THE COUNTY CLERK AND 23 RECORDER MUST NOT
RELEASE AN ORIGINAL OR COPY OF THE ELECTOR’S:

24 (A) MONTH AND DAY OF DATE OF BIRTH;

(B) DRIVER’S LICENSE OR DEPARTMENT OF REVENUE IDENTIFICATION NUMBER; 26 (C)
SOCIAL SECURITY NUMBER; OR 27 (D) SIGNATURE. 28 17.6.3 IF A VOTER HAS REQUESTED CONFIDENTIALITY
UNDER SECTION 24-72-204(3.5), 29 C.R.S., THE COUNTY CLERK AND RECORDER MUST NOT RELEASE THE

ELECTOR’S ADDRESS OR TELEPHONE NUMBER.



1 17.6.4 IF A VOTER HAS REQUESTED CONFIDENTIALITY UNDER SECTION 24-30-2101, 2 C.R.S., THE COUNTY
CLERK AND RECORDER MUST NOT RELEASE THE 3 PROVISIONAL BALLOT AFFIDAVIT.

4 2613 17.7 Voter Access to Provisional Ballot Information

26-13-1 17.7.1 The Secretary of State will provide a provisional ballot lookup on the 6 Secretary’s
website.

7 26132 17.7.2 The county clerk and recorder must number the provisional ballot 8 envelope or affidavit stock
using the standard numbering convention approved 9 by the Secretary of State.

26-13-3 17.7.3 An elector may access the system during the 45 days following the 11 election.
12 [Section 1-8.5-111, C.R.S]

13 [Current Rule 26.13 is amended and moved to new Rule 17.7. Amendments between the 14 current and new rule
language are shown above.]

[Current Rule 26 is amended and moved to new Rule 17. Amendments between the current and 16 new rule
language are shown below.]

17 Rule 18. UNIFORM BALLOT COUNTING STANDARDS

18 272 18.1 Multiple-Rage-BaHets: In any election where a multiple page printed ballot is 19 used, a voter must
vote and return all pages of the ballot at the same time. Any voter who

hasreturned-RETURNS at least one page of a multiple page printed ballot will be 21 considered to have
voted and the COUNTY CLERK AND RECORDER MUST COUNT THE votes 22 on the submitted PAGES page(s)-shal-be
counted. ARy-THE COUNTY CLERK MUST NOT 23 COUNT VOTES ON additional page-PAGES returned at a later time
shal—net-be—counted. but-24 shal-be-THE COUNTY CLERK MUST appropriately marked—MARK, set aside, and

preserved-

CR.S.

PRESERVE THE BALLOTS as ether—election materials-RECORDS in accordance with section 126 7-802,

27 243 18.2 Uniform Counting Standards for hand-counted Paper Ballots

28 2431 18.2.1 Pursuantte-IN ACCORDANCE WITH section 1-7-309, C.R.S., AND RULE 29 27.7, judges counting
ballots on election day shal-MUST take-into-consideration-CONSIDER the intent of the voter in-accerdance-with-Rule-
27

31 2—7—3—2 1822 If a RACE OR BALLOT MEASURE IS OVERVOTED ballot-contains-markingsfor-32 more-than-the
a-ba asure, 33 THE JUDGES MUST ne-vete-shal-count

NO VOTE for that race or baIIot measure.

34 2733 18.2.3 If a eandidate-race or ballot measure contains no markings by the voter, no tally will be made for
that race or ballot measure. —but BUT all other candidate 1 races or ballot measures properly
marked by the voter on the ballot shal-MUST be 2 counted.



3 2434 18.2.4 A ballot which has no markings for any candidate races or ballot measures 4 shal-MUST be tallied as
a blank ballot, but the voter shall-MUsT be given credit for voting.

6 274 27.3 Uniform Counting Standards for Optical Scan Ballots
7 2741 18.3.1 Precinet Optical Scan Procedures AT A VOTER SERVICE AND POLLING 8 CENTER

lots are rejected or sorted by the-precinet-counter-A VOTER SERVICE AND POLLING CENTER SCANNER as a blank or
overvoted 11 ballot shal-MUST be given the opportunity to correct their ballot.

12 (b) Ballots sorted to a write-in bin shal-MUST be tallied at the conclusion of 13 the voting and delivered to the
central counting center in a secure 14 container.

242 18.3.2 Central Count Optical Scan Procedures

16 (a) A JUDGES SHOULD COMPLETE A visual inspection of every ballot sheuld-be-17 eempleted for the limited
purpose of separating damaged ballots into a 18 unique batch.

19 (b) JUDGES MUST RESOLVE, AND WHERE APPLICABLE, DUPLICATE, EveryyEVERY
damaged ballot and all ballots sorted by the optical scan machine shall-be-21 resolved;

and-where-apphicable-duphicated-in accordance with this rule.

22 (c) A resolution board, consisting of a team(s) of one (1) Republican and one 23 (1) Democrat for partisan
elections or two (2) qualified election judges for 24 nonpartisan elections, shal-MUST resolve all ballots sorted by
the central

count optical scan equipment.

26 (1) The board shaH—MuUST be observed by two (2) witnesses, who in 27 any partisan election shall be
representatives of each major 28 political party, who may not handle or process ballots.

29 (2) Al persons engaged in the counting and processing of ballots shaH—
MUST be deputized or take an oath to faithfully perform their 31 duties.

32 (3) The resolution board shal-MUST maintain a log for each step of 33 verification, duplication, and counting.

34 (d) Sequence of Resolution Procedures 1 (1) A THE RESOLUTION BOARD MUST RUN A zero tape, or similar report,
2 shal-berun-indicating no votes cast or counted before the counting 3 begins.



processed through THE BOARD MUST REVIEW ALL BALLOTS WITH OVERVOTES, BLANK BALLOTS, AND 6 WRITE-IN
BALLOTS SORTED BY the optical scanner, with sorted 7 ever : Ay
resolved-8 by-theresolution-beard. Ballots sorted by the optical scan 9 equment sha”—be—ARE subject to review by
the resolution board. If there are no legally qualified write-in candidates, the write-in 11 sort option shal-MUST not
be utilized.

12 (3) A voter’s intent shal-MUST be reviewed for every ballot that 13 requires resolution.

ted by the optical scanner and resolved by the resolution board by duplication are to be indicated as such 16 MUST BE
MARKED AS DUPLICATED.

17 (5) The resolution board shal-MUST maintain an official audit log for 18 all ballots resolved
setting forth the precinct number, duplicate 19 ballot number (where applicable), reason (with
specificity) that the ballot was resolved, date of resolution, and the initials of the 21 members of
the duplication board responsible for resolving the 22 ballot.

23 (6) The precinct judge’s ballot reconciliation form #-MUST BE 24 compared to the number of scanned ballots for
the precinct.

(7) After the final precinct has been tallied, the total write-in votes 26 shal-MUST be
indicated on the final summary along with the seal 27 numbers for each sealed box of scanned ballots.

28 (e) Resolution of damaged ballots

D MUST DUPLICATE Bamaged-balets-DAMAGED or defective ballots shaH-be-duphicated-utilizing the 31 ballot duplication
procedures asprovided in Rule 2746 18.5

32 (2) THE RESOLUTION BOARD MUST EXAMINE Blank-BLANK ballots shal-33 be-examined-by-theresolution-board
to determine if the ballot is a 34 true blank ballot or one that has been marked with a non-detectable mark.
Resolution board members must make a duplicate copy of 36 the ballot which has been marked with a
non-detectable mark 37 utilizing the ballot duplication procedures as-setferth in Rule 276-38 18.5. If a ballot is
truly blank, THE BOARD MUST SEND it shaH-be



1 sent back for the resolution pass through the scanner, and the ballot 2 MUST BE tabulated with no races or ballot
measures voted.

3 (3) THE RESOLUTION BOARD MUST INSPECT AND RESOLVE Overvoted-4 OVERVOTED ballots shal-be-inspected-by-
the-resolutionboard-and-resolved in accordance with Rule 24+ 18.6.

6 (4) Write-in votes sorted by the optical scan equipment on election day 7 shal-MUST be delivered to the assigned
write-in board for hand 8 counting.

in order to be counted, the oval must be darkened or the arrow connected according to 11 the appropriate voting
instructions. Only votes for legally 12 qualified write-in candidates shal-MAY be counted.

13 (ii) If, following the initial count, the number of undervotes in 14 that race could change the outcome or force the
election into

a mandatory recount if attributed to a legally qualified writel6 in
candidate, votes for that candidate shall-MUST be counted 17 whether or not the target area designating the selection
of a 18 write-in candidate has been marked, provided that the 19 number of candidates chosen does not exceed the
number

permitted in that office.

21 (5) The resolution board shaH—MusT duplicate ballots by clearly 22 labeling the new duplicate ballot as a
“DUPLICATE” and assign a 23 serial number which shall be recorded on both the original and 24 duplicate ballot.
For example, the first ballot in Precinct # 1 to be

duplicated could be labeled as #1/001 with the duplicate labeled 26 D#1/001.
Original ballots shalH-MuUST be separated from the 27 duplicate ballots and placed in a sealable container clearly
marked 28 “ORIGINAL BALLOTS.” The duplicate ballots shalb-MUST be 29 counted in lieu of the original ballots.

(6) The resolution board shal-MuUsT maintain an official audit log 31 setting forth the
precinct number, duplicate ballot number, reason 32 (with specificity) that the ballot was duplicated, date of 33
duplication, and the initials of the members of the duplication 34 board responsible for duplicating the ballot.

(f) Recount Procedures for Optical Scan

36 (1) Optical scan equipment must be set to consistent sensitivity 37 standards for each system type, must be tested
prior to the recount, 38 and shall be programmed to sort undervotes for the individual 39 race(s) or ballot measure(s)
being recounted.



1 (2) The county will conduct a recount of a race with a write-in 2 candidate as outlined in Rule 27+4 18.6.4..

3 245 18.4 Uniform Counting Standards for DREs. A vote that is properly recorded, as 4 specified by the voting
instructions, on the voting device for an office or ballot measure shal-MUST be counted.

6 276 18.5 Duplication of Ballots.

7 (a) Using the damaged ballot as the guide, THE DUPLICATING TEAM MUST MARK a 8 blank ballot shal-be-marked-
by-a-dupheating-team; so that the votes recorded are 9 identical to those indicated on the damaged ballot. -ard-
shal-THE DUPLICATION MUST be proofed to ensure it is marked properly and accurately.

11 (b) Every duplicated ballot shaH-MUST be subject to the process for determining voter 12 intent outlined in Rule
2+ 27.6.

13 (c) A unique number shal-MUST be assigned to both the original and duplicated 14 ballot. This will reference the
two ballots together and provide an audit trail.

(Example: the ballots may be marked XX-NNN, where XX is the precinct 16 number and
NNN are consecutive numbers starting with the number one.)

17 (d) The duplicated ballots shal-MUST be counted in the same manner as all other 18 ballots to be counted.

19 (e) The damaged or unreadable original ballot shal-MuUST be marked

“DUPLICATED?” to indicate that the ballot has been duplicated and the 21 duplication is
completed. All duplicated original ballots for a precinct along with 22 any applicable printed material shal-MUST be
placed in a sealable container and 23 clearly marked “ORIGINAL BALLOTS.”

24 277 18.6 Determination of VVoter Intent

24421 18.6.1 If a voter uses a consistent alternate ballot marking method that deviates 26
from the method specified by the voting instructions (such as circling or placing a 27 check mark behind a
candidate’s name or ballot response) and does not place an 28 “X”, check or other appropriate mark in the
target area{s)}-AREA, the voter will be 29 considered to have voted for the appropriate candidates and or
ballot responses and the ballot shal-MUST be duplicated. -exceptthat; BUT if a voter marks any of 31
histher-HIS OR HER choices by placing an “X”, check or other appropriate mark in 32 any target area on the
voter’s ballot, only those choices where the target area has-33 been-Is marked shal-MAY be counted.

34 2772 18.6.2 A ballot that has a mark correctly in the target area that partially extends
into another target area shalbMUST be counted as a vote for the candidate or ballot 36 response
so marked.



1 2773 18.6.3 When resolving an overvoted race, marks indicating the voter’s intent 2 shal-include, but-ret-be
Hmited-tocircling the candidate’s name and strike-outs 3 or corrections of choices.

4 2774 18.6.4 Write-in votes

5 241 (A) If a voter designates a vote for a named candidate on the ballot and 6 writes in the name of the same
candidate in the write-in area, the vote 7 shalbMUST be counted.

8 2++4-2 (B) If a voter designates a named candidate on the ballot and writes in 9 the name of a different candidate
in the write-in area, it shal-MUST be 10 considered an overvote for that office if the number of chosen 11 candidates
exceeds the number permitted to be voted for in that office 12 and no vote shall-MAY be counted. 13 247443 (C)
During any recount of votes, if the number of undervotes in that 14 race could change the outcome if attributed to a
legally qualified write15 in candidate, votes for that candidate shal-MUST be counted whether or 16 not the target area
designating the selection of a write-in candidate has 17 been marked, provided that the number of candidates chosen
does not 18 exceed the number permitted in that office. 19 Rule 19. RESERVED 20 Rule 20. RESERVED 21 Rule 21.
RESERVED 22 Rule 22. RESERVED 23 Rule 23. RESERVED 24 Rule 24. RESERVED 25 Rule 25. RESERVED 26
RULE 26. RESERVED 27 Rule 27. RESERVED 28 Rule 28. RESERVED 29 Rule 29. RESERVED 30 Rule 30.

RESERVED 31 Rule 31. RESERVED



1 Rule 32. RESERVED
2 Rule 33. RESERVED
3 Rule 34. RESERVED
4 Rule 35. RESERVED
5 Rule 36. RESERVED
6 Rule 37. RESERVED
7 Rule 38. RESERVED
8 Rule 39. RESERVED
9 Rule 40. Rules-Coneerning-Certification and Education of Designated Election Officials
10 40.1 Purpose and Definitions.

11 40.1.1 The Secretary of State recognizes that the oversight of elections is a profession 12 that requires thorough
knowledge of complex state and federal election law and 13 election procedures. Considering the complexity of
state and federal law, voting 14 equipment, and election procedures, extensive training is necessary. The 15
certification program standardizes election procedures and education. The 16 program also promotes Colorado
voters’ confidence in their election officials 17 and the election process.

18 40.1.2 “Local election official” means a county clerk and recorder. (Section 1-1-301(1), 19 C.R.S.)
20 40.1.3 “Persons required to complete certification” means:
21 (a) The county clerk and recorder; and

22 (b) Employees in the clerk and recorder’s office who are directly responsible 23 for overseeing election
activities, including but not limited to: voter 24 registration, candidate qualifications and ballot certification, poll
worker 25 training, ballot design and setup, ballot counting, and canvassing.

26 (Section 1-1-302, C.R.S))
27 40.2 Advisory Board.

28 40.2.1 The advisory board must meet at least twice each calendar year to approve the 29 curriculum and make
necessary changes. The advisory board must also review 30 evaluations and recommend changes to the certification
program.

31 40.2.2 The advisory board must review individual applications for certification and 1 must approve applications that
are accurate and complete. The advisory board 2 may take into account special circumstances in reviewing and
approving 3 applications.



4 40.2.3 The Secretary of State will appoint the following as board members:

(a) Four county clerks or designated staff members; 6 (b) Two Secretary of State Office
representatives; and 7 (c) Any individual(s) whom the Secretary of State believes could make a 8 valuable
contribution to the Board.

9 40.2.4 Board members serve at least a two-year term.

40.2.5 The Secretary of State may terminate board members without cause. Failure to 11 attend
meetings or meaningfully contribute may result in termination.

12 40.3 Curriculum.

13 40.3.1 The Secretary of State will develop the core and elective curriculum offered for 14 certification and
continuing elections education. The Secretary will post

curriculum information on the Secretary of State’s website.
16 40.3.2 The Secretary of State will develop and administer all training outlined in this 17 Rule 40.

18 40.3.3 To obtain Colorado certification, a person must complete the following 19 minimum curriculum
prescribed by the Secretary of State:

(a) Seven basic core courses; 21 (b) One core course relevant to primary job duty; and 22 (c)
Six electives. 23 40.3.4 To maintain Colorado certification, a person must complete at least five 24 Continuing

Elections Education courses by July 31 of every even year.
40.4 Training Format.

26 40.4.1 Web-based training may be conducted live or by reviewing material previously 27 presented by the
Secretary of State. In either case, participants must achieve a 28 satisfactory score on assessments before receiving
credit for the course.

2940.4.2 The Secretary of State will provide classroom training. For certification, a person must
complete at least one course in-class.

31 40.5 Credit.



1 40.5.1 Individuals applying for certification must successfully complete the curriculum 2 prescribed by the
Secretary of State. If an applicant submits duplicate 3 coursework, the advisory board may reject the application
for certification.

4 40.5.2 Training assessment.

(a) To receive certification credit for any course presented by the Secretary of 6 State under
this rule, a participant must successfully complete a training 7 assessment with a minimum score of 85%.

8 (b) A participant who fails to achieve a score of at least 85% may retake the 9 assessment.
(c) The Secretary of State may administer either paper or electronic 11 assessments.

12 40.5.3 Credit for Teaching Classes. A person who teaches or substantially assists with 13 preparation of a class
offered for certification is excused from the assessment 14 requirement outlined in Rule 40.5.2 and will receive
credit for the course.

40.5.4 No election official may receive credit toward his or her Colorado certification 16 for training
offered by other agencies or organizations.

17 40.6 Application Review, Certification, and Maintenance of Records.

18 40.6.1 Once a person completes the required coursework, he or she must promptly 19 submit an application for
certification or continuing certification to the Secretary
of State’s office on the form approved by the Secretary of State.

21 40.6.2 The Secretary of State must review the application with reference to the 22 Secretary of State records. If
the application is complete and accurate, the 23 Secretary of State must forward it to the advisory board for its
review and 24 approval. Upon approval by the advisory board, the Secretary of State must

issue a certificate that the person is a Certified Colorado Election Official.

26 40.6.3 The Secretary of State must track attendance at all classes and keep records of 27 attendance, continuing
elections education, and records of those persons who are 28 certified and persons who are in the certification
process.

2940.9 Decertification. A person who fails to satisfy continuing education requirements will lose
certification.

31 Rule 41. RESERVED
32 Rule 42. RESERVED

33 Rule 43. County Security Procedures



1 43.1 Definitions.

2 43.1.1 “Chain-of-custody log” means a written record that shows that the equipment and 3 all
associated data are secured according to these procedures and in the 4 documented control of an
employee or deputized election judge through the entire time of ownership by the jurisdiction.

6 43.1.2 “DRE” means a direct recording electronic voting device—A-DRE-isa-voting-7 device-that records
votes by means of a ballot display provided with mechanical 8 or electro-optical components or an audio
ballot that the voter can activate; that 9 processes data by means of a computer program; and that records
voting data and ballot images in memory components or other media. The device may produce a 11
tabulation of the voting data stored in a removable memory component and as 12 printed copy. The device
may also provide a means for transmitting individual 13 ballots or vote totals to a central location for
consolidating and reporting results 14 from remote sites to the central location.

38:1.3-43.1.3 “Elector data” means voting information, including but not limited to, 16 voter
registration, voting history, and voting tabulations.

17 38:1-4-43.1.4 “Electronic pollbook™ is a list of eligible electors in electronic format who 18 are permitted to vote
at a polling place-LOCATION in an election conducted under 19 the Election Code, which shall be processed by a
computer at a Mote-Center—

VOTER SERVICE AND POLLING CENTER to be immediately accessible to all other 21 computers
at all \Mete-CentersVOTER SERVICE AND POLLING CENTERS in the 22 county.

23 43:33-43.1.5 “Employee” means all full-time, part-time, permanent, and contract 24 employees of the county
who have-had-PASSED a COLORADO BUREAU OF

INVESTIGATION (CBI) INTERNET criminal history check (ICHC) conducted in 26 accordance
with Rule 11.2 and are deputized by the county elerk-and-recerderto 27 prepare or maintain the voting system or
election setup materials, staff the 28 counting center and who have any-access to the electromechanical voting
systems 29 or electronic vote tabulating equipment.

43.1-4-43.1.6 “Removable card or cartridge” means any A programming card or 31 cartridge, except a
voter activation card, that stores firmware, software, or data.

32 43:1.5-43.1.7 “Seal” means a serial-numbered tamper-evident device that indicates—a-33 sealis—broken—or
remeved, IF BROKEN OR MISSING, INDICATES THAT A DEVICE IS 34 NOT SECURE.

38-1-2-43.1.8 “Teleprocessing lines” means secure, dedicated communication 36
transmission facilities used for the purpose of transferring elector data between 37 Mote-Centers-
VOTER SERVICE AND POLLING CENTER and a centralized 38 computerized pollbook maintained by
the county elerk-and-recerder, to ensure the 39 security and integrity of voting information so that
no deviation can go undetected.



1 43-26-43.1.9 “Trusted build” means the write-once installation disk or disks for 2 software and
firmware for which the Secretary of State or his/her agent has 3 established the chain of evidence to the
building of a the disk(s), which is then 4 used to establish and/or re-establish the ehain-ef-custody-
CHAIN-OF-cUSTODY of any component of a voting system that contains newhy-installed firmware or 6
software. The trusted build is the origin of the chain of evidence for any software 7 and firmware
component of the voting system.

8 43-3-743.1.10 “Video security surveillance recording” means video monitoring by a 9 device that continuously
records a designated location or a system using motion detection that records one frame, or more, per minute until
detection of motion 11 triggers continuous recording.

12 43.2 Annual security plan. In accordance with section 1-5-616(5), C.R.S., AND USING THE 13 FORM PRESCRIBED
BY THE SECRETARY OF STATE, eaeh-A county must ANNUALLY submit a 14 security plan to the Secretary of State
annuaty-and no later than 60 days prerte-BEFORE

the first election in which the COUNTY WILL IMPLEMENT THE security plan procedures. are-16 used-

17 43-2:1 43.3 General requirements CONCERNING CHAIN-OF-CUSTODY.

18 (8)-43.3.1 The county clerk and recorder shall MusT maintain on file all 19 documentation of seals, chain of
custody CHAIN-OF-CUSTODY, and other

documents related to the transfer of equipment between parties. These documents 21 are
subject to inspection by the Secretary of State.

22 {b)-43.3.2 The county must maintain and document the ehain-of-custedy-CHAIN-OF23 cusTODY for each voting
device throughout the county’s ownership or leasing of 24 the device.

{€)-43.3.3 Only deputized clerks, election judges, or canvass board members sworn 26 under oath are
allowed to handle ballots, which include VVVPAT records.

27 {)-43.3.4 The county may install additional or modified software developed by the 28 vendor on any component
of the voting system only if the software is specifically 29 listed on the Secretary of State’s certificate and verified
against the state trusted

build. Nothing in this rule shalpreclude-PRECLUDES the use of commercial off31 the-shelf
software, provided that the software is included in the certified list of 32 services and executables for the certified
voting systems.

33 {8)43.3.5 Any form or log containing “date” means to note the month, calendar day, 34 year, hour, minute, and
whether the time isa.m. or p.m.

433 43.3.6 The county shal-MUST submit with-the-security-plan-sample copies of all 36 referenced
forms, schedules, logs, and checklists WITH THE SECURITY PLAN.

37 [Current Rule 43.3 is moved to Rule 43.3.6]



1 43.2.2-43.4 Physical locking mechanisms and seals. The county must record the serial number 2
of every seal on the appropriate chain-of-custody log. Two individuals must verify, and 3 indicate
by signing and dating the log, that the seal serial numbers match the logged serial 4 numbers. If a
seal is inaccessible and cannot be removed, then it is not necessary to verify that seal serial
number.

6 {a)-43.4.1 DRES AND BALLOT MARKING DEVICES. Fhe-county-must-seal DREvoting-7 devices-asfollows:—

8 £5(A) The county must place a seal over anry-A removable card or cartridge that 9 is inserted into the unit, or over
the slot or door covering the card or cartridge.

11 £)(B) The county must place a seal over any removable card slot or cartridge 12 slot when no card or cartridge is
inserted into the unit.

13 3)(c) If the county cannot verify the firmware or software hash value (MD5 or 14 SHA-1), the county must seal
the DRE case. To detect unauthorized

access, the county must use seals at either the seams of the case or at key 16 entry
points such as screw access points.

17 {(4)(D) If the voting device contains one or more slots for a flash memory card, 18 the county shal-MUST affix a
seal over each each flash card slot, door, or 19 access panel.

{5}(E) These same procedures also apply to the Judge’s Booth Controller (JBC) 21 unit for the
Hart InterCivic System.

22 {6)(F) Two employees or election judges must verify, and indicate by signing 23 and dating the chain-of-custody
log, that all seal serial numbers match the 24 logged serial numbers.

b)-43.4.2 VVPATS. Prior to attaching a VVVPAT to a specific voting device, the 26 judges-
shal-COUNTY MUST seal the unit after verifying that no votes were cast. At 27 least two election judges
must verify that seals are intact prior to the start of 28 voting, and at the close of voting. VVVPAT records
shal-MUST either remain in the 29 VVVPAT canister, or be sealed and secured in a suitable device for
protecting privacy or as described in Rule 1 43.2.10.

31 {6)-43.4.3 Remete-orcentral-count-optical-scanners—Optical scanners. used--a-32 remote-orcentral-tabulating
location shall hefollowi I . :

33 £5(A) The county must place a seal over each card or cartridge inserted into the 34 unit, or over any door or slot
containing the card or cartridge.

£2)(B) The county must place a seal over each empty card or cartridge slot or 36 door covering
the area where the card or cartridge is inserted.



1 3)(c) Prior to the start of voting and after the close of voting, two employees or 2 election judges must visually
confirm that all seals are intact and that the 3 seal serial numbers match those logged in the chain-of-custody log.

4 {d)-43.4.4 Memory Gards/Cartridges-CARDS OR CARTRIDGES.

(A) The county must assign and securely affix a permanent serial number to 6 each
removable card or cartridge. The county may use the manufacturer 7 assigned serial number for this purpose.

8 &)(B) The county must handle removable memory cards and cartridges in a 9 secure manner at all
times. The county must transfer and store any removable card and/or cartridge that is not sealed in a
voting machine in a 11 secure container with at least one seal. Upon delivery and receipt, election 12
judges or county personnel must verify, and indicate by signing and dating 13 the chain-of custody
log, that all seal serial numbers match those listed in 14 the log.

£3)}(C) The county elerk-and-recorder must maintain a written or electronic log
to 16 record card or cartridge seal serial numbers and track seals for each voting 17 unit. The county

clerk and recorder must be notlfled if control of a 18 eam#eamdge@pdeer—epslet—fep&eapd#eamdge

21 4323 43.5 Individuals with access to keys, door codes, and vault combinations.

22 {a)-43.5.1 For employees with access to areas addressed in Rule 43:2:3(¢) 43.5.3, the 23 county must state the

employees™titles EACH EMPLOYEE’S TITLE and the dates-of 24 CBl-background—checks—THE ICHC. [Section
24-72-305.6, C.R.S.]

{b)-43.5.2 The county must change all keypad door codes or locks, vault 26 combinations, computer
and server passwords, encryption key codes, and 27 administrator passwords at least once per calendar year prior to
the first election 28 of the year.

29 {€)-43.5.3 Employee access.

{5-The county may grant employees access to the codes, combinations, 31 passwords, and
encryption keys described in this Rule 43:2:3-43.5 in 32 accordance with the following limitations:

33 (A) Access to the code, combination, password, or encryption key for the 34 sterage-areaforvoting-eguipmentand

| iLin ball : .

36 (B)-(A) Access to the code, combination, password, or encryption key for the 37 maH-+-VOTING EQUIPMENT
AND ballot storage area-AREAS and counting 1 room or tabulation workstations is restricted to ter-employees as
defined—2 ir—Rule—43.1.3-WHO HAVE PASSED A COLORADO BUREAU OF INVESTIGATION 3 (CBI) INTERNET
CRIMINAL HISTORY CHECK (ICHC).



mergency personnel, no other individuals shal-MAY be present in these locations unless supervised by one or more
employees as-defined-6 in-Rule-43-13—

7 ()-Each individual who has access to the central election management 8 system or central tabulator shaH-MusT
have their own unique 9 username and password. No individual shal-MAY use any other individuals-INDIVIDUAL’S
username or password. Shared accounts 11 are prohibited.

papertog-ncluding-the-persen’s-17 name and date and time of entry, such a log shall meet the 18

19 [Current Rule 43.2.3 (c)(1)(C)(ii) is amended and relocated to New Rule 43.8.]

21 2-(c) In extreme circumstance, the county may request and the Secretary of 22 State may grant exemption from
the requirements outlined in Rule 23 4323(e)}1) 43.5.3.

24 {d)-43.5.4 Computerroem Access TO WHERE ELECTION MANAGEMENT SOFTWARE IS USED is limited to
authorized employees and election judges only. Messengers or 26 runners delivering
ballots between the preparation room and computer room shal-27 MUST wear

distinguishing identification. Fhis+ule-does-not-supersede-accessby-28 watchers-official

)

29 [Current Rule 43.2.9 is amended and relocated to New Rule 43.6 as follows:]
43.2.9 43.6 Internal Controls for the Voting System
31 (a)43.6.1 The County must enable, create, and use passwords.

32 {b)-43.6.2 In addition to the access controls discussed in Rule 43-2:3(€)-43.5, the 33 county shal-MUST change all
passwords and limit access to the following areas:

e county shal-MUST change all software passwords once per calendar year prior to the first election. This includes any boot
or startup 36 passwords in use, as well as any administrator and user passwords and 37 remote device passwords.



1 &)(B) Hardware. The county shalH-MUST change all hardware passwords once per 2 calendar year prior to the first
election. This includes any encryption keys, 3 key card tools, supervisor codes, poll worker passwords on smart
cards, 4 USB keys, tokens, and voting devices themselves as it applies to the specific system.

6 (3)(C) Password Management. The county shal-MUST limit access to the 7 administrative passwords
to the election management software to two 8 employees. The county shaH-MUST limit access to
passwords for all 9 components of the election software and hardware to two employees. The county
may provide an additional ten employees with access to the 11 administrative passwords for the
software components, and an additional 12 ten employees with access to the administrative passwords
for the 13 hardware components of the voting system. THE VOTING SYSTEM 14 PROVIDER MAY NOT
HAVE AN ADMINISTRATIVE OR APPLICATION USER/OPERATOR ACCOUNT, OR ADMINISTRATIVE
ACCOUNT ACCESS TO THE 16 ACCOUNTS.

17 [Language from current Rule 45.5.2.6.1(a)(vi) is amended and relocated 18 to Rule 43.6.2]

19 (4)(D) Internet Access. The county must never connect or allow a connection of any voting
system component to the Internet.

21 {5)(E) Modem Transmission. The county must never connect any component of 22 the voting system to another

device by modem except for the vote tally 23 software as-aHowable-by-thecertification-of the-specific-device.

VOTER SERVICE AND POLLING CENTERS. AT REMOTE VOTER SERVICE AND POLLING CENTERS, THE COUNTY may use
modem functions of 26 optical scanners and DRESs only for the purpose of transmitting unofficial 27 results-as-

pem&&eéb%&%Se&emﬂ#e#S%&eemﬁeﬁw&éeebmem—fePZSm%peemm A-county-tsing-medem-

he 3lpeus—a|ce

38 (D) The county may provide the telephone number of the modem 39 receiving-the-transmission-to-no-mere-than-six
employees—The-



6 {A(c) Authorized Employees. The county shal-MUST include in their security 7 plan the-employees
titles EACH EMPLOYEE’S TITLE and the dates-DATE of 8 CBl-backgreund-cheecks-ICHC for employees with
access to any of the 9 areas or equipment set forth in this Rule. Each county shal-MUST maintain a storage
facility access log that details employee name, date, and time of 11 access to the storage facility in which
the software, hardware, or 12 components of any voting system are maintained. If access to the storage 13
facility is controlled by use of key card or similar door access system that 14 is capable of producing a

printed paper log including the person’s name and date and time of entry, such a log shal-MUST meet the
requirements of 16 this rule. [Section 24-72-305.6, C.R.S.]

17 43.2.4 43.7 Temperature-controlled storage. The county must maintain all components of 18 the voting system
and ballots in a temperature-controlled STORAGE environment. The 19 county shal—MuUST attest to the
temperature-control settings used with the following

components of a voting system. Information submitted to the Secretary of State shal-21 MUST
indicate the specifics for each type of component, as well as the specific 22 environment used, which may include,
but is not limited to controlled offices, controlled 23 vaults, and controlled warehouses. The county must maintain
the following required 24 temperature settings:

{a)-43.7.1 Servers and workstations. The county shall maintain the temperature so 26 that the
maximum temperature at no time exceeds 90 degrees Fahrenheit.

27 {b)}-43.7.2 DRESs. The county shal-MUST maintain the temperature at a minimum of 28 50 degrees Fahrenheit and
a maximum of 90 degrees Fahrenheit.

29 {€)-43.7.3 Optical scanners. The county shal-MUST maintain the temperature at a minimum of 50 degrees
Fahrenheit and a maximum of 90 degrees Fahrenheit.

31 {)-43.7.4 VVPAT records, PAPER BALLOTS, AND VIDEO DATA RECORDS. In addition 32 to the requirements set
forth in Rule 11, the county shal-MUST maintain A DRY 33 ENVIRONMENT AND A the-temperature at a minimum of

50 degrees Fahrenheit and 34 a maximum of 90 degrees Fahrenheit—Fhe-county-shal-matntain /- VPAT records-
na-dry-environment, with storage at least four inches above the finished floor, for 36 a period

of 25 months following the election. Ihe—hanmét—y—e-f—the—enw;enmem—w shall-not exceed 80% humidity for a



1(e) Paper Ballots. The county shall maintain paper ballots ina dry, hum|d|ty2 eentrel—leel—enwrenmem—the-hamrdn-y—

12 43-2.5 43.8 Security cameras or other surveillance.

13 43 23(e{C)(H)-43.8.1 The county shal-MUST maintain a log of each person who 14 enters the ballot-
storage-Foem-SPECIFIED AREAS, including the person’s name, signature, and date and time of entry. If access
to the ballot-storageroom-16 SPECIFIED AREAS is controlled by use of key card or similar door access system
17 that is capable of producing a printed paper log including the person’s name and 18 date and time of entry,
such a log shall meet the requirements of this rule

nless otherwise instructed, the county shal-MUST make video security surveillance recordings of specified areas beginning
at least 60 days prior to the 21 election and continuing through at least 30 days after the election-unlessthere-is-a-22
recount or contest. IF ARECOUNT OR CONTEST OCCURS, THE RECORDING MUST 23 CONTINUE THROUGH THE
CONCLUSION OF ALL SUCH ACTIVITY. The recording 24 system shal-MUST ensure that records are not written over
when the system is full. The recording system shalb-MUST provide a method to transfer the video records to 26 a
different recording device or to replace the recording media. If replaceable 27 media is used then the county shakl-
MUST provide a process that ensures that the 28 media is replaced often enough to prevent per|ods when recording is
not 29 available.

activity—

31 43.8.3 The following are the specific minimum requirements:

32 {1)-(A) If the county has 50,000 or more registered voters, then the county shal-33 MUST MAINTAIN A LOG AND
make video security surveillance recordings of 34 the following areas, excluding voting booths:

A) (1) All areas in which election management software is used, 36 including but not
limited to programming, downloading memory 37 cards, uploading memory cards, tallying results, and results 38
reporting.

39 (B)}-(2) All areas used for processing matn-ballots, including but not limited to areas used for Signature
Verification, tabulation, or



1 storage of voted ballots beginning at least 35 days prior to the 2 election and continuing through at least 30 days
after the election, 3 unless there is a recount or contest. If a recount or contest occurs, 4 the recording shal-MUST
continue through the conclusion of all such activity.

6 {G)-(3) The storage area for all voting equipment.

7 &-(B) If the county has fewer than 50,000 registered voters then the county shal-8 MUST MAINTAIN A
LOG AND make video security surveillance recordings of 9 all areas, excluding-veting-beeths-in which
election management software is used, including but not limited to programming, downloading memory 11
cards, uploading memory cards, tallying results, and results reporting.

12 {b)-(c) The county must adequately and-continuoushy-light the area(s) subject to 13 video surveillance to provide
visibility for video recording.

-6 43.9 Equipment maintenance procedures. In addition to the requirements for voting systems INVENTORY specified in
Rule 11.4, the county shal-MUsT adhere to the following 16 minimum standards:

17 (a)}-43.9.1 The county shal-MUST store all equipment throughout the year with seals 18 over the memory card
slots for each device. The county shal-MUST maintain a log 19 of the seals used for each device consistent to the
logs used for tracking Election Day seals.

21 (b)-43.9.2 For equipment being sent to the vendor for offsite repairs/replacements, 22 the county must keep
a maintenance log for the device that shal-MUST contain the 23 following: the model number, serial number,
and the type of device; the firmware 24 version; the software version (as applicable); the printed name and
signature of the person sending the equipment; and the date of submission to the vendor.

26 (@-43 9.3 When a vendor provides on- S|te maintenance of equipment, vendor 27 persennel-shall-

ARy Srovide-to ounty-a-CBlo ground-28 check-forallvendor-personnel thatwill-
have—aeeess-te—a#weempenem—ef—the29 %Wﬁ%mmmm%mm
baeckground-check-information on file. Additionally, an AN employee shall escort the vendor’s 31
representative at all times while on-site. At no time shall the voting system vendor 32 have access to any
component of the voting system without supervision by an 33 employee. [Section 24-72-305.6, C.R.S.]

pon completion of any maintenance, the county shal-MUST verify or reinstate the trusted build and conduct a full
acceptance test of equipment that 36 shal-MUST, at a minimum, include the hardware diagnostics test, as indicated
in 37 Rule 11, and conduct a mock election in which an employee(s) shal-MUST cast a 38 minimum of five ballots
on the device to ensure tabulation of votes is working 39 correctly. The county shal-MUST maintain all
documentation of the results of the acceptance testing on file with the specific device.



1 {e)-43.9.5 The Secretary of State will annually inspect county maintenance records 2 on a randomly selected
basis.

3 43.27 43.10 Transportation of equipment, memory cards, ballot boxes, and ballots.

The county shal-MUST submit detailed plans to the Secretary of State prior to an election regarding the transportation of
equipment and ballots both to remote 6 voting sites and back to the central elections office or storage facility. IF
THERE IS 7 ANY EVIDENCE OF POSSIBLE TAMPERING WITH A SEAL, OR IF THE SERIAL NUMBERS 8 DO NOT MATCH
THOSE LISTED IN THE CHAIN-OF-CUSTODY LOG, THE COUNTY CLERK 9 MUST BE IMMEDIATELY NOTIFIED AND
MUST FOLLOW THE PROCEDURES SPECIFIC TO THE INCIDENT AS DESCRIBED IN RULE 43.15.1. While the method of

transportation 11 of equipment may vary, the following standards-shat-apphywhen-transperting-12 voting-
equipment to the voting location APPLY:

13 (1)-(A) Transportation by county personnel. County personnel shal-MUST at all 14 times display a-badge-
or-other-identification provided by the County. Two EMPLOYEE signatures and date efempleyees are
required at the departure 16 location verifying that the equipment, including memory card or cartridge, 17 is
sealed to prevent tampering. Upon delivery of equipment, at least two 18 employees or election judges shaH-
MuUsT verify, and indicate by signing 19 and dating the chain-of-custody log, that all seals are intact and that
the serial numbers on the seals match the logged serial numbers. H-there-is-21 any-evidence-of possible-
tampenng—tmtha—se&l—emi—the—senamwnbep&de-zz neLmateh—thesHtsted—m—th&ekmn—ef—eustedyJeg—they—
shal-immediately-23 no es-24 specifictothe-

2)-(B) Transportation by election judges. Election judges that are receiving 26

equipment from-county-personnel-shal-MuUST inspect all components of 27 voting devices and verify the
specmc numbers by 5|gnature and date on 28 the cham of- custody Iog for the deV|ce The-electionjudge-
A . inspect the dewces

37 (3)-(c) Transportation by contract. A county electing to contract the delivery of 38 equipment to remote voting
locations shal-MUST perform AN ©B1+-39 background-cheeks-ICHC on EACH OF the specific individuals whe-wit-be
delivering the equipment. Two employees or election judges shal-MUST 41 verify, sign, and date the
chain-of-custody log upon release of the 42 equipment to the individual(s) delivering the equipment. Frae-ether



w-6 the procedures specmc to the

|nC|dent as descrlbed in Rule 43 2.11. 7 [Seeuen-24—12—305-6—9-R—S—]—

8 {b)-43.10.2 Standards for transporting voting equipment to and from the voting 9 location:

H—(A) Required procedures if memory cards or cartridges are removed from 11 voting
devices at remote voting locations:

12 ¢A)-(1) Before removing a memory card or cartridge, two election judges 13 shalb-MuUsT inspect and verify that
all seals on the device are intact 14 and that the serial numbers on the seals match those listed on the
chain-of-custody log. Both election judges shaH-MUST sign and 16 date the
chain-of-custody log prior to breaklng the seal l-f—t-he#e—l-s-17 any—ewdenee—ef—pessﬂele—t&mpenngAM{-h-a—seal—er—#
the-serial-18 /19 shall-immediatehy-notify the

22 {B)}-(2) Election judges shalH-mMuUsT place the memory cards or cartridges in 23 a sealable transfer case and must
seal the case with-at-deast-one-24 seal. The election judges shall-MUST maintain a chain-of-custody
log for the transfer case of the memory cards or cartridges.

26 {&)-(3) Election judges shal-MUST place new seals over the empty 27 memory card/cartridge slot and/or door and
document the seal 28 numbers used.

29 (B)-(4) At least two county personnel or election judges shal-MusT

accompany the transfer case eentaining-the—memery-31 cardsicartridges-to the
drop-off-PROCESSING location. The election 32 judges who receive the equipment must verify, and indicate by 33
signing and dating the chain-of-custody log, that the seals are 34 intact and seal serial numbers match those listed in
the log. H-there—

. id ‘ bl . i | orifd ial 36 I



1 {E)-(5) County personnel or election judges transportlng secured votlng 2 equment must maintain

chaln of- custody Iogs Lf—there—rsany—B

sh&H—fel—Iow—G the procedures specrfrc to the mcrdent as descrrbed in Rule

743211
8 &-(B) Required procedures if devices are delivered with memory 9 cards/cartridges intact:

A)-(1) Two county personnel or election judges shal-MUST verify that all
11 seals are intact at the close of polls. Election judges shal-MUST 12 sign and date the chain-of-custody

log with such indication. Jrf-13 there—rsarwewdeneeeﬁpessrble—k&mpenng+m&h—a—se&l—or—ﬁhe14 senal—

elerk—and—reeerder—lG Who shall follow the procedures specrflc to the |nC|dent as 17 desenbed—m—R—ule—

18 {(B)-(2) At least two county personnel or election judges shal-MUST 19 accompany the secured equipment to the
drop-off location. Seals-

ficial vingtl . 1l ) . 2 of bl . i | or it t ol
numbers-do-het-23 match those Irsted in the chain-of-custody log, they shall 24 Hmmediatehy—notify-the-countyclerk
and-recorderwho-shal- folow—

the procedures specific to the incident as described in Rule 26 43:241-THE
PERSON RECEIVING THE EQUIPMENT MUST VERIFY THE 27 SEALS AND SIGN AND DATE THE LOGS.

28 {&)-(3) Upon confirmation that the seals are intact and bear the correct 29 numbers, election judges OR THE
COUNTY shal-MusT remove and
upload the memory cards/cartridges into the central count system.

31 (B)-(4) To secure the equipment, election judges shal-MUST place a 32 tamper-evident seal over the memory
card slot and update the 33 chain-of-custody log to reflect the new seal number(s).

34 {6)-43.10.3 Required procedures for transportation of ballot boxes:

{5-(A) Election judges shall-MmusT seal all ballot boxes that contain voted ballots 36 so that no
person can access the ballots without breaking a seal. The 37 election judges shal-MuUsT record all seals in the
chain-of-custody log and 38 two election judges shal-MUST verify, and indicate by signing and dating 39 the log,
that the required seals are intact.



1 2-(B) Two county personnel or election judges shalH-MUsT accompany all ballot 2 boxes that contain voted
ballots at all times, except when the ballot box is 3 located in a vault or secure physical location.

4 3)-(c) The ballot box exchange requirements of section 1-7-305, C.R.S., are met if a chain-in-custody log is
completed for each ballot box.

6 43.11 ELECTRONIC POLLBOOKS.

7 38:3-243.11.1 The designated—election—official-shal-COUNTY MUST establish written 8 security procedures
€overing, WHICH COVER:

9(A) The transference of Mote-CenterVOTER SERVICE AND POLLING CENTER teleprocessing
informations;

11 38:3:2-(B) Such-procedures-shall-include-security-covering-The transmission 12 of elector data processed through

the electronic pollbook; and

13 (c) Reconciliation of the registration and history of voters casting ballots at a 14 \ete-Center-VOTER SERVICE
AND POLLING CENTER.

3853 43.11.2 The county shaH-MUST submit i—the—security—plan—the system data transfer 16
requirements to completely process a single voter record. This shalh-MUST include 17 at a minimum the following:

18 &(A) The data stream information on both send and receiving data for all points 19 of the transaction until the
transaction is complete;

b-(B) Information on all points where the connection is closed and the data 21 stream released
between the remote computer and the server; and

22 €-(C) The proposed method of securing transmissions across public networks.

23 38:5:4 43.11.3 The county shal-MUST submit #a-the-security—plan a detailed list of all vote-24 centers-VOTER
SERVICE AND POLLING CENTERS, with a proposed number of

workstations connecting to the database and the proposed connection (including 26 bandwidth
and security) for each location.

27 [Current Rule 43.2.8 is amended, including amended current Rules 38.3.3-38.3.5, as follows]

28 43.2.8-43.12 Contingency plans.

29 {a)-43.12.1 Emergency-THE COUNTY MUST DEVELOP EMERGENCY contingency plans for voting equipment and
voting locations IN ACCORDANCE WITH RULE 45.




4 2)-43.12.2 In the event of a serious or catastrophic equipment failure, or when 5 equipment is removed from

service at-one-or-more-pollinglocations, or there is 6 not adequate backup equipment to meet the requirements of
section 1-5-501, 7 C.R.S., the county elerk-and-recordershal-MUST notify the Secretary of State that 8 the county

is using provisional ballots or mail-in ballots as an emergency voting 9 method.

11 the following:—

12 (1) Evacuation procedures for emergency situations including fire, bomb 13 threat—eivi-unrest—and—any—other
emergency-situations-identified by the 14 designated-election-official—

15 {2)-43.12.3 Back up plans for THE COUNTY CONTINGENCY PLANS AND 16 EVACUATION PROCEDURES MUST
ADDRESS emergency situations including 17 fire, severe weather, bomb threat, civil unrest, electrical blackout, 18
equipment failure, and any other emergency situations identified by the 19 designated election official;

, 23 and-powerfature—Sueh
pmeedupes—shau—at—a—mmmum—melade—pmeedwes—m THE COUNTY MUST DEVELOP PROCEDURES to address aH
singlepoint-25 failures OF SCORE CONTINUITY, Hehuding—WHICH INCLUDES

26 a. network failure,

27 b. power failure that lasts less than one {)-hour, and

28 c. Power failure that lasts more than one {)-hour.

29 38.3.4 Acceptable alternatives for addressing such failures include either:
30 a. A paper backup of the pollbook with the minimum information 31 required-to-verify-a—voter s-eligibilityor—

32 b. A sufficient number of computers per vote center to ensure that the 33 votercheck—in-continues-inan-efficient
manner—The-computers-34 shall-have the-ability-tofunction-on-batteries-or-an-external-power-35 sourcefor-up-to
two-(2)-heurs—n-additioneach-computershall-1 havean-electrothic-backup-of the current polbeok-inone (1) of the
2 followingformats—



3i. A Portable Document File (PDF);

4 ii. A spreadsheet that is limited to sixty-four thousand {64,000} tnes-fin

additi Hy-8 procedures-shal-
addFess—eenH-ngeF\ey—pFeee%Fe&PROCEDUREs to protect 9 agalnst act|V|t|es such as voting twice,

including but not limited to the use of an affidavit that the voter has not and will not cast another ballot.

11 [Current Rule 43.2.9 is amended and relocated to New Rule 43.6]

12 116 43.13 Procedures for Moter\erifiable-Paper-AuditTra-(VVPAT)-VOTER VERIFIABLE 13 PAPER RECORD

(VVPAT). THE FOLLOWING REQUIREMENTS APPLY ONLY TO DRES WITH A 14 VVPAT.

11.6:1 43.13.1 Security. 11:6-11-The MMRAT-VVPAT record is considered an 16 official record of
the election, pursuant-te—IN ACCORDANCE WITH section 1-5-802, 17 C.R.S. All security procedures related to
election ballots shal-MuUST apply to V18 MPATF VVPAT records.

19 11.6:-12 (A) The housing unit for any V- PATF VVPAT record to be used in the

election shal-MUST be sealed and secured prior to any votes being cast for 21 the
election. Decumentation-of-the-seal-number(s)-must-be maintained-and-22 noted-priorto-votingand-at-the-
conclusion-ofvoting—(a)-Election 23 judges shal-MUST attest to the VVPATF VVPAT record having no votes 24
included on the paper record prior to the start of voting, and prior to the

installation or replacement of a new M \RAT-VVPAT record. 26 DOCUMENTATION
OF THE SEAL NUMBER(S) MUST BE MAINTAINED AND 27 NOTED PRIOR TO VOTING, AND AT THE CONCLUSION OF
VOTING.

28 11.6-13 (B) If a DRE with VRAT-VVPAT is used during early voting, the 29 seal number(s) must be recorded
at the beginning and end of each voting
day.

31 11:6-14 (C) At the close of the polls, the VMRATF VVPAT records will be 32 transferred to the eentral-ELECTION
office in the same manner as any paper 33 ballots. In the absence of paper ballots, the V- PAT-VVPAT records
will 34 be transferred to the eentral-ELECTION office in the same manner as any-

memory cards eontaining-electronic-batots.

36 11:6:2-43.13.2 Anonymity. 11.6:21-The Election-Official- DESIGNATED ELECTION 37 OFFICIAL shalput-MUST
IMPLEMENT measures in place to protect the anonymity of 1 voters choosing to vote on DREs during-the—veting

periods-These-measures-shal-2 include—



3 (A) MEASURES TO PROTECT THE ANONYMITY MAY INCLUDE:

4 (a) Encouraging poll workers to personally vote on DRES when peossible-to-ensure

6 {b)-(1) Appropriate marking in ReH-Beek-POLLBOOK or other voting list 7 indicating veters-
VOTER’S choice to vote on DRE with the words: 8 “Voted DRE”, or similar in place of paper
ballot information. No 9 record shal-MAY be kept indicating the order in which people voted on
the DRE, or which M_RAT VVPAT record is associated 11 with the voter.

12 e} (2) When more than one DRE is available at a voting location, the 13 voter sha-MUST be given the choice as
to which DRE they would 14 like to vote on, to the extent practical.

desired—

17 11.6:2:2 (B) Any report or export {electronic-orpaperbased) generated from an 18 electronic pollbook shal-
MUST remove the date/time stamp from the 19 record and not use this field as a sort method. Any assignment of
Record IDs, Key ID, or Serial Number stored in the database of votes shall be 21 randomly assigned.

22 11.6.2.3 Any Pollbook, electronic, paper or otherwise shall not be exposed 23 to-the-same-people-at-the-same-place
who-have-exposure tothe V- VRPAT 24 MVPAT records—

(C) ELECTION JUDGES MAY NOT ACCESS VVPAT RECORDS AT THE TIME OF 26 VOTING.

27 11624 TFhe-Examination of the MMPAT VVPAT record shall always be 28 doere-PERFORMED by at least two
witnessesELECTION JUDGES.

29 11.6:3 43.13.3 Storage.11.6.3.1 The storage of the V- MRAT-VVPAT records must be consistent with storage of
paper ballots pursuant to seetien 1-7-802, C.R.S.

31 31632 (A) Individual spools containing V-MPAT-VVPAT records must 32 contain the following catalog
information affixed to the spool:

33 ) (1) Date and name of election;

34 {b)-(2) Name of voting location;



1 {€)-(3) Date(s) and time(s) of voting;
2 {e)-(4) Machine serial number of DRE associated with the record; and

3 {&)}-(5) Number of spools associated with this machine for this election 4 (i.e. “Spool 1 of 17, or “Spool 1 of 27,
etc.).

11.6.3-3 (B) Light sensitive storage containers shaH-MUST be used for the 25 6 month storage
period to ensure the integrity of the V_RAT-VVPAT 7 paper record. Containers shal-MUST be sealed, with record
of the seal 8 numbers maintained on file and signed by two elections efficials-JUDGES.

11634 (C) A master catalog shal-MUST be maintained for the election containing the complete total number of
VRAT VVPAT spools used in 11 the election.

12 [Current Rule 11.6 is amended and relocated to New Rule 43.13. Amendments are shown 13 above.]

14 43.2.10-43.14 Security training for election judges. {a)-The county shal-MUST include in

their security plan the details of their security training fortheirelectionjudges-IN 16 ACCORDANCE
WITH RULE XX. The county must address the anticipated time of training, 17 location of training, and number of
election judges receiving the security training, as it 18 applies to the following requirements:

19 (%) (A) The county shal-MUST conduct a separate training module for field technicians
and election judges responsible for overseeing the transportation and use of the 21 voting
systems, picking up supplies, and troubleshooting device problems 22 throughout the Election Day.

23 (2) (B) Security training shal-MuUsT include the following components:
24 A)-(1) Proper application and verification of seals and chain-of-custody logs;

B)-(2) How to detect tampering with voting equipment, memory cards/cartridges, 26 or
election data on the part of anyone coming in contact with voting 27 equipment, including employees, other election
judges, vendor personnel, 28 or voters;

29 {S)-(3) Ensuring privacy in voting booths;
(D) The nature of and reasons for the steps taken to mitigate the security 31 wvnerabiities-of
32 E)>(4) VPAT-VVPAT requirements;

33 (F-(5) Chain-of-custody requirements for voting equipment, memory 34 cards/cartridges, and other election
materials;



1 {&)-(6) Ballot security;
2 (H)-(7) Voter anonymity; and
3 (B-(8) Recognition and reporting of security incidents.

4 43211 43.15 Remedies.

{&)43.15.1 If a seal is broken, erH-there-is-a discrepancy in a chain-of-custody log, 6 OR
OTHER DISCREPANCY, the election judges-shal-JUDGE MUST immediately notify 7 the county elerk-
and-recorder, who shalb-MUST nvestigatecomplete-and-submit-to-8 the Secretary-of Statean-internal-
incidentreport—and-follow-the-appropriate-9 remedy-as-ihdicated-in-thisrule orasdirected by the-

Secretary-of-State-REMEDY THE DISCREPANCY AS FOLLOWS:

{5(A) THE COUNTY OR SECRETARY OF STATE MUST REINSTATE OR VERIFY
THE 21 TRUSTED BUILD. For instances where the county can display, verify, or 22 print the trusted-
build-hash value (MD5 or SHA-1) of the firmware or 23 software, the election official shal-MUST
document and verify that the 24 hash value matches the documented rumberALPHANUMERIC
STRING associated with the trusted build for the software or firmware of that 26 device.

27 &(B) If the evidence indicates that the tamperirg-DISCREPANCY occurred prierte-28 BEFORE the start of voting:

29 (A)(1) The election judges shal-MUST seal the device and securely deliver it to the county elerk-and-recorder.

31 (B}(2) Fhe—countyclerk-andrecorderor-his—or-her designee-shallremove-32 and-secure-thememerycard
following-the-procedures-in-Rule-33 43.2.2(d)Thecounty clerk-and recorder or-his-or-her-designee-34 shall follow
the State instructions for installing/verifying the

trusted-build-for-the-specific device-The county clerk-and-recorder-36 or-his-or
her—desighee—shal-OR THE SECRETARY OF STATE MUST 37 install a new, secure memory card into the device,
conduct a 38 hardware diagnostics test as prescribed in Rule 11, and proceed to 39 conduct a-tegic-and-aceuracy-AN
ACCEPTANCE test on the machine 1 in full election mode, casting at least 25 ballots on the device. The 2 county
shall-MUST maintain on file all documentation of testing and 3 ehair—efcustody-CHAIN-OF-CUSTODY for each
specific device.



ST complete the necessary seal process and documentation to re-establish the ehain-ef-custody-CHAIN-OF6 CUSTODY for the
device and new memory card.

7 {B)(4) The county shal-MUST set the machine to election mode ready for 8 a zero report.

9 (E)-Repealed—

3)(C) If the evidence indicates that the tamperirg-DISCREPANCY occurred after 11 votes were

cast on the device but-before-the-close-ofpolls:

12 (H)(1) THE COUNTY MAY NOT CONTINUE TO USE THE MACHINE UNTIL 13 VERIFICATION OR REINSTALLATION OF
TRUSTED BUILD AND 14 ACCEPTANCE TESTING IS COMPLETE. The county shal-MUST set the

machine to election mode ready for a zero report BEFORE 16 RESUMING
VOTING ON THE DEVICE.

17 {A)(2) The election judges shal-MUST seal the device and securely deliver 18 it to the county elerk-and-recorder.
19 {B)(3) The county elerk-andrecorderorhis-or-her-designee-shall-MusT

close the election on that device, and perform a complete manual 21
verification of the paper ballots (or VVPAT records) to the 22 summary tape printed on the device that represents
the record of 23 votes on the memory card.

24 {C)(4) If the totals do not match then only the paper record will be

accepted as the official results for that device. The county elerk—26 and
recorder—shall-MUST re-seal and secure the device and 27 immediately report the discrepancy to the Secretary of
State. The 28 county must not use the device for the remainder of the election 29 unless the trusted build is
reinstalled REINSTATED.

B)(5) If the totals match, the county may upload the memory card into 31 the tally
software at the close of polls.

32 {E)(6) After verifying the totals, the county shal-MUST secure the paper 33 records and memory card with seals
and a chain-of-custody log.

34 (F) The county shall place a new and secure memory card in the

deviceThe-county-clerk-and-recorder-or-his-or-her-designee-shall-36 follow
the-State-instructions—for—installing/verifying-thetrusted-37 buildfor-the-specific-device. The-county clerk-and
recorderor-his-1 or her designee shall conduct a hardware diagnostics test as 2 prescribed in Rule 11. The county
shall maintain on file all 3 decumentation-oftesting-and-chain-ofcustody-forthe-device—



ST complete the necessary seal process and documentation to establish the chain of custody CHAIN-OF6 CUSTODY for the
device and memory card.

7 {H)y Thecounty-shall-set the machine to-election-mode ready for a-zero-8 report—
9 [Current Rule 43.2.11(a)(3)(H) is amended and moved to 43.15(c)(1) above]

11 (H(8) Atthe—conclusion-of-the—election PRIOR TO CERTIFYING ELECTION 12 RESULTS, the county shal-MUST
conduct a full (all races) post13 election audit on the device and report results to the Secretary of 14 State as
required by Rule 11. This requirement is in addition to the

random selection conducted by the Secretary of State.

16 &) Repealed.




The county shall-MuST make all documentation related to the voting system and for every device used in the election
available for Secretary of State 11 inspection.

12 43.2.12 The county shall MusT submit any additional physical security procedures not 13 discussed-in-this+ule-to

16 [Current Rule 43.3 is moved to Rule 43.3.6]

17 43-4 43.16 Amendments and review of security plans.

18 43:4-1-43.16.1 If no changes have occurred since the last security plan was filed-~THEN the 19 county shal-MUST
file a statement to that effect.

43.4.2-43.16.2 The county shal-MUsST clearly identify and describe any revisions to a 21 previously
filed security plan.

22 43:4:3-43.16.3 The county may change the security plan within 60 days of an election as 23 a result of an
emergency situation or other unforeseen circumstance. The county 24 must document the changes and file the
revisions with the Secretary of State

within five days of the change.

26 43.4.4 If, under section 1-5-616(5)(b), C.R.S., the Secretary of State is unable to 27 complete—its—+eview—the
Secretary-will-notify-the county-that the security plan-or-28 revisions-are-temporarihy-approved-until-the review-is
complete—

29 43.5-43.17 Lease, LOAN, OR RENTAL OF ELECTION EQUIPMENT. 43-5-1-Nothing in this rule
requires a county elerk to lease, loan, or rent any election equipment to any municipality, 31 special
district or other local jurisdiction.

32 43.5:243.17.1 A county elerk-whe-THAT chooses to lease, loan, or rent any certified 33 election equipment to a
municipality, special district, or other local jurisdiction 34 for use in their elections shal-MuUsST follow at least one of

the following procedurestn-orderte-maintain or reestablish an acceptable ehain-efcustody



1 CHAIN-OF-CUSTODY and appropriate documentation in accordance with Rule
243.2.1-43.3.

3 43—5&43 17 2 Upon return of the eertlired votlng equment to the county elerl@and—4 recorderthe-
tons, if the
documentatlon and ehamof—eustod—y-CHAlN -OF6 CUSTODY does not support the proper ma| ntenance of
the trusted build software 7 and-chain-of-custody-THEN THE COUNTY MUST REINSTATE OR VERIFY THE
TRUSTED 8 BUILD BEFORE USING THE EQUIPMENT.

REINSTATE OR VERIFY THE TRUSTED BUILD, THE COUNTY MUST 14 IMPLEMENT ONE OF THE FOLLOWING
PROCEDURES:

{B)}(A) The county clerk ertheir-deputized-representative-shal-MUST:
16 (1) Deliver the eertified-equipment to the jurisdiction;

17 (2) Witness and document the installation of the memory card(s) or 18 cartridge(s) used by the jurisdiction;

19 (3) Place one or more secure and numbered seals on the voting

equipment in accordance with Rule 43:2.2-43.4. If during the 21 course of the
jurisdiction’s election, the designated election official 22 requires removal of a memory card or cartridge as a
function of the 23 election process, the county clerk erthei—deputized—representative-24 shal-MUST witness and
document the removal and proper resealing

of the memory card or cartridge; and

26 (4) Upon return of the equipment to the county elerk—and-recorder, the 27 county elerk—shal-MuUsT verify, and
indicate by signing and dating 28 the chain-of-custody log, that all seals are intact. If any seal is 29 damaged or
removed, the county elerk-shal-reinrstal-MuUST

REINSTATE or verify the trusted build ir-accordance-with-thisRule-31 43.

32 {e}(B) The county elerk-and-recordershall-MUST designate and station deputized 33 county staff with the loaned
certified-equipment at all times while the 34 equipment is under control of the designated election official. The

deputized county staff must maintain physical custody of the certified-36 equipment at
all times to ensure that no unauthorized access occurs.

37 {)(c) In accordance with section 1-5-605.5, C.R.S., the county elerk—shal-MUST 38 appoint the designated
election official as a deputy for the purposes of 1 supervising the eertified-voting equipment. The designated election
2 official shal-MUST:



3 (1) Sign and submit to the county elerk-and-recerder an affirmation 4 that he/she will ensure the security and
integrity of the eertified-voting equipment at all times;

6 (2) Affirm that the use of the eertified voting equipment is conducted 7 in accordance with THIS Rule 43 and the
specific Conditions for 8 Use of the eertified voting equipment; and

9 (3) Agree to maintain all chain-of-custody logs for the voting device(s).

5. ified voti i , he 12 county clerk is
irod e build_i I " 13 i ions_if the_d . | chain of

[Current Rule 43.5.3 is amended and moved to New Rule 43.18.2]

16 43.18 BALLOT ON DEMAND 17 43.18.1 THE COUNTY MUST USE THE LAPTOP FOR BALLOT ON DEMAND PURPOSES

18 ONLY. 19 43.18.2 SOFTWARE ACCESS, SECURITY, AND STORAGE.

(A) THE COUNTY MUST CHANGE ALL WINDOWS AND BALLOT ON DEMAND 21 APPLICATION
PASSWORDS AT LEAST ONCE PER CALENDAR YEAR.

22 (B) ONLY THE COUNTY, ELECTION JUDGES, SECRETARY OF STATE STAFF, OR 23 AUTHORIZED VENDOR
REPRESENTATIVES MAY OPERATE THE BALLOT ON 24 DEMAND SYSTEM.

(C) THE COUNTY MAY CONNECT THE BALLOT ON DEMAND LAPTOP TO AN 26 EXTERNAL
NETWORK FOR THE PURPOSE OF CONNECTING TO SCORE ONLY 27 IF THE COUNTY MAINTAINS CURRENT VIRUS
PROTECTION AND IMPLEMENTS 28 FIREWALLS TO PREVENT UNAUTHORIZED ACCESS.

29 (D) THE COUNTY MUST STORE THE LAPTOP(S) AND UNUSED PAPER BALLOT STOCK IN A
LOCKED STORAGE AREA WHEN THE PRINTER IS NOT IN USE.

3143.18.3 BALLOT RECONCILIATION.

32 (A) THE COUNTY MUST RECONCILE BALLOTS PRINTED ON DEMAND IN 33 ACCORDANCE WITH RULES 41.4 AND
41.5.



1 (B) THE COUNTY MUST MAINTAIN DAMAGED, MISPRINTED, OR UNUSABLE 2 BALLOTS AS ELECTION RECORDS.
3 Rule 44. RESERVED

4 Rule 45. Rules-Gencerning-Voting System Standards for Certification

5 45.1 Definitions. The following definitions apply to their use in this rule only, unless 6 otherwise stated.

7 45.1.1 “Audio ballot” means a voter interface containing the list of all candidates, ballot 8 issues,
and ballot questions upon which an eligible elector is entitled to vote in an 9 election. It also
provides the voter with audio stimuli and allows the voter to 10 communicate voting intent to the
voting system through vocalization or physical 11 actions.

12 45.1.2 “Audit log” means a system-generated record, in printed and/or electronic format, 13 providing a record of
activities and events relevant to initializing election 14 software and hardware, the identification of files containing
election parameters, 15 initializing the tabulation process, processing voted ballots and terminating the 16 tabulation
process.

17 45.1.3 “Ballot image” means a corresponding representation in electronic form of the 18 marks or vote positions

of a cast ballot that are captured by a directrecording-19 electronic-voting-device-DRE.

20 45.1.4 “BALLOT MARKING DEVICE” OR “BMD” MEANS A DEVICE THAT USES ELECTRONIC 21 TECHNOLOGY TO:
22 (A) MARK AN OPTICAL SCAN BALLOT AT VOTER DIRECTION,

23 (B) INTERPRET THE BALLOT SELECTIONS,

24 (c) COMMUNICATE THE INTERPRETATION FOR VOTER VERIFICATION, AND THEN

25 (D) PRINT A VOTER-VERIFIED BALLOT.

26 A BMD INTEGRATES COMPONENTS SUCH AS AN OPTICAL SCANNER, PRINTER, 27 TOUCH-SCREEN MONITOR,
AND A NAVIGATIONAL KEYPAD.

28 45:1:4-45.1.5 “Ballot style” means a specific ballot layout or content for an election. The 29 ballot style is the
presentation of the unique combination of contests and 30 candidates for which the voter is eligible to vote. It
includes the order of contests 31 and candidates, the list of ballot positions for each contest, and the binding of 32
candidate names to ballot positions within the presentation. Multiple precincts 33 may use a single ballot style.
Multiple styles may appear in a single precinct 34 where voters are split between two or more districts or other
categories defining 35 voter eligibility for particular contests and candidates.



1 45:1.545.1.6 “Closed network™ means a network structure in which devices are not 2 connected to the internet or
other office automation networks, except as allowable 3 under THIS Rule 45:5-2# 45.

45.1.6 “Communications devices” means devices that may be incorporated in, or attached-to-components-ofthe-
voting-system-for-the-purpose-of-transmitting-6 tabulation data between components or to another data processing
system, 7 printing-system-or-display-device—

8 45.1.7 “DRE”means a direct recording electronic voting device. A DRE is a voting 9 device that records
votes by means of a ballot display OR AN AUDIO BALLOT provided with mechanical or electro-optical
components eran-audio-balotthat-11 can-be-activated-by-the-voter, processes data by means of a cemputer
SOFTWARE 12 program and records voting data and ballot images in memory components or 13 other media.
The device may produce a tabulation of the voting data stored in a 14 removable memory component and as
printed copy. The device may also provide a means for transmitting individual ballots or vote totalsto a
central location for 16 consolidating and reporting results from remote sites to the central location.

17 45.1.8 “EAC” means the United States Election Assistance Commission.

18 45.1.9 “Election management system” includes, but is not limited to, the ballot 19 definition subsystem and the
election reporting subsystem. The election

management system may provide utilities for other election administration tasks, 21 including
maintaining equipment inventories, estimating ballot printing needs and 22 maintaining information on pelling
places-VOTER SERVICE AND POLLING CENTERS.

23 45.1.10 “Election media” means any device including a cartridge, card, memory 24 device or hard drive used in a
voting system for the purposes of programming

ballot image data (ballot or card styles), recording voting results from electronic 26 vote
tabulating equipment or any other data storage required by the voting system 27 for a particular election function.
The election management system typically 28 downloads ballot style information to the election media and uploads
results and 29 ballot images from the election media.

45.1.11 “Equipment” or “device” means a complete;-AND inclusive term to 31
represent all items submitted for certification by the voting system provider. This 32 can include,
but is not limited to, any voting device, accessory to voting device, 33 DRE, touch screen voting
device, card programming device, software and 34 hardware. “Equipment” may also mean a
complete end to end voting system solution.

36 45.1.12 “MODIFICATION” MEANS A REVISION OR A NEW RELEASE OF AN ELECTRONIC 37 OR
ELECTROMECHANICAL VOTING SYSTEM.

38 45:1:12-45.1.13 “Remote site” means any physical location identified by a 39 designated election official as a
location where the jurisdiction shall conduct the casting of ballots for a given election. A remote site includes, but is
not limited to,



1 locations such as precinct-polling-places,-vote-centersearhy voting-sites-and-mail 2 in-ballot counting-sites- VOTER

SERVICE AND POLLING CENTERS.

3 45:1:13-45.1.14 “Remeovable-Storage Media>“REMOVABLE STORAGE MEDIA” means 4 storage
devices that can be removed from the system and transported to another location for readout and
report generation. Examples of removable storage media 6 include, but are not limited to,
programmable read-only memory (PROM), 7 random access memory (RAM) with battery backup,
thumb drives, magnetic 8 media and optical media.

45:1-14 45.1.15 “Secretary of State” within-the-context-of thisrule-means the Colorado Secretary of State and his or
her desighated agents including employees, 11 contractors and volunteers.

12 45:315 45.1.16 “Security” means the ability of a voting system to protect election 13 information and election
system resources with respect to confidentiality, integrity 14 and availability.

45.1.16 45.1.17 “SphitPreeinet>“SPLIT PRECINCT” means a precinct that has a 16 geographical divide
between one or more political jurisdictions which results in 17 each jurisdiction within the precinct to be assigned
different ballot styles for a 18 specific election.

19 45:117 45.1.18 “Fest Log™or—Fest Reeords™"“TEST LOG” OR “TEST RECORDS”

means the documentation of certification testing and processes. This 21 documentation may
include, but is not limited to, certification testing reports, test 22 plans, requirements matrices, photographs, written
notes, video and/or audio 23 recordings.

24 45:1:18-45.1.19 “Frusted Build>*“TRUSTED BUILD” means the write-once

installation disk or disks for software and firmware for which the Secretary of 26 State or
his/her agent has established the chain of evidence to the building of a 27 disk, which is then used to establish
and/or re-establish the ehain—ef-custody-28 CHAIN-OF-CUSTODY of any component of the voting system which
contains 29 firmware or software. The trusted build is the origin of the chain of evidence for

any software and firmware component of the voting system.

3145.1.20 “VOTING SYSTEM” MEANS:

32 (A) THE TOTAL COMBINATION OF MECHANICAL, ELECTROMECHANICAL, OR 33 ELECTRONIC EQUIPMENT
(INCLUDING THE SOFTWARE, FIRMWARE, AND 34 DOCUMENTATION REQUIRED TO PROGRAM, CONTROL, AND
SUPPORT THE

EQUIPMENT) THAT IS USED TO:

36 (1) DEFINE BALLOTS;

37 (2) CAST AND COUNT VOTES; 1 (3) REPORT OR DISPLAY ELECTION RESULTS; AND



2 (4) MAINTAIN AND PRODUCE ANY AUDIT TRAIL INFORMATION; AND
3 (B) THE PRACTICES AND ASSOCIATED DOCUMENTATION USED TO:

4 (1) IDENTIFY SYSTEM COMPONENTS AND VERSIONS OF SUCH
5 COMPONENTS;

6 (2) TEST THE SYSTEM DURING ITS DEVELOPMENT AND MAINTENANCE;
7 (3) MAINTAIN RECORDS OF SYSTEM ERRORS AND DEFECTS;
8 (4) DETERMINE SPECIFIC SYSTEM CHANGES TO BE MADE TO A SYSTEM

9 AFTER THE INITIAL QUALIFICATION OF THE SYSTEM; AND 10 (5) MAKE AVAILABLE ANY MATERIALS TO THE

VOTER (SUCH AS 11 NOTICES, INSTRUCTIONS, FORMS, OR PAPER BALLOTS). 12 45:1:19-45.1.21 “Veting-System-

FestLaberatoryor— VST means-a—Federally-13 Aceredited-Laberatory™"“VOTING SYSTEM TEST LABORATORY”

OR “VSTL” MEANS 14 A “FEDERALLY ACCREDITED LABORATORY”, as defined in section 1-1-104(16.5), 15 C.R.S.,
which is accredited by the EAC to conduct certification testing for voting 16 systems.

17 45:5:2.9:1 45.1.22 V- RPAT-shallreferto-a-\ oterverified-“VOTER-VERIFIED PAPER 18 AUDIT TRAIL” OR
“VVPAT” MEANS A DEVICE CAPABLE OF PRODUCING A VOTER19 VERIFIED paper record as defined in section
1-1-104(50.6)(a), C.R.S.

20 45.2 Introduction

21 45.2.1 Definitionof-voti : ficat

22 45.2.1.1 45.2. 1The definition of a voting system for the purposes of this rule shall be as 23 the term is defined in-
HAMASection-304b)-For Colorado purposes, no single 24 component of a voting system, or device, meets the

definition of a voting system 25 except that nothing in this rule shall be interpreted to require the testing of an 26
entire modified system if the Secretary of State determines pursuantto-IN 27 ACCORDANCE WITH section 1-5-618,
C.R.S,, that a modification to any certified 28 voting system requires testing for security and accuracy. ealONLY
the 29 modification shall be required to be tested to ensure compliance with this Rule 45.

30 45:2.1:2 45.2.2 Sufficient components shall be assembled to create a configuration 31 that allows the system or
modification as a whole to meet the requirements as 32 described for a voting system in this rule.

33 45.2.3 THE CERTIFICATION OF A VOTING SYSTEM SHALL NOT BE INTERPRETED AS A 34 REQUIREMENT THAT A
COUNTY PURCHASE OR LEASE ALL OF THE COMPONENTS OF 1 THE VOTING SYSTEM. COUNTIES MAY CHOOSE TO
CONFIGURE AND USE A SUBSET OF 2 THE CERTIFIED VOTING SYSTEM AND MAY USE THE SERVICES OF A VENDOR OR
3 THIRD PARTY TO PROVIDE BALLOT DEFINITION AND ELECTION PROGRAMMING OF 4 MEMORY CARDS. COUNTIES
ARE NOT REQUIRED TO USE A PAPER BALLOT 5 TABULATION DEVICE IF THEY CHOOSE TO MANUALLY TABULATE
THE ELECTION 6 RESULTS.



7 4522 Authority

8 45.2.2.1 Pursuant to Articles 5 and 7 of Title 1, C.R.S., the Secretary of 9 State-is-expresshy-authorized-to-adopt-this
rule—

10 45.2.3-Documentstncorporated-by Reference-

11 45.2.3.1 All documents incorporated by reference in this Rule 45 do not 12 irelude-any-tateramendments-or-editions
of those documents—

13 45.2.3.2 All documents incorporated by reference in this Rule 45 may be 14 viewed-on-the—VeotingSystems—page
of the—Elections—Center™—on-the-15 Secretary-of State’s—website—at-www-ses-state-co-us—or-by-econtactingthe-16
Secretary of State VVoting Equipment Certification Program/1700 17 Broadway—Suite 200/Denver-CO- 80290

18 45.3 Certification Process Overview and Timeline

19 45.3.1 The voting system shall be considered as a unit, and all components ef-sueh-20 system shall be tested at once,
unless the circumstances necessitate otherwise. 21 Any change made to individual components of a voting system
shall require the 22 entire voting system TO be recertified in-acecordance-with-thisrule-unless the 23 change is a
modification that can be approved under the-previsions-of-section 1-524 618(1.5), C.R.S.

25 45.3.2 For a voting system to be certified, the voting system prowder shall successfully 26 complete all phases of

the certification process-te—melede—sub#u%ﬂng—a—eemplete—ﬂ 3
whether-the-system-meets-28 i
testing of the voting system to demonstrate substantlal compllance with the 30 Fequwements—ef—th%lteue—and—eeleﬁade
Election-Code—as—wellas—any-addittonal-31 testing—that4s—deemednecessary-bythe Secretary of State. THE
CERTIFICATION 32 PROCESS INCLUDES: SUBMISSION OF A COMPLETE APPLICATION, A DOCUMENTATION 33
REVIEW, A PUBLIC DEMONSTRATION OF THE SYSTEM, AND FUNCTIONAL TESTING.

34 45.3.3 The flow of each phase of certification is as follows:

35 (a) Phase | — Meting-THE VOTING system provider submits-MUST SUBMIT an 36 application and all documentation
required in Rule 45.4. The Secretary of 37 State reviews-WILL REVIEW the applicaton-APPLICATION and rforms-38
INFORM the voting system provider whether or not the application is



1 complete. Hthe-applicationiscomplete, the Secretary-of State-makes 2 arrangements-with-thevoting-
system-providerfor-a-public-demonstration-3 If the application is incomplete, the Secretary of State shahl-

wiLL identify 4 the deficiencies and the voting system provider will have 30 days to remedy the
deficiencies and make the application complete. WHEN THE 6 APPLICATION IS COMPLETE, THE
SECRETARY OF STATE WILL MAKE 7 ARRANGEMENTS WITH THE VOTING SYSTEM PROVIDER FOR A
PUBLIC 8 DEMONSTRATION.

ecretary of State reviews-WILL REVIEW the submitted documentation, eerduects-thereview-6f VSTL REPORTS FROM

PREVIOUS 11 TESTING, AND or evaluations provided by anether-State-underRule-12 45.5: 1.3 prepares-a-certification
test planfor-the system-and-presentsthe 13 test-plan-to-the voting-system-provider OTHER STATES.

14 (C) PHASE Ill — THE SECRETARY OF STATE WILL PREPARE A CERTIFICATION

TEST PLAN. IF AVSTL IS CONTRACTED TO TEST THE VOTING SYSTEM, THE 16 VSTL
WILL WORK WITH THE SECRETARY OF STATE TO PREPARE A 17 CERTIFICATION TEST PLAN. THE CERTIFICATION
TEST PLAN WILL BE 18 PRESENTED TO THE VOTING SYSTEM PROVIDER FOR REVIEW PRIOR TO THE 19 START OF
FUNCTIONAL TESTING.

{e} (D) Phase HH-IV— Upon receipt of the voting system provider’s agreement to 21 the
CERTIFICATION test plan, the Secretary of State perferms-OR THE VSTL 22 wiLL PERFORM the functional tests.

23 {é)-(E) Phase N/ V — The Secretary of State reviews-WILL REVIEW the results of 24 the functional tests and

decides-DETERMINE Whether to-certify-or-not-to—

certify—the voting system SUBSTANTIALLY MEETS THE REQUIREMENTS FOR 26
CERTIFICATION. Within 30 days of the-THIS decision to certify or not 27 certifi-the-voting-system, the certification
test report for the voting system 28 shall be posted on the Secretary of State’s website.

29 45.6:3 45.3.4 The Secretary of State shall certify voting systems that substantially
comply with the requirements in this Rule 45, Colorado Election Code, and any 31 additional
testing that is deemed necessary by the Secretary of State.

32 45.4 Application Procedure
33 45.4.1 Any voting system provider may apply to the Secretary of State for certification at 34 any time.

45.4.2 A voting system provider that submits-DESIRES TO SUBMIT a voting system for 36 certification
shall complete the Secretary of State’s “Application for Certification 37 of Voting System” WHICH IS AVAILABLE
ON THE SECRETARY OF STATE’S WEBSITE.

38 45.4.3 The Secretary of State, in accordance with section 24-21-104(1)(a), C.R.S., shall 39 charge the voting
system provider all direct and indirect costs associated with the



1 testing of a voting system submitted for certification. The Secretary of State shall 2 provide-upen-reguest-an
estimate of costs for certification testing at-the-3 conclusion-ofRhase-H-evaluation-PRIOR TO THE
COMMENCEMENT OF FUNCTIONAL 4 TESTING. IN ORDER TO BEGIN FUNCTIONAL TESTING, THE VOTING
SYSTEM PROVIDER SHALL PROVIDE A WRITTEN APPROVAL OF THE COST ESTIMATE. All costs shall be 6 paid in
full prior to the issuance of a final determination by the Secretary of State.

7 45.4.4 Along with the application, the voting system provider shall submit all 8 documentation required in
this Rule 45 IN ELECTRONIC FORMAT. Fhe+eguirements-9 include documentation necessary for the
identification of the full system configuration submitted for certification. Documentation shall include 11
information that defines the voting system design, method of operation and 12 related-resources—H-shal-alse-
include a system overview and documentation of 13 the voting svstem’s functionalitv. accessibility,
hardware-softwaresecuritytest 14 and-verificationspecifications-operations-procedures-maintenance-
preeederesand personnel deployment and tralnrng reqmrements In addition, the 16 dectmentation-

, pration-17 management-plan-and-quakity-

19 a-hard-copy-when

45.4.6 45.4.5 The vendor shall identify any material it asserts is exempt from public 21 disclosure
under the Colorado Open Records Act, section 24-72-204, et. seq., 22 C.R.S., together with a citation to the specific
grounds for exemption. The request 23 shall be made prior to the start of Phase HH-1V of the certification process.

24 45.4.7 If the EAC has establlshed a trusted bUI|d for the system submltted for
em-26 provider
shaH—exeeute—and%umee%EAG—any#@eessary—rdeases#e#m—EA@—Z? to provrde the same and provrde the

THE votrng system provider shall coordrnate W|th the 38 Secretary of State for the establlshment of the trusted build.
THE VOTING SYSTEM 39 PROVIDER SHALL SUBMIT ALL DOCUMENTATION AND INSTRUCTIONS NECESSARY

FOR THE CREATION AND GUIDED INSTALLATION OF FILES CONTAINED IN THE 41 TRUSTED
BUILD WHICH WILL BE CREATED AT THE START OF FUNCTIONAL TESTING 42 AND WILL BE THE MODEL TESTED. At a
minimum, this THE TRUSTED BUILD shall



1 include a compilation of files placed on write-once media fer-which-the-Seeretary-2 of State has observed the
chain of evidence from the time of source code 3 cempHation-through-delivery, and an established hash file
distributed from a 4 VSTL or the National Software Reference Library to compare federally certified

versions. AH-er-any-part-ofthe THE trusted build disks may-be-encrypted—1-6 apphicablethey-should all be

labeled as proprietary information and with 7 identification of the voting system provider’s name and

release version based-6n-8 the-veting systemprovider’srelease-instructions.

45.4.9-45.4.7 All materials submitted to the Secretary of State shall remain in the custody of the Secretary of State

during-the-life-of thecertification-andfor-25-11 menthsafter-the-last-electionn-which-the-system-is-used-with-the-
exeception-of-12 any equipment provided by the voting system provider for the purposes of 13 testing-AS FOLLOWS:

14 (A) FOR CERTIFIED SYSTEMS, UNTIL THE CERTIFICATION IS PERMANENTLY
REVOKED, OR UNTIL NO COMPONENTS OF THE CERTIFIED SYSTEM ARE USED 16 IN
THE STATE OF COLORADO; AND

17 (B) FOR SYSTEMS THAT ARE NOT CERTIFIED, A PERIOD OF 25 MONTHS.

18 45:4-10 45.4.8
State may request additional mformatlon from the appllcant as
deemed necessary.

he-19 THE Secretary of

21 45.5 Voting System Standards

22 45:5-1 Federal-Standards—

23 45511 45.5.1 All voting systems shall meet the wveting-systems-standards-24 pursuant-to-section1-5-601.5;
C.R.Sand Secretary-of State Rule-37.3 2002

VOTING SYSTEM STANDARDS.

26 45:5:1-2-45.5.2All voting system software, hardware and firmware shall meet all 27 requirements of federal law
that address accessibility for the voter interface of the 28 voting system. These laws include, but are not limited to,
(a) the Help America 29 Vote Act, (b) the Americans with Disabilities Act and (c) the Federal

Rehabilitation Act. The voting system provider shall explicitly acknowledge that 31 their
proposed software, hardware and firmware are all in compliance with the 32 relevant accessibility portions of these
laws.

33 45.5.1.3 The Secretary of State may use and rely upon the testing of a 34 veting-system-performed-by-a-VST—-or-by
. .
anotner state-tipon-satistaction  the follow itions:

36 {a)}Fhe-Secretary-of-State-has-complete—access-to-any-documentation—37 data, reports or similar information
upon which the VSTL or 38 anether-staterelied-in-performing-is-tests-and-will-make-sueh-1 information available to
the public subject to any redaction 2 reguired-by-taw;-and-



3 (b) The Secretary-of State-makes-written-findings-and-certifies that-he-4 orshe-has reviewed such-
mgmauenand-detem»ne%hat—the-tests-were conducted in accordance with appropriate engineering 6
3 A W : 6-7 which-the-tests-satisfy-therequirements-

9 [Current rule 45.5.1.3 is mended and moved to Rule 45.5.12(a).]

[Rule 45.5.2.4.3 is amended and moved to New Rule 45.5.3(a). (Modifications to Rule 45.5.2.4.3 11 are
shown below).]

12 45.5.2 State Standards—
13 45.5.3 INDEPENDENT ANALYSIS

14 45.5:2.4.3 (A) Prior to completion of functional testing, all voting system
providers submitting a voting system shall have completed an independent 16 analysis
of the system:, WHICH SHALL INCLUDE:

17 (a)Fhe-tndependent-analysis-shal-Hnelude—

18 {)-(1) An application penetration test conducted to analyze the system for 19 any potential vulnerabilities that
may result from poor or improper

system configuration, known and/or unknown hardware or software 21 flaws, or
operational weaknesses in process or technical 22 countermeasures. The test shall involve active exploitation of 23
security vulnerabilities of the voting system, whether or not the 24 vulnerabilities can be mitigated through
compensating controls.

) (2) A source code evaluatlon conducted pursuantto-the-
reguirements-26 i 27 veting-
system-standards-IN ACCORDANCE WITH SOFTWARE DESIGN 28 AND CODING STANDARDS OF THE
2002 VOTING SYSTEM STANDARD 29 OR THE MOST CURRENT VERSION OF THE VOLUNTARY
VOTING SYSTEM GUIDELINES THAT HAS BEEN APPROVED AFTER JANUARY 1, 31 2008.

32 (b)-(3) A complete report detailing all findings and recommended 33 compensating controls for vulnerabilities
and deficiencies identified.

34 {e) (4) The vendorVOTING SYSTEM PROVIDER shall use an EAC
approved—\/STFL—AT LEAST ONE OF THE FOLLOWING to perform the 36

independent analysis—er—submittheresultsof testing-conductedin-1 anotherstate—orsome-combination-otsuch
MSTLand-stale-testing-2 that-meetsthe requirerments-ofthisrules:



3 {)-(A) AN EAC APPROVED VSTL,;

4 (41)-(B) TESTING CONDUCTED IN ANOTHER STATE;

5 {#1)-(C)SOME COMBINATION OF SUCH VSTL AND STATE TESTING THAT 6 MEETS THE REQUIREMENTS OF THIS
RULE.

7 {d)-(5) The Secretary of State OrR VSTL shall conduct a quality

8 review of all work under this section. The review may include an

9 examination of the testing records, interviews of the individuals who 10 performed the work, or both. Review of
testing records may be 11 conducted at the VSTL, the state in which the testing was conducted, 12 or at the site of
any contractor or subcontractor utilized by another 13 state to conduct the testing.

14 (e} (6) When-an-analysis-performed-byanother state is-usedthe-15 THE Secretary of State has the right to reject
any evaluation if not 16 satisfied with the work product and to require additional analysis to 17 meet the
requirements of section 1-5-608.5, C.R.S., and this Rule.

18 [Rule 45.5.2.1 is amended and moved to New Rule 45.5.4. (Modifications to Rule 45.5.2.1 are 19 shown
below).]

20 45:5:2:1 45.5.4 Functional regquirements-REQUIREMENTS

21 45:5:2.31(A) Functional requirements shall address any and all detailed 22 operations of the voting system
related to the management and controls 23 required to successfully conduct an election en-the-veting-system.

24 45:.5:2.1.2 (B) The voting system shall provide for appropriately authorized users 25 to:
26 {a)-Prepare the system-foran-election—

27 {b)-(1) Setup SET UP and prepare ballots for an election;

28 {e)-(2) Lock and unlock system to prevent or allow changes to ballot 29 design;

30 {d)-(3) Conduct hardware and diagnostic testing as+equired-herein;

31 {e)-(4) Conduct logic and accuracy testing asreguired-herein;

32 {H-(5) Conduct an election and meet additional requirements as identified 33 in this seetieh-RULE 45 for
procedures for voting, auditing 1 information, inventory control, counting ballots, opening and 2 closing polls,
recounts, reporting and accumulating results as 3 reguired-herein;



4 {g)-(6) Conduct the post election audit asreguired-herein; and

)-(7) Preserve the system for future election use.

6 45.5.2.33-(C) The voting system shall integrate Election-Bay-ELECTION DAY 7 voting results with mail-in, early
voting and provisional ballot results.

8 4552 14 Thevoting system-shall- beable tocountallofan-clector’s 9 votes on-aprovisional-ballot oronly-
federal-and-statewide-offices-and statewide ballot issues and questions, as provided under 11 section-1-8-5-108(2)-

12 45.5.2.1.5 The voting system shall provide for the tabulation of votes 13 cast in split precincts where all voters
residing in-one precinct are 14 not voting the same balot style

45.5.2.1.6 (D) The voting system shall provide for the tabulation of votes cast in 16 combined
precincts at remote sites, where more than one precinct is voting 17 at the same location, on either the same ballot
style or ON a different ballot 18 style.

19 45.5:2.1.7 (E) The veting-system-apphicatioh-ELECTION MANAGEMENT SYSTEM

shall provide authorized users with the capability to produce electronic 21 files
including election results in either ASCII (both comma-delimited and 22 fixed-width) or web-based format that
shal-contain-{a)-atdata-or{b)}-any-23 user—seleeted—&ata—elements—fmm—the—database The software shall provide 24

authorized users with the ability to generate these files on an “on-demand’

basis. After creating such files, the authorized users shall—at-thei—26 discretion—have
the capability to copy the files to diskette, tape, CD-ROM 27 or te-transmit-thefHes-to-anetherinformation-system

OTHER MEDIA TYPE.

28 {a)-(1) Exports necessary for the Secretary of State shall conform to a 29 format agreed upon by the Secretary of
State and the voting system

provider. If the voting system provider and the Secretary of State 31 have not
previously agreed upon a format, the voting system 32 provider shall provide the Secretary of State with
specifications for 33 all available export file formats. As-part-ofthe-certificationtest—the-34 voting system provider
will demonstrate that preliminary and

canvassing level election result data, using one or more of the 36 provided
formats—can-be-Hmported-to-a-commerciallyavaitlable-37 data management program such as a spreadsheet, database, or
38 report-generatorwhich-can-accept-that formatand-which-is-used-39 and-selected-by the Secretary of State'soffice-
Ustngthe-imported-

data, the Secretary of State's test team shall confirm that the 1 election+results

data—-may-be-consohidated-with-resultsfrom-ene-or2 more additional election

jurisdictions, searched, selected, sorted, 3 generate-totalsfrom-selected-subsets
ofthe dataand-formattedfor-4 reporting.



(b) Export files shaII be generated SO that electlon results can be 6 communicated-to

9 [Current Rule 45.2.1.7(b) is amended and moved to Rule 11]

(2) THE VOTING SYSTEM PROVIDER SHALL DEMONSTRATE THAT 11 PRELIMINARY

AND CANVASSING LEVEL ELECTION RESULT DATA CAN 12 BE IMPORTED TO A COMMERCIALLY AVAILABLE DATA
MANAGEMENT 13 PROGRAM SUCH AS A SPREADSHEET, DATABASE, OR REPORT 14 GENERATOR.

45.5.2.1.8 (F) The voting system shall include hardware and software to enable 16 the closing
of the remote voting location and disabling the acceptance of 17 ballots on all vote tabulation devices to allow for
the following:

18 (a)-(1) Machine—generated-paperrecord PRINTOUT of the time the voting 19 system was closed.

{b)-(2) Readings-PRINTOUT of the public counter and protective counter 21 shall
become-a-part-of-the-paperauditrecord-upon disabling the 22 voting system te-prevent-furthervoting.

23 {e)-(3) Ability to print an-abstract-ofthe-count-ofvotes-A REPORT which 24 shall contain:
H-(A) Names of the offices;
26 {i)-(B) Names of the candidates and party, when applicable;

27 {H)-(C) A tabulation of votes from ballots of different 28 political parties at the same voting location in a primary
29 election;

w)-(D) Ballot titles;
31 &4-(E) Submission clauses of all initiated, referred or other ballot 32 issues or questions; and

33 {#)-(F) The number of votes counted for or against each candidate 34 or ballot issue.



1 {d)-Abstract shatHincludean-electionjudge scertifieateandsiatement-2 that-contains—
3 ()-(G) Date of election (day, month and year);

4 {)-(H) Precinct Number-NUMBER (ten digit format);

5 @i)-(1) County or Jurisdiction-Name-JURISDICTION NAME;

6 (h)-(J) State-ef-Colorado-AREA FOR “STATE OF COLORADO”;

7 £9-(K) Count of votes as indicated in this section FOR EACH 8 CONTEST; and

9 {vi)-(L)Area-AN ELECTION JUDGE’S CERTIFICATE WITH AN AREA for 10 judges’ signatures with the words similar
to: “Certified by 11 us”, and “Election Judges” . Space should allow for a 12 minimum of two signatures.

13 {e}-(4) Votes counted by a summary of the voting location and by 14 individual precincts.
15 {H-(5) Ability to produce multiple copies of the unofficial results at the 16 close of the election.
is-18 reguired.—

19 [Current Rule 45.5.2.1.8(g) is amended and moved to new Rule 45.5.6(c).]

20 45.5.2.1.9 Voters voting on a DRE shall be able to navigate through the 21 screens without the use of page
scrolling. Features such as next or 22 previeus-page-options-shal-be-used—

23 45.5:2.110 (G) The weting-system-apphication-ELECTION MANAGEMENT SYSTEM 24 shall ensure that an election
setup may not be changed once ballots are 25 printed and/or election media devices are downloaded fervotesto-be
26 eendueted-without proper authorization and acknowledgement by the 27 application administrative account. The
application and database audit 28 transaction logs shall accurately reflect the name of the system operator 29 making
the change(s), the date and time of the change(s), and the “old” 30 and “new” values of the change(s).

31 45.5.2.1.11 The voting system shall ensure that all tabulated results will be 32 aceurately-captured—interpreted—and
reported-to-the level of accuracy 33 required-inthe 2002 \oting System-Standards—



1 4552313 (H)AlIl DRE orR BMD voting devices shall use touch screen 2 technology or other technology
providing visual ballot display and 3 selection.

45.5:2.3.14 (1) All electronic voting devices supplied by the voting system provider AND USED AT VOTER SERVICE
AND POLLING CENTERS shall have 6 the capability to continue ALL NORMAL VOTING operations and provide 7
continuous device availability during a 2-HOUR period of electrical outage 8 without any loss of election data.

9 45.5:2.3-16 (J) The voting system shall provide capabilities to protect the
confidentiality of voters’ ballot choices.

11 &a)-(1) All optical scan devices, associated ballot boxes and V-VPAT 12 storage devices shall provide physical
locks and procedures to 13 prevent disclosure of voters’ confidential ballot choices during and 14 after the vote
casting operation.

{b)-(2) All DRE devices shall provide randomization of all voter choices 16 and stored
electronic ballot information, regardless-efformat, to 17 prevent disclosure of voters’ confidential ballot choices
during and 18 after storage of the voters’ ballot selections.

19 45.5.2.2 Performance Level

455221 Performance-Level-shallrefer to-any-operationrelated10-21 the speed and
efficiency required from the voting system to 22 accomplish-the-successful-conduct-of-an-election-on-the-voting-23
system—

24 45.5.2.2.2 The-voting system-shal-meet the requirements-Tor-casting
ballots as detailed in the vendor documentation required for 26 eertification—

27
28 45.5.2.2.3 The voting system provider shall publish and specify 29 processing-standards-for-each-component-of-the
voting system as -
¢ the d . o f fication.
31 [Current Rule 45.5.2.2.3 is amended and moved to new Rule 45.5.12(1)]

32 45.5.2.2.4 For the purpose of evaluating software, the voting system 33 provider shall be required to provide
detatled-information-asto-the-34 typeofhardwarerequiredto-execute-the-software—



1 [Current Rule 45.5.2.2.4 is amended and moved to new Rule 45.5.12(m)]

2 45:5:2.2.5 At no-time-shalk-third party-hardware-or-software-havea-3 negative effect on

performance levels of the voting system 4 application, unless, through documentation, a voting

system provider-specifically details the specific-hardware or-software the 6 performanceeffect
and-a-workaround-for the-end-userto-overcome 7 the1ssue—

8 45.5-:2.3 45.5.5 Physical and Besigh-Gharacteristics- DESIGN CHARACTERISTICS

al and design characteristics shall address any and all external or internal construction of the physical environment of the
voting 11 system or the internal workings of the software necessary for the voting 12 system to function. The voting
system shall substantially comply with 13 these requirements to be considered successful in the conduct of an 14
election on the voting system.

17 (a) Operating Temperature — MaX|mum 95 Degrees Fahrenhelt 18 Mlnlmum 50 Degrees Fahrenheit, with
maximum humidity of 19 90% 3 3 . b

24 statement of all requirements and

restrictions regarding environmental
protection—electrical-servicetelecommunications-service-and-any-other—26 facility-or
resourcereguired-for the installationoperation-and-storage-of 27 the-voting-system—

28 [Part of current Rule 45.5.2.3.2 is relocated to new Rule 45.5.12(n)]

29 45.5:2.3-37-(B) The voting system provider shall submit drawings, photographs
and any related brochures or documents to assist with the evaluation of the 31 physical
design of the use of the voting system.

32 45.5.6 BALLOT DEFINITION SUBSYSTEM

33 45:5:23:3-(A) The ballot definition subsystem of the voting system application 34 consists of hardware and
software required to accomplish the functions

outlmed in th|s Rule 45—5—2—3 45 5. 6 System—elatabases—eemamed—m—the—% ballot

where appropriate, those attributes that can be measured or 3 assessed for determlnmg compllance with the
requirements of this 4 standard—



45.5.2.3.4 The ballot definition subsystem shall be capable of formatting 6 baletstdes—in
English-and-any-alternate languages-as-are-necessary-to-7 comply-with-The—Voting Rights Aet of 1965”42 US.C-
8 1073c et seq-8 (1965)—

software—

23 45:5:2.3-8 (B) The ballot definition subsystem shall be capable of handling at 24 least 566-200 potentially active
voting positions, arranged to identify party

affiliations in a primary election, offices with their associated labels and 26
instructions, candidate names with their associated labels and instructions 27 and ballot issues or questions with
their associated text and instructions.

28 45.5.2.3.9 The ballot display may consist of a matrix of rows or columns 29 assighed—to—pelitical-parties—or
i lid ! col
rows assigned to offices and contests. The display may consist of a 31 contigbeus
matrb-ofthe-entire-ballotor-it-may-be-segmented-to-present-32 portions-ofthe hallotin-succession—

33 45:5:2.1-8(g)-(C) Ability-te-THE VOTING SYSTEM MUST accommodate &34 SINGLE PAGE BALLOTS (RACES ON
ONE FACE OR BOTH FACES) AND two page
ballet-PAPER BALLOTS (races on THREE OR four faces) isreguired.

36 45.5-2.3-20-(D) The voting system application shall BALLOT DEFINITION 37 SUBSYSTEM MUST:

38 (1) provide-PROVIDE a facility for the definition of the ballot, including 39 the definition of the number of
allowable choices for each office 1 and contest and for special voting options such as write-in 2 candidates—H-shah

provide forall-voting-options-and-specifications-3 as-provided-forin-Articles 5-and 7 Title 1. C.R.S-;



te GENERATE all required masters and distributed copies of the veting-program-in-conformance-with-the-6 definition-ofthe-
ballotfor-each-voting-device-andremeote-site-7 ELECTION MANAGEMENT SOFTWARE. Fhe-distributed-copies;-8
resident or mstalled in each votlng device shall include aII 9 se#wam—mede#e#eqwmd—te—mem%epsystem—sta&%nd—

13 45.5.7 TRUSTED BuILD

ed build of the votlng system software mstallatlon program

17 45:5:2.3-12-The voting system shall allow the system administrative account to 18 verify that the software
installed is the certified software by comparing it 19 to the trusted build or other reference information.

, her-21 technology
providing visual ballot dlsplay and selectlon The votmg 22 system—pmwdel;shawppewde—deeemqtanen—eeneemmg

[Current Rule 45.5.2.3.13 is amended and moved to new Rule 45.5.4(h). 31 Current
Rule 45.5.2.3.13(a)-(b) are amended and moved to new Rule 32 45.5.12(c).]




1 [Current Rule 45.5.2.3.13(d) amended and moved to new Rule
2 45.5.12(0).]

3 %%MLM@W@A@@HWWHA prowder shaII have the capability to

continue operations and p al-6 outage-withoutany-loss
of election data—
7 [Current Rule 45.5.2.3.14 amended and moved to new Rule 45.5.4(i)]

8 (a ical ices. thi i include. 9 rrini P iod of not less 1 I

Mg Continueto-scanor image veters balois—
y— Accurately-tabulate voters’choicesfromthe ballots—
By Aceurately-storevoters” balot choices: and—

14 (v T . irad lts_fil e if fail
%GHFS—d-HH-ng—t—F&n—S-ml-t—ta-l—ef—FeSH-l-t—S—- j g

16 (b) For DRE devices, this capability shall include, at a 17 minimum—for-aperiod-of-not-less-thantwo-hours-the
abHity-18 to-

9y Conttnue to-present ballots accurately to-voters,—
: choi | he-devices:

21 fi——————————Tabulate voters’ choicesaceurately;—

22 (iv) Store voters’ choices accurately in all storage 23 locations-on-the-deviceand—

Y , : , : .
¢ Fransi |e|qu| teg 'QSH“S.“IQIS aﬁeeunal telly H-powertailureis

26 (¢} For V- VPAT devices connected to DREs, this capability 27 shall-include, at a minimum, for a period of not
less than 28 two hours the ability to:-

29 (i) Continue to print voters’ choices on the DRE

aeeum%e%n@-n%mnner—thaus-rde#ma%-the-3lmanner—ei
I . , . e 0d 32 of Lal | I



1 (ii) Continue to store the printed ballots in a secure 2 manner that is identical to the manner of the 3 printers’

operations during a period of normal 4 electrical-operations—

{dy Fhe-voting-system-providershalh-delhverto-the Secretary-
of 6 State documentatlon detailing estimated time of battery 7 epe#ahen—fer—eaehiyp&ef—epﬂeal—

11 {e)Fhe-voting-systemprovidershall-deliver-to-the Seeretary-of-12 State documentation specifying the steps and
times 13 required for charging batteries for each type of optical 14 seanner—balotimagerDRE-anrd V- VPATthey
provide—

[Current 45.5.2.3.14 (d) and (e) are amended and moved to new rule 16
45.5.12(e) and (p) and (). ]

23 [Current 45.5.2.3.15 is amended and moved to new Rule 45.5.4(j)]

24 45.5.2.3-16 The voting-system-shal-provide capabilities toprotect the—
i dentinlitr of T ballot choices.

26 {ay-Alloptical scan-devices—associated-ballot boxesand V27 MPAT storage-devices-shall-provide physical-docks
and-28 procedures to prevent disclosure of voters’ confidential 29 baHet-choices-during-and—afterthevote—casting
operation—

b)-AH-DRE-devices-shal-provide-randomization-of-all-voter-31 chelcesand
stored—electronicballot-information—regardless-32 of format, to prevent disclosure of voters’ confidential 33 baHet
cheices-duringand-atter storage-ofthe-voters'ballet-34 selections—

[Current 45.5.2.3.16 is amended and moved to new Rule 45.5.4(j)]

36 45.5.2.3.17 The voting system provider shall submit drawings, 37 phetographs—and-anyrelated brochures—or
documentsto-assistwith-1 the-evaluation-of the physical design-of the use of the voting 2 system—



3 [Current 45.5.2.3.17 is moved to new Rule 45.5.5(b).]
4 45.5.2.4 Documentation Requirements

45.5.2.4.1 In addition to other documentation requirements in this 6 rule, the voting
system provider shall provide the following 7 deecuments—

8 ——————————————————————————Standard-lssue-Users/Operater-Manuak-

9 (b) System Administrator’s/Application Administration Manual—
11 (&) Training-Manual-and related-materials;—
12 {d) Systems Programming and Diagnostics Manuals; and -
13 (e) A list of minimum services needed for the successful, 14 secure-and-hardened-operation-of-al-compeonentsof
voting-
system.—
16 [Current Rule 45.5.2.4 amended and moved to new rule 45.5.12.]

17 45.5.2.4.2 For the review of VSTL or other state testing in Rule 18 45-5-1-3-copies-of-aH- /STl -or-state-gualification
reports-testlogs-19 and%ehnre&Lda&a—paeleges—sh&H—be—amwded%e—ﬁqe-Seeret&weL

21 {8)-The-voting-system-provider-shall-execute-and-submitany-22 necessaryreleasesfor the-applicable STl -state
ahdier—23 EAC to discuss any and all procedures and findings 24 relevant-to—thevoting—system—submitted—for

{b)-The-voting-system-providerthe VSTL the state andfor-the 31 EAC-will
+den¥|iy—te—the—SeeFetaFy—ef—Sta¥e—any—spee+ﬁc—32 sections of documents for which they assert a legal 33 requirement



1 [Current Rule 45.5.2.4.2 amended and moved to new rule 45.5.12(d).]

2 45.5.2.4.3-Prior-to-completion-of functional-testing—aH-veting-system-3 providers submitting a voting system shall
have completed an 4 independent-analysis-ofthe-system—

2 The independ busis shall includs:

66 licati . . I hze 7 : ial vl litios tl
may-8 result-from-poororimproper-system-configuration-9 knownandforunknown-hardware or software-
flaws-or operational weaknesses in process or technical 11 countermeasures. The test shall involve active 12
exploitation-of-security-vulnerabHities-of the-voting-13 system-whether-or-not-the-vulnerabilitiescan-be-14
mitigated through compensating controls. -

{i—A—source—code—evaluation—conducted—pursuant—to—the 16
requirements identified in Rule 45.5.2.6.1(f), 17 requiring-comphance-with-the 2002 voting-system-18 standards—

27 {dyTFhe-Secretary-of State-shaH-conduct-a-guality-review-ofal-28 work under this section. The
review may include an 29 examination of the testing records, interviews of the individualswhe-
performed-the-work—or-both-Review of 31 testingrecords-may-beconducted-at the VST the state- -

32 which the testing was conducted, or at the site of any 33 contractor or subcontractor utilized by

another state to 34 conductthe-testing—

&) When-an-analysis-performed-by anotherstate-is-used;the-36 Secretaryof
State—-has-the-right-to-rejectany—evaluation+f-37 not satisfied with the work product and to require 38 additionat
analysis to meet the requirements of section 1 539 608.5, C.R.S., and this Rule.



1 [Current Rule 45.5.2.4.3 amended and moved to New Rule 45.5.3.]

2 45.5.2.4-4 Documentation-submitted-to-the-Secretary—of State-shall-be-3 reviewed-to-determine-the-extent-to
whichthe voting-system-has-4 beentested-to-federal standards—

[Current Rule 45.5.2.4.4 amended and moved to new rule 45.5.12(f)]

6 45.5.2.4.5 Documentation shall include the financial statements set 7 ferth—r-Rule-4513-which-shall-befor-the
priorfiscal year—and-any-8 guarterly financial-statementsfor-the periodfollowing-the prior9 fiscal-year-and
preceding the date of application for certification.

[Current Rule 45.5.2.4.5 amended and moved to new rule 11]

11 455.2.4.6 Failure by the votlng system prowder to prowde any 12 deeumentanen—mm—thel-r—appheauen—fe;
certification-will-delay-13 p !

14 [Current Rule 45.5.2.4.6 amended and moved to new rule 45.5.12 (g)]

45.5:2.5 45.5.8 Audit eapacity-CAPACITY

Reporting-Subsystem-—27 [Current Rule 45.5.2.5.2 amended and moved to new rule 45.5.12 (h)] 28 45:5-2.5-3-(A) The
voting system shall track and maintain audit information of the 29 following veting-system-apphecation-ELECTION

MANAGEMENT SYSTEM events: 31 {a)-(1) Log on and log off activity; 32 {b)-(2) Application start and stop;



1 £6)-(3) Printing activity, where applicable;

2 {d)-(4) Election events — setup, set for election, unset for election, open 3 polls, close polls, end
election, upload devices, download devices, 4 create ballots, create precincts, create districts, create

potplaces{or\ote-Centers) VOTER SERVICE AND POLLING CENTERS, initialize 6 devices, backup
devices and voting activity; and

7 {&)-(5) Hardware events — add hardware, remove hardware, initialize 8 hardware and change hardware properties.

9 455254 (B) All tabulation devices shall display the unit serial number(s) both
physically and within any applicable software, logs or reports.

11 45:5:2.5:5 (C) Vote tabulation devices shall allow for an alternate method of 12 transfer of audit records if the
device or a memory storage device is 13 damaged or destroyed.

14 45.5:2.5.6 (D) All transaction audit records of the voting-system-apphication-

ELECTION MANAGEMENT SYSTEM database shall be maintained in a file 16 outside of

or separate from the database IN A READ-ONLY FORMAT-which-s-17 not-accessible-by-user/operatoraccounts.
18 45:5:2.:6-45.5.9Security Requirements-REQUIREMENTS

19 45:5:2.6:1 (A) All voting systems submitted-forcertification-shall meet the following minimum system security
requirements:

21 {a-(1) The voting system shall MEET THE FOLLOWING REQUIREMENTS TO 22 accommodate a general system of

access by least privilege and role-23 based-ROLE-BASED access control—Fhe-fellewingreguirements-24 shal-apply:

H—(A) Fhe—operating—OPERATING system administrative aceeunt—26

ACCOUNTS shall not have access to read or write data to the 27 database and-shall-net-have-the-abiity-erknowledge
of the 28 database-administrator-password;

29 . . S
(H)Fhe E|ea|_at|||g Systen E*E“:'“'Et_'a“"EEEEEEE"'E.SIIHH ROEDE ina 31 |

32 {Hi)-(B) A-unigue-OPERATING System user/operator aceeunt-33 ACCOUNTS shall be ABLE TO BE created for
operating-system-34 use-that is-ARE restricted from the following aspects of the operating system:

36 a—(1) No access to system root directory;



1 b-(11) No access to operating system specific folders;
2 &-(111) No access to install or remove programs; and

3 d—(1v) No access to modify other user accounts on the 4 system.

—(C)A—unigue—application  APPLICATION administrative account—6
ACCOUNTS shall be-created-which-has-HAVE full access and 7 rights to the application and database;

8 ()-(D) A-unigue-apphication-APPLICATION user/operator aceouht-9 ACCOUNTS shall be-created-with
HAVE limited rights specifically designed to perform functional operation 11 within the scope of the
application. This user/operator shall 12 be restricted in the creation or modification of any 13
user/operator accounts.--ane—

16 [Current Rule 45.5.2.6.1(a)(vi) mMoved to Rule 43]
17 {b)-(2) The voting system shall meet the following requirements for 18 network security:

19 -(A) All components of the voting system shall have the ability
to operate on a closed network dedicated to the voting 21 system;

22 {—(B) All components of the voting system shall include the 23 limited use of non-routable IP address
configurations for 24 any device connected to the closed network. For the

purposes of this requirement, non-routable IP addresses are 26 those
defined in the RFC 1918 Address base; and

27 {H5-(C) The voting system shall be tested to contain 28 provisions for updating security patches, software and/or
29 service packs without access to the open network.

£)-(3) All voting systems submitted for certification THAT USE 31 DATABASES shall
meet the following requirements for database 32 security—

33 (-Alvoting-systems-submitted-forcertification-shall-have 34 databases hardened to specifications developed by
the

voting system provider. Documentation included with the 36

application shall provide a detailed preseriptior-PROCEDURE 1 for hardening and-the-procedure-used-to-harden-the
system. 2 Any government or industry guidelines adopted in whole, 3 or in part, are to be identified in the

documentation.



4 {d)-(4) The voting system shall meet the following requirements for operating system security:

6 ()-(A) All voting systems submitted-forcertification shall have all 7 operating systems hardened to
specifications developed by 8 the voting system provider. Documentation included with 9 the

application shall provide a detailed preseription-PROCEDURE for hardening and-the-procedure-used-to-
harden-11 the-system. Any government or industry guidelines adopted 12 in whole, or in part, are to be
identified in the 13 documentation.

submit documentation containing a list of minimum services and executables 16 required-to-run-the-voting-system-appheation—
17 [Current Rule 45.5.2.6.1(d)(ii) is amended and moved to new Rule 45.5.12 18 (r)]

~shall configure the voting system operating system of the workstation and/or 21 server used for the election management
software to the 22 following requirements:

23 a—(1) The ability for the system to take an action upon 24 inserting a removable media (Aute-AUTO run) shall be
disabled; and

26 b—(I1) The veting-OPERATING system shall only boot from 27 the drive or device identified as the primary drive.
28 The voting system shall not boot from any 29 alternative-device—

W)—(C)The voting system provider shall use a virus 31 protection/prevention
application on the election 32 management server(s)/workstations which shall be capable 33 of manual updates
without the use of DIRECT CONNECTION 34 TO the internet.

{©)—(5) The voting system shall meet the following requirements for 36 password
security:

37 -B)-All passwords shall be stored and used in a non-reversible 38 format;



1 {#)-(E) Passwords to THE database shall not be stored in THE 2 database;
3 {Hi)-(F)Password to THE database shall be owned and only known 4 by the application;

(iv) (G) The application’s database management system 6 shall require
separate passwords for the administrative 7 account and each operator account with-access-to-the-8 appheation;

d in such a way to ensure THAT the use of the administrative account password shaH-IS not 11 be-required for normal
operating functions at-any-remete-12 location;

13 &A)-(1) The system shall be designed in such a way to facilitate the 14 ehangirg-efpasswordsforeach-election
eycle;—

i-(J)The use of blank or empty passwords shall not be permitted 16 at any
time with the exception of a limited one-time use 17 startup password which requires a new password to be 18
assigned before the system can be used; and

19 pdi)-(K) All voting systems submitted-for-certification-shall

have all components of THE voting system capable of 21 supporting
passwords of a minimum of eight characters, 22 which-AND shall be capable of including numeric, alpha and 23
special characters in upper case or lower case used in any 24 combination.

: : I in o6 :
ith the Sof : I(I) ’l.‘” voung sylste|;|lsglzt7.,,a|e subAitied o GEII tlllsaulgn shall gel'” | leg”"g“a' °

28 {g)>-(6) All modules of the system shall meet the feHowing-2002 VOTING 29 SYSTEM STANDARDS requirements
for installation of software,
including hardware with embedded firmware::

procedural environment for the storage, handling, 2 preparation-and-transportation-ofthe-system-hardware—



3 ({1)-Theveting-system-bootstrap—monitorand-device-controller4 software may be resident permanently
as firmware, provided that this firmware has been shown to be 6 inaceessible-to-activation-or-control-by-any-
means-other-7 thanby theauthorized-ihitiation-and-execution-of thevote 8 counting-program-and-its-
associated-exception-handlers—

9 ()The-election-specific-programming-may-be-instaled-and-resident as firmware, provided that
such firmware is 11 instaHed-on-a-component{such-as-a-
computer-chip)-other-12 thanthe componentonwhich-
the-operating-system-resides—

13 (-After-initiation-of Election-Day testing-under Rule 115314 no-source-code compilers-or-assemblersshall
beresident or—
accessible—

16 {4)-(A) Where the system includes a feature to interpret and 17 control execution using data from a script, code
tokens, or 18 other form of control data file separate from the source 19 code, the human-readable source
information shall be made

available as part of the-A source code review and-the-data-21 files-used

shat-be-defined-and-controHed-aspartoi-the-22 Trusted BulldasHHwere part of-the executable code.

23 {vi)—(B) Security features and procedures shall be defined 24 and implemented to prevent any changes of
interpreted data

files after the initial election testing of the final election 26 definition
and only allow authorized replacement 27 REPLACEMENT of the data files with tested and approved 28 files from the
Frusted-Build-TRUSTED BUILD SHALL BE by 29 authorized personnel before the election definition is

finalized for an election.

31 {v-(C) The introduction of interpreted data during 32 execution shall not be permitted unless defined as a pre-
33 defined-PREDEFINED set of commands or actions subject to 34 security review and the interpretation function
provides

security edits on input to prevent the introduction of other 36
commands or the modification or replacement of existing 37 code.



1 a. Path manipulation; 2 b. Cross Site Scripting; 3 c. Resource Injection; 4 d. OS Command Injection (also called

“Shell Injeetion™);-and—
6 e. SQL Injection.

7%—%%&%&%%%%8%@%%9%%

a. Stack Overflow; 11 b. Heap

Overflow;

12 c. Format string vulnerability; and

13 d. Improper Null Termination.

wing-16 Application Programming Interface

18 a. Heap Inspection; and 19 b. String Management/Manipulation.

r-Hrdependent-analysis-will-test-for-the-foHowing-conditions-21 and—#epeﬁt

23 a. Time-of-check/Time-of-use race condition; and

24 b. Unchecked Error Condition.

eeHH—MdependenLanalysm-MMHesHeHhe#eueMng-eendmens-% and-report

28 a. Memory Leaks;
29 b. Unrestricted Critical Resource Lock;

c. Double Free;



1 d Use After Free; 2 e. Uninitialized variable; 3 f. Unintentional pointer scaling; 4 g. Improper pointer subtraction; and

h. Null Dereference.

?el—tewing—B encapsulation conditions in accordance with Rule !
9 455243
a. Private Array-Typed Field Returned froma Public 11 Methed;—
12 b. Public Data Assigned to Private Array-Typed Field; 13 c. Overflow of static internal buffer; and 14 d. Leftover
Debug Code.
©a)-(D) The application shall not open database tables for 16 direct editing.

17 (h) All voting systems submitted-forcertification-shall meet the 18 following minimum requirements for
removable storage media 19 with data controls:

(i) All voting data stored that includes vote records, ballot 21 images, tally
data and cast vetes-vVOTE RECORDS shall be 22 authenticated and validated.

23 (i) All non-voting data stored shall be authenticated, 24 encrypted, and validated.

(iii) All removable media, upon insertion ef-media-or-media-26 device-on
server and/or workstations hosting the elections 27 management software, shall AUTOMATICALLY be scanned 28 by
antivirus software.




devices) and any security measures the votlng system prowder 28 Feeemmendsiée—the—j-emdrengns-that—pwehase—the—
voting-system—



1 [Current Rule 45.5.2.6.4 amended and moved to New Rule 45.5.12(j).]
245527 455.10 Telecommunications Reguirements-REQUIREMENTS

3 455241 (A) Telecommunications includes all components of the system that 4 transmit data outside of the
closed network as defined in this Rule 45.

455272 (B) All electronic transmissions from a voting system shall meet the 6 foHlewing
minbmum-standards-2002 VOTING SYSTEM STANDARDS.

7 {3)-(c) Modems from remote devices shall be PROGRAMMED TO BE “dial only” 8 and eannet-beprogrammed-to
NOT receive a call;

11 (c) Provide a means to detect the presence of an intrusive process, 12 such-as-an-tatrusion-Detection-System—

13 45:5:2.7.3 (D) Any modem in-any-componentfailing THAT FAILS to meet these-14 eriteria-THE REQUIREMENTS OF
THIS RULE shall not be used by any voting
system.

16 455274 (£) Alhwirelesscompopentstnvoting-systems-shall-be-disabled-with-17 the-exception-of-line-LINE of

sight infrared technology SHALL ONLY BE 18 used in a closed environment where the transmission and reception is
19 shielded from external infrared signals and can only accept infrared
signals generated from within the system.

21 45.5:2.75 (F) All systems that transmit data over public telecommunications 22 networks shall maintain a clear

audit trail that-can-be-provided-to-the-23 Secretary-of-State-when election results are transmitted by-telephone-24

34 {ML%FN&E&FHMMGW—W@EN@%@#FS@GHHM@%@—




, and-2 during-the time frame forvoting-operations,
meladmg—the—heap&:% Whenpeusq%epe#and—when-peusawelesed—

45.52.7.8 (G) thany-situationtwhichthe votine system-provider s system-transmits-VOTING SYSTEMS THAT
TRANSMIT data through any 6 telecommunications mediums-the-system-shall be able to recover, either 7

automatically or with manual intervention, from incomplete or failed 8 transmission sessions and resume
transmissions autematicalh-when 9 telecommunications are re-established-REESTABLISHED.

3)—(1) Recovery of transmissions shall include notations of the 11 interrupted
transmission session and the resumed transmission 12 session in the system and application transaction logs.

13 (b)-(2) Failure and recovery of transmissions shall not cause any error in 14 data transmitted from the pelling
place-VOTER SERVICE AND

POLLING CENTERS to the central election site during a recovered 16
transmission session.

documentation shall provide a detalled descrlptlon mcludlng 27 seheduhng—mepmangn—ef—#m—pmeedwes-the—veung
system-providerwill-28 useto—

29 (a) Monitor threats, such as through the review of assessments, adwvisories—and
alerts for COTS components—

31 f——————————————————Evaluate the threatsand—H-any,proposedresponses;—

32 (c) Develop responsive updates to the system and/or corrective 33 procedures;-and—

My Aspartofthe certificationrequirements-of the proposed-system—
provide assistance to customers, either divectly or through detailed 36 written

procedures, how to update their systems and/or to 37 implement the corrective procedures within the timeframe 38

established-hy the Secretary of State—



1 45.5.2.8 Repealed.

2 455529 455.11 VoterVerifiablePaper—Record—Reguirements V- VPAT)-VOTER3 VERIFIABLE PAPER
RECORD REQUIREMENTS

6 [Current Rule 45.5.2.9.1 is amended and moved to New Rule 45.1.22.]

7 45:5:2.9.2(A) Existing systems that are retrofitted to comply with thisdaw-8 SECTION 1-5-802(1),
C.R.S., shall be examined for certification by the 9 Secretary of State. Any retrofitted voting system
shall comply with the process and application for certification as identified by this Rule 45.

11 45:5:2.9.3 (B) The VVRAT-VVPAT shall consist of the following mrbmum-12 components:

13 (&) (1) Fhe-voting-device-shal-contain-a-A paper audit trail writer or 14 printer that shall be attached, built into or

used in conjunction with
the DRE,—Fhe—printer—AND shall duplicate a voter’s selections from 16 the
DRE onto a paper record,;

17 (b)-(2) Fhe-unit-or-device-shal-have-a-A paper record display unit or area 18 that shall allow a voter to view his
or her paper record; AND

19 {6} (3) Fhe V- VRATunit-shal-contain-a-A paper record storage unit that shall store cast and spoiled paper record
copies securely.;-and-

27 45.5:2.9.5 The \/ \/PAT printer connection-may-be-any-standard—publicly-28 documented printer port (or the
equivalent) using a standard 29 eommunicationprotocol—

(C) THE VVPAT SHALL MEET THE FOLLOWING FUNCTIONAL REQUIREMENTS:

31 45.5:2.9:6 (1) The printer shall not be permitted to MAY ONLY 32 communicate with any-device-otherthan-the
voting device to 33 which it is connected:;



1 45:5:2.9:7 (2) The printer shal-enlybe-ablete-MAY ONLY function as a 2 printer, and not perform any other
non-printer related services-;

3 45.5:2.9.8 (3) Eveny-electronic-votingrecord-shall-have-a-corresponding-4 paper record. PRODUCE A PAPER

RECORD FOR EVERY CORRESPONDING ELECTRONIC VOTING RECORD;

6 45.5:2.9.9 The paperrecord-shall-he considered-an-official record-of 7 theelection-avaHable for recountsand
shall-be-sturdy; clean—and-8 of sufficient durability to-he used-for this purpose—

45.5:2.9.16 (4)Fhe V- VPAT unit-shall provide PROVIDE a “low supply” warning to the election judge to add paper,
ink, toner, 11 ribbon or other like supplies. In the event that an election judge is 12 required to change supplies

during the process of voting, the voter 13 shall be allowed to reprint and review the paper audit-tratl-RECORD 14
without having to re-mark-MARK his or her ballot-and-the. THE device shall prevent the election judge from seeing
any-veoters™16 ballots A VOTER’S BALLOT.

17 45.5.2.9.17 (5)Alvoting-systems-submitted forcertification-shall-stop-the-18 V- VPAT printer-of all-forward
operations-ofthe DRE STOP ALL 19 OPERATIONS if the prmter is not workmg due—te—paper—jams—eat—ef—
, 21 readable

printing of information on the V- VPAT record as 22 deS|gned

23 45.5:2.9.20 (6)Fhe MV VRAT-shal-aHew-ALLOW a voter to spoil his or her 24 paper record no more than two
times. Upon spoiling, the voter

shall be able to modify and verify selections on the DRE without 26 having to
reselect all of his or her choices.

27 45:5:2.9:21 (7)Before the voter causes a third and final record to be 28 printed-the-votershal-be-presented-THE
VVPAT MUST PRESENT 29 THE VOTER with a warning notice that the selections made on

screen shall be final and the voter shall see and verify a printout of 31 his or
her vote, but shall not be given additional opportunities to 32 change their vote.

33 455:2.922 (8)When M MPAT-VVPAT components are integrated into A 34 PREVIOUSLY CERTIFIED voting
systems-SYSTEM the new

configuration of the VOTING system must comply with existing 36 state testing
and auditing requirements.

37 45:5:2.9.23 (9)Fhe V- /RPAT-compenentshouldprint-PRINT a barcode with 38 each record that contains the

human readable contents of the paper 39 record and-digital-signhature-irfermation. The voting system provider shall
include documentation of the barcode type, protocol,



1 and/or description of barcode and the method of reading the 2 barcode as applicable to the voting system.

3 45:5:2.9.25(10) If used for provisional ballots, the VRPAT-system-4 VVVPAT shall be able to mark
paper records as a provisional ballot through the use of human readable text and optionally printing 6
barcode and/or serial number information which shall provide for 7 mapping the record back to the
electronic record and the 8 provisional voter for processing after verification in accordance 9 with
Article 8.5 of Title 1, C.R.S.

(D) THE VVPAT SHALL MEET THE FOLLOWING DESIGN REQUIREMENTS:

11 45:5:2.910 (1)Fhe V- PAT-device-shal-be-desighed-to-alow-ALLOW 12 every voter to review and accept or
reject his/her paper record in as 13 private and independent manner as possible for—beoth—disabled—and—14

non-disabled-voters REGARDLESS OF WHETHER THE VOTER HAS
DISABILITY.

16 45:5:2.9-11 Fhe L \/PAT system-shal-be-desighed-in-conjunctionwith-17 state-law-to-ensure-the-secrecy-of votes
so-that-iis-hot possible to-18 determine-whichvotercast which-paperrecord—

19 45:.5:2.9.12 (2)Fhe V- PAT printershalprint PRINT at a font size no less

than ten—point-14-POINT SANS-SERIF ARIAL for-ease—of readabiity—21 Any
protective-covering-tended-to-be-transparent-shaH-ben-such-22 conditton-that-+t-can-be-made-transparent by
ordinary-cleaning-of 23 isexposed-surface.

24 45.5:2.9.13 (3)Fhe M MPAT system-shall-be designed-to-allow AL LOW
each voter to verify his or her vote on a paper record in the same 26 language
THAT they voted in on the DRE.

27 45:5:2.9.14 (4)Fhe MV VRAT-system-shall-be-designed-te-prevent PREVENT 28 tampering with unique keys anédfor
seals for the compartment that 29 stores the paper record as-weH-as-meet-the-security-requirements-of-
thisrule—Additional-security-measures-may-be-in-place-on-the-31 printerto
. ith the device.

32 45.5:2.9.15 (5)The V-VPAT system shall be capable of printing and 33 sterirg-PRINT AND STORE paper record
copies for at least 75 ballots 34 cast without requiring the paper supply source, ink or toner supply,

or any other similar consumable supply to be changed, assuming a 36 fully
printed double sided 18 inch ballot with a minimum of 20 37 contests.

38 45.5.2.9.16 The V-VPAT unit shall provide a “low supply” 39 warning to the election judge to add paper, ink,
toner,



6 [Current Rule 45.5.2.9.16 is amended and moved to New Rule
745.5.11(c)(4).]

} he DRE-ifthe printer-is-not-working-due-to-paperjams;-out-of othe
consumables-erany-11 other issue which may cause the correct readable printing of 12 irfermation-on-
the \V\/PAT record-as-desighed—

13 [Current Rule 45.5.2.9.17 amended and moved to New Rule 14 45.5.11(c)(5).]

17 [Current Rule 45.5.2.9.18 amended and moved to New Rule 45.5.12(k).]

18 45.5:2.9-19 (6)The printed information on the printed-balot-orverification-19 portion-oftheVVPAT device

PAPER RECORD shall contain at least
the following items:

21 {8} (A) Name or header information of race, question or issue;
22 {b}-(B) Voter’s selections for the race information;
23 {&) (C) Write-in candidate’s names if selected;

24 {(d)y-(D) Undervote erevervete-information — this is in addition to the-rformation-on-thereview-screen-of-the
DRE;

26 {e} (E) Ability to optionally produce a unique serial number 27 (randomized to protect privacy); and

28 (B (F) ldentification that the ballot was cancelled or cast.




1 [Current Rule 45.5.2.9.20 amended and moved to New Rule
2 45.5.11(c)(6).]

3455.2.9. 21 Before the voter causes a third and flnal record to be 4 pnmed—me—veter—shau-be—

8 [Current Rule 45.5.2.9.21 amended and moved to New Rule
945.5.11(c)(7).]

45.5.2.9.22 When V-VPAT components are integrated into voting 11 systems-the-new
configuration-of the system-must-comphywith-12 existing-state testing-and-auditing requirements—

13 [Current Rule 45.5.2.9.22 amended and moved to New Rule 14 45.5.11(c)(8).]

description of barcode and the method of readmg the bareedeaeappheable—te—the—veﬂng—system—
21 [Current Rule 45.5.2.9.23 amended and moved to New Rule 22 45.5.11(c)(9).]

23 4552924 (7)The M VPAT component-shall-be-designed-such-that-a-24 wvotershall-not-be-able-toleave
PROHIBIT THE VOTER FROM LEAVING
the voting area with the paper record.

33 [Current Rule 45.5.2.9.25 amended and moved to New Rule 34 45.5.11(c)(10).]

4552926 (8) The voting system provider shall provide procedures—to—the—36
Secretary of State with the application for certification which 37 deseribe-DOCUMENTATION DESCRIBING how to
investigate and 38 resolve malfunctions including, but not limited to the following: 1 misreporting-votes-unreadable
paper—records.—paperjamstow-ink -2 misfeeds—preventing-the V- VPAT from-being-a-single-point-of -3 fallure;
recovering-votesinthe case-of malunctionand-power-4 fallures—



5 (A) MISREPORTING VOTES;
6 (B) UNREADABLE PAPER RECORDS;
7 (C) PAPER JAMS;
8 (D) LOW-INK;
9 (E) MISFEEDS;
10 (F) LOST VOTES; AND

11 (G) POWER FAILURES.
12 45:.5:2.4 45.5.12 Documentation Reguirements REQUIREMENTS

13 45:5:13 (A) The Secretary of State may use and rely upon the testing of a 14 voting system performed by a
VSTL or by another state upon satisfaction 15 of the following conditions:

16 &) (1) The Secretary of State has eemplete-access to any 17 documentation, data, reports or similar information
upon 18 which the VSTL or another state relied in performing its 19 tests and will make such information available
to the public 20 subject to any redaction required by law; and

21 {b)-(2) The Secretary of State makes-written-findings-and-certifies-22 that he or she has reviewed such information

and 23 determines-HAS DETERMINED that the tests were conducted 24 in accordance with appropriate engineering
standards #-use-25 when-the-tests-were-conducted, and the extent to which the 26 tests satisfy the requirements of
sections 1-5-615 and 27 1-5-616, C.R.S., and all rules promulgated under those 28 sections.

29 45,5:2.4-1 (B) In addition to other documentation requirements in this rule, the 30 voting system provider shall
provide the following documents:

31 {&)(1) Standard Issue Users/Operator Manual ISSUE 32 USERS/OPERATOR MANUAL;



1 {b}2) System Administrator’stApphcation—Administration—2 Mantal—ADMINISTRATOR’S/APPLICATION

ADMINISTRATION 3 MANUAL,;

4 {6)}(3) Training Manual-MANUAL and related materials;

&d)(4) Systems PRregramming—PROGRAMMING and Diaghestics—6 Manuals

DIAGNOSTICS MANUALS; and

7 £e)(5) A list of minimum services needed for the successful, 8 secure and hardened operation of all components
of THE 9 voting system.

454213 (C) The voting system provider shall provide documentation 11 concerning the use
of touch screen or other display and selection 12 technology including, but not limited to:

13 (&) (1) Technical documentation describing the nature and 14 sensitivity of the tactile device (if the system uses
touch
screen technology);

16 {b)-(2) Technical documentation describing the nature and 17 sensitivity of any other technology used to display
and 18 select-offices,candidates-orissues;

19 45:5:2.4.2 (D) For the review of VSTL or other state testing in Rule 45-5-1-3-
45.5.12(A) copies of all VSTL or state qualification reports, test logs and 21 technical
data packages shall be provided to the Secretary of State.

22 {&) (1) The voting system provider shall execute and submit any 23 necessary releases for the applicable VSTL,
state and/or 24 EAC to discuss any and all procedures and findings

relevant to the voting system submittedfor—certification-26 with the
Secretary of State and allow the review by the 27 Secretary of State of any documentation, data, reports or 28
similar information upon which the VSTL or other state 29 relied in performing its testing. The voting system
provider

shall provide a copy of the same to the Secretary of State.

31 {b)}(2) The voting system provider, the VSTL, the state and/or the 32 EAC will identify to the Secretary of State
any specific 33 sections of documents for which they assert a legal 34 requirement for redaction.

455—2—3—]:4@-) (E) The votmg system prowder shall del-l-\,ter—te—the—SeeFetapy—ef—36 State




3 45.5.2.3-14(e)} The voting-system-provider-shall-deliver PROVIDE to-the 4 Secretary of State-

documentation specifying the steps and times required for charging batteries, AND THE TIME OF

BATTERY OPERATION for each type 6 of eptical-scanner—baHotimager—BRE-and-VPAT-DEVICE they

provide, 7 ASSUMING CONTINUOUS USE OF THE DEVICES BY VOTERS DURING AN 8 INTERRUPTION OF
NORMAL ELECTRICAL POWER.

45.5:2.4-4 (F) Decumentation-submitted-to-the THE Secretary of State shall be+eviewed-REVIEW SUBMITTED
DOCUMENTATION to determine the extent to 11 which the voting system has been tested to federal standards.

12 45:5:2.4-6 (G) Failure by the voting system provider to provide any 13 documentation with-thel—application-for

certification will delay processing 14 the application untH-the-documentation-is-provided-AND MAY BE CAUSE
FOR DENIAL OF CERTIFICATION.

16 45:5:2.5:2 (H) The voting system shall include detailed documentation, WHICH 17 INCLUDES as-to the level,
location and programming-A DESCRIPTION OF THE 18 CONTENT of THE of audit trail information throughout the
system. The 19 audit information shall apply to:

{8 (1) Operating Systems (workstation, server, OPTICAL SCANNER, 21 BDM,

and/e+-DRE);
22 {b)-(2) Election Programming-Seftware- MANAGEMENT SYSTEM; 23 AND
24 ) (3) Election Tabulation Devices — optical scan and DRE.;-and-

%W‘ i T

26 45:5:2.6:2 (1) The voting system provider shall provide documentation detailing 27 voting system security in the
areas listed below. The system-28 DOCUMENTATION shall contain deewmented configurations, properties and 29
procedures to prevent, detect and log changes to system capabilities for:

£)(1) Defining ballot formats;
31 {b)(2) Casting and recording votes;
32 {€)(3) Calculating vote totals consistent with defined ballot 33 formats;

34 {€}(4) Reporting vote totals;



. 1 £e)(5) 2 £h(6) 3 £&)(7) 4 €h)(8) £H(9)

Altering of voting system audit records; Changing or preventing the recording of a vote; Introducing data for a vote
not cast by a registered voter; Changing calculated vote totals; Preventing access to vote data, including individual

votes and vote totals, to unauthorized individuals; and

7 §)(10) Preventing access to voter identification data and data for 8 votes cast by the voter such that an individual
can 9 determine the content of specific votes cast by the voter.

45.5:2.6-4 (J) The voting system PROVIDER shall trelude-detaited-PROVIDE 11
documentation regarding-DETAILING the security measures it has in place 12 for all systems, applicable-
software, devices that act as connectors 13 (upload, download, and other programming devices) and any
14 RECOMMENDED security measures the-veting-system-providerrecommends-to-thejurisdictions-that-
porehasethevotng-system,

16 45:5-2.9-18 (K)The voting system provider shall provide procedures and 17 documentation for the use of the
VVRAT deviee-VVPAT.

18 45:5:2.2.3 (L) The voting system provider shall publish and specify processing 19 standards for each component
of the voting system as part of the
documentation required for certification.

21 45:5:2.2:4 (M) For the purpose of evaluating software, the voting system provider 22 shall be-reguired-te-provide
detailed information as to the type of hardware 23 required to execute the software.

24 45.5:2.32 (N) The documentation supplied by the voting system provider shall

include a statement of all requirements and restrictions regarding 26 environmental
protection, electrical service, telecommunications service 27 and any other facility or resource required for the
installation, operation 28 and storage of the voting system.

29 45.5:2.3-13(d} (0) Ary-THE VOTING SYSTEM PROVIDER SHALL PROVIDE ANY
available data on problems caused for persons who experience epileptic 31 seizures
due to the DRE voting device's screen refresh rate.

32 45:5:2.3.-34(d)-(P) The voting system provider shall deliver to the Secretary of 33 State documentation detailing

estimated time of battery operation for each 34 type of eptical-scanner—baHottmager—DRE—and V- VRPATthey
provide-

DEVICE SUBMITTED FOR CERTIFICATION, assuming continuous use of the 36 devices
by voters during an interruption of normal electrical power.



1 45:5:2.3-14(e)-(Q) The voting system provider shall deliver to the Secretary of 2 State documentation specifying

the steps and times required for charging 3 batteries for each type of eptical-scannerbalotimager-BDRE-and-\/4
VPATthey provide-DEVICE SUBMITTED FOR CERTIFICATION.

45.52.6-1{d){#)-(R) The voting system provider shall submit documentation 6 containing a list

of minimum services and executables required to run the 7 veting-system-apphication-ELECTION MANAGEMENT
SYSTEM.

8 45.6 Testing PREPARATION PROCEDURES

9 45.6.1 Voting System-ProviderDemenstration-SYSTEM PROVIDER DEMONSTRATION

45.6:1.1 (A) The voting system provider shall demonstrate the exactpropesed-11 SUBMITTED
voting system to the Secretary of State prior to any functional 12 testing.

13 45:6-1:2 (B) The demonstration period does not have a pre-determined-14 PREDETERMINED agenda for the voting
system provider to follow;

however, presentations should be prepared to address and demonstrate;-16 within-the-
specific-system;-the following items as they pertain to each area 17 and use within the voting system, IF
APPLICABLE:
18 (&) (1) System overview;
19 (b)-(2) Verification of complete system matching EAC certification;

) (3) Ballot definition creation; 21 {é)-(4) Printing ballots on demand; 22 {e} (5)
Hardware diaghrosties-DIAGNOSTIC testing; 23 (f (6) Programming election media devices for various eeunt-

COUNTING 24 methods INCLUDING:
-(A) Mail-in Balets-BALLOTS; 26 () (B)
Early Moting-VOTING; 27 (i) (C) Precinet/Pol-Place-; 28 {)-(E)Provisional; and
29 {A-(F) Vote Genter CENTER.
{g)-(7) Sealing and securing system devices; 31 {h)-(8)

Logic and accuracy testing; 1 {H-(9) Processing ballots;



2 {-(10) Accessible use;

3 (-(11) Accumulating results;

4 (h-(12) Post-election audit;

5 (m)(13) Canvass process handling;

6 {(r)-(14) Audit steps and procedures throughout all processes;
7 {8)-(15) Certification of results; and

8 {p)-(16) Troubleshooting.

9 45.6:-13 (C) The voting system provider shall have access to the demonstration 10 room for one day prior to the
start of the demonstration to provide time for 11 setup of the voting system.

12 45:6:14 (D) A maximum of one business day is normally allowed for the 13 demonstration. If the voting system
provider requests more time for the 14 demonstration or, if the Secretary of State finds that the complexity of the 15
system is such that more time is needed for a demonstration, more time 16 may be granted.

17 45615 (E) The demonstration shall be open to representatives of the press and 18 the public to the extent
allowable. The Secretary of State may limit the 19 number of representatives from each group to accommodate
space 20 Hmitations-and-other-considerations.

21 45.6:-1:6 (F) The Secretary of State shall post notice of the fact that the 22 demonstration will take place in the
designated public place for posting 23 such notices for at least seven days prior to the demonstration. The notice 24
shall indicate the general time frame during which the demonstration may 25 take place and the manner in which
members of the public may obtain 26 specific information about the time and place of the test.

27 45:6-17 (G) The voting system provider shall provide the same class of 28 workstation and/or server for testing
the voting system as the normal 29 production environment for the State of Colorado.

30 45.-6-2 Functional Testing-
31 45.6.2.1 Voting system provider requirements for testing

32 45.6:.2.1-1 (H) Based upon the review of VSTL or other state reports and test 33 records, the Secretary of State
will prepare a test plan. The test plan shall 1 be designed to test for any requirements specific to Colorado law which
2 were not addressed in prior testing and for any federal or Colorado 3 requirements which were not addressed to
the satisfaction of the Secretary 4 of State in the reports and records from prior testing.



456212 (1) The test plan shall include the election definitions to be used in 6
testing and specifications for test ballots. Test ballots and election 7 definitions shall generally follow all
requirements for election definitions, 8 ballot layout and printing to verify the system’s ability to meet
those 9 requirements. Some election definitions and ballots may depart from the requirements in order to
test specific functions.

11 45:6-2-23 (J) For each system tested, a requirements matrix shall be prepared to 12 identify those requirements
satisfied by the review of VSTL or other state 13 reports and test data and how those requirements not satisfied are
to be 14 tested or otherwise satisfied. If during test planning or testing one of the

requirements in the voting systems standards or in this rule are determined 16 to be
not applicable to the system under test, the reason for the 17 determination will be documented.

18 45:6-2.1-4 (K) The voting system provider shall submit for testing the specific 19 system configuration that will
be offered to jurisdictions including the

components with which the voting system provider recommends the 21 system be
used.

22 45:6:2.1.5 (L) The voting system provider is not required to have a representative 23 present during the functional
testing, but shall provide a point of contact 24 for technical support. After the delivery, unpacking and initial
inspection

of the equipment for shipping damage and missing components, a vendor 26
representative shall only be allowed to operate or touch the equipment 27 when approved by the Secretary of State.
All such activity by a vendor 28 representative shall be documented on video ard-OR in writing.

29 45.6.2.1.6 (M) The proprietary software shall be installed on the

workstation/server and all applicable voting system components by the 31 Secretary of
State OR THE VSTL using the trusted build and the installation 32 procedures provided by the voting system
provider. After installation, 33 hash values for the software and firmware shall be compared to any 34 published
hash values of the trusted build. Any mismatches in hash values

will be investigated and resolved before proceeding with testing.

36 45.6:2.17 (N) All equipment shall be hardened using the voting system 37 provider’s procedures and
specifications.

38 45.6-2.1.8 (0) Testing shall be performed with test election definitions and test 39 ballots as required in the test
plan.



1 45:6:2.2-9 (P) The results of all testing shall be recorded in the requirements 2 matrix. The requirements matrix
shall be the primary record describing 3 which requirements were met and specifying which were not. It shall be 4
supplemented as necessary to support the findings with test team notes and 5 system reports. Supplemental
information may include photographs and 6 audio or video recordings.

7 45:6-2.110 (Q)Functional testing shall be completed according to the phases 8 identified in Rule 45.3.3.
9 45.6.2.2 Secretary of State requirements for testing

10 45:6-2:2-1(R) The Secretary of State OR THE VSTL shall conduct functional 11 testing on the voting system based
on this Rule 45 and additional testing 12 procedures as determined by the Secretary of State,

13 45:6:222 (S) The voting system shall receive a pass, fail or not applicable for 14 each requirement with
appropriate notation in the requirements matrix.

15 45.6:2.2.3 (T) Records of the test procedures shall be maintained and-+recerded-on-16 file-with-the Secretary of
State-IN ACCORDANCE WITH RULE 45.4.7. The 17 records shall identify the system and all components by voting
system 18 provider name, make, model, serial number, software version, firmware 19 version, date tested, test
number, test plan, requirements matrix, test team 20 notes and other supplemental information, and results of test.
The test 21 environment conditions shall be described.

22 45:6:2.24 (U) In the event that a deviation from the test plan is required, it shall 23 be documented in a test team
note. The note shall provide a description of 24 the deviation, the reason for the deviation and effect of the deviation
on 25 testing and determining compliance with requirements.

26 45:6:2.3 45.6.2 General Festing-Procedures-and-tastruetions-TESTING PROCEUDRES 27 AND INSTRUCTIONS

28 45:6:2.3-1-(A) Certification tests shall be used to determine compliance with 29 applicable performance standards
for the system and its components. The 30 general procedure for these tests shall:

31 {a) (1) Verify, by means of the applieant’s-VOTING SYSTEM PROVIDER’S 32 standard operating procedure, that the
device is in a normal 33 condition and status;

34 {b)-(2) Establish the standard test environment or the special environment 35 required to perform the test;

36 {e} (3) Invoke all operating modes or conditions necessary to initiate or to 37 establish the performance
characteristic to be tested;



1 {e)-(4) Measure and record the value or the range of values of the 2 performance characteristic to be tested; and

3 (&} (5) Verify all required measurements have been obtained, and that the 4 device is still in a normal condition
and status.

45.6.2.32-(B) All tests shall be generally conducted in regular election mode. 6 Tests of test
mode and diagnostic functions may be conducted in the 7 appropriate test mode.

8 45:6-:2.3:3-(C) The voting system provider is required to produce ballots and 9 assemble marked test decks and
spare ballots as specified in the test plan.

11 marking

13 45.6:2.3:5-(D) For mark-sense or optical scan devices, the Secretary of State OR 14 THE VSTL will prepare 100 or
more test ballots with marking devices of

various color, weight and consistency to determine the range of marks that 16 can be
read and the range and consistency of reading marginal marks.

17 45:6:2.3:6-(E) Ballots shall be cast and counted in all applicable counter types (or 18 counter groups) as necessary

based on the parts included in the voting 19 system. These are, at a minimum, RoH-Place{or\ote-Center)MaHia—
Provisional—and—Early—Voting—POLLING PLACE (OR VOTE CENTER), MAIL-IN, 21

PROVISIONAL AND EARLY VOTING. Ballots may be run through components 22 more than one time depending on
components and counter group being 23 tested to achieve a minimum number of ballots cast as follows for each 24

group:
(a) Polling Rlace-PLACE / OS = 1,000;

26 (b) Polling Rlace-PLACE / DRE = 500;

27 (c) Vote CenterCENTER and Early-\etirg-EARLY VOTING/ OS = 28 2,500;

29 (d) Vote Center-CENTER and Earhy-Veting-EARLY VOTING / DRE = 500;
(e) Mail-in =1, 500; and

31 () Provisional =500.

32 45:6:2.3-7 (F) Ballot design shall be sufficient to verify the scope of allowable 33 ballot designs for the given
system under Colorado election law.



6 45:6-2:3-10-(G) The requirements matrix shall include the following requirements 7 for election definitions and
ballots to simulate and test “real world” 8 situations in the State of Colorado. Election definitions and ballots 9
shall include the following minimum contest criteria:

{&)-(1) Parties for different races;
11 {b)(2) Selection of a pair of candidates;

12 {6)(3) In a Primary-Election-PRIMARY ELECTION, allow voters to vote for 13 the candidates of the party for
which they are eligible and for any 14 and all non-partisan candidates and measures, while preventing
them from voting on candidates of another party;

16 {d)-(4) In a general election, allow a voter to vote for any candidate for 17 any office, in the number of positions
allowed for the office, and to 18 vote for any measure on the ballot that the voter is allowed to vote 19 in, regardless
of party;

©)—(5) Allow for programming to accommodate Colorado recall questions 21 as
prescribed in Article 12 of Title 1, C.R.S.;

22 (BH-(6) A minimum of 20 pairs of “yes” and “no” positions for 23 voting on ballot issues; and

24 {g)-(7) Ability to contain a ballot question or issue of at least 200 words.

27 45:6:2.3-12 (H)A county clerk and recorder OR HIS/HER designated representative 28 may observe the functional
testing of a voting system. The representative 29 may assist at the request of the Secretary of State. AH-such-activity

bya

31 45:6:2.3-13 (1) The public shall be allowed to view all functional testing 32 conducted by the Secretary of State.
However, legal limitations may 33 require that certain testing, including but not limited to proprietary 34
information and system security, be done outside the view of the public. If the functional testing is outsourced to a
testing lab or contractor, public



1 viewing shall be subject to limitations set forth by the testing lab or 2 contractor.

3 45:6:.2.3-14 (J) If any malfunction or data error is detected, its occurrence and the 4 duration of
operating time preceding it shall be recorded for inclusion in the analysis and-the-test-shall-be-
interrupted. If corrective action is taken to 6 restore the devices to a fully operational condition within
eight hours, then 7 the test may be resumed at the point of suspension.

11 [Current Rule 45.6.3 moved to New Rule 45.3.4]
12 45.7 Temporary Yse-USE

13 45.7.1 If a voting system provider has a system that has not yet been approved for 14 certification through the
Secretary of State, the voting system provider or the

designated election official may apply to the Secretary of State for temporary 16 approval of
the system to be used for up to one year.

17 45.7.2 Upon approval of temporary use, a jurisdiction may use the voting system, or 18 enter into a contract to
rent or lease the voting system for a specific election upon 19 receiving written notice from the Secretary of State’s
office. At no time shall a

jurisdiction enter into a contract to purchase a voting system that has been 21 approved for

temporary use.

45.7.4 Temporary use does not supersede the certification requirements and/or process, 26 and may be
revoked at any time at the discretion of the Secretary of State.

27 45:8-Periodic Review—




1 45.8.2 The Secretary of State shall review a minimum of two randomly selected 2 jurisdictions-and-voting-systems
per-calendar-yearat the choosing-of the Secretary-3 of State—

a5 incidentrecords

13 [Current Rule 45.8 amended and moved to New Rule 11]
14 45.9-45.8 Decertification

15 45:9:1 45.8.1 If, after any time the Secretary of State has certified a voting system, it is 16 determined that the
voting system fails to substantially meet the standards set 17 forth in this Rule 45, the Secretary of State shall notify
any jurisdictions in the 18 State of Colorado and the voting system provider of that particular voting system 19 that
the certification of that system for future use and sale in Colorado is to be 20 withdrawn.

21 45:9:2 45.8.2 Certification of a voting system may be revoked and/or suspended at the 22 discretion of the
Secretary of State based on information that may be provided 23 after the completion of the initial certification. This
information may come from 24 any of the following sources:

25 (a) The Election Assistance Commission (EAC);

26 (b) Voting System Test Laboratory (VSTL);

27 (c) The Federal Election Commission (FEC);

28 (d) The National Software Reference Library (NSRL);

29 (e) National Association of State Election Directors (NASED);

30 (f) The National Association of Secretaries of State (NASS);

31 (g) Information from any state elections department or Secretary of State;

32 (h) Information from Colorado Geunty-Clerk-and-Recorders-COUNTY CLERK 33 AND RECORDS or their association;



1 (i) Any other source the Secretary of State deems reliable.

2 45.9:3 45.8.3 If any voting system provider, provides for use, erinstalls, or causes to be 3 installed an uncertifed
or decertifed voting system or component, the Secretary of 4 State may suspend use of the component or the voting

system. [Section1 55 618(6), G.R.S.]-

6 45.9:4-45.8.4 Pursuant-te-IN ACCORDANCE WITH section 1-5-621, C.R.S., the Secretary 7 of State shall hold a
public hearing to consider the decision to decertify a voting 8 system.

9 4510 45.9 Modifications and Re-examinatioRREEXAMINATION.

10 45.10.1 Any modification, change or other alteration to a certified voting system 11 shall require eertificaton
CERTIFICATION or review of the modification under 12 section 1-5-618, C.R.S., unless the voting system provider
decides to present the 13 modified system for certification under this Rule 45.

14 45:11-45.10 Acceptance Testing by Jurisdictions

15 45:111 45.10.1 Whenever an-election-A jurisdiction acquires a new system or 16 medification-of-an-existing
system-certitied-by-the Secretary of State-VOTING 17 EQUIPMENT, the eleetion jurisdiction shall perform acceptance

tests of the system 18 before it may be used to cast or count votes at any election. The voting system 19 shall be
operating correctly, pass all tests as directed by the acquiring 20 jurisdiction’s project manager or contract
negotiator and shall be identical to the 21 voting system certified by the Secretary of State.

22 45:11.2 45.10.2 The voting system provider shall provide all manuals and training 23 necessary for the proper
operation of the system to the jurisdiction-eras-tnadicated-24 by-theircontract.

25 45113 45.10.3 The election jurisdiction shall perform a series of functional and 26 programming tests that-shak
test-FOR all functions of the voting system at their 27 discretion.

28 45.11.4 The jurisdiction shall coordinate acceptance testing with the Secretary of 29 State—and—complete—a
Jurisdiction-Acceptance Testform provided-by-the Secretary-30 of State—

31 [Current Rule 45.11.4 amended and moved to New Rule 11]

32 4512 Pyrchases-and-Contracts—

33 45.12.1 Any voting system that has been certified under the procedures of th|s 34 R-ule—45—ape-ehg+ble—feppwehase-




em-4 and appears complete

with all accessories necessary for successfully eenéuehnganeleeﬂenwﬁim—thﬂaws&nd—mlesef—the—
State-of Colorado—

6 45.12.2 The Secretary of State shall maintain on file a list of all components used 7 and-purchased-for-use—Fhe-Hst
shall-include ata-minimum-the-name-of the-8 jurisdiction-the-date of purchase;the-serial-number(s}-of voting
devicesand-name 9 of the voting-systems that was-purchased.—

12 Firansial \lol .

11 45.13.1 All voting system prowders applylng for certlflcatlon in the State of 12 Gele#ade—epéemg-bua-ness—m—t-he

21 45.13.2 Financial statements submitted to the Secretary of State shall include a 22 Statement—of-GCash—Flow;
Statementof Retained-Earnings-Balance Sheetand-23 Income Statement—

24 [Current Rule 45.13 amended and moved to New Rule 11]

11.8-45.11 Escrow of Meting-System-Seoftware-by-\oting-System-Provider—VOTING SYSTEM 26 SOFTWARE

AND FIRMWARE BY VOTING SYSTEM PROVIDER. THE VOTING SYSTEM PROVIDER 27 MUST MEET THE REQUIREMENT
FOR SOFTWARE ESCROW PER THE FOLLOWING.:

28 11.8:1-45.11.1 Veting-System-Providers-THE VOTING SYSTEM PROVIDER must place in 29 escrow a copy of the
election software, FIRMWARE, and supporting documentation

being certified with either the Secretary of State or an independent escrow agent 31 approved
by the Secretary of State. See-seetion [SECTION 1-7-511, C.R.S.]

32 1182 45.11.2 Within ten days of the Meting-System-VOTING SYSTEM provider receiving 33 notification of

examination of voting equipment as part of the certification 34 process, the Metirg-System-Providershal-VOTING
SYSTEM PROVIDER MUST
arrange for the completion of escrow requirements as indicated by this rule.



1 1183 45.11.3 Voting-System-Providershal-THE VOTING SYSTEM PROVIDER MUST sign a 2 sworn affidavit that
the election software in escrow is the same as the election 3 software used in its voting systems in this state. An
annual update of the affidavit 4 will be on file in a secured location with the Secretary of State’s office.

11.8:4 45.11.4 A complete copy of the certified election software including any and all 6 subsystems
of the certified software shall be maintained in escrow.

7 13185 45.11.5 Any changes to current configurations or new installations must be 8 approved through the
certification program of the Secretary of State.

11.8:6 45.11.6 In addition to the requirements listed below, the Meting-System-ProviderVOTING SYSTEM PROVIDER
must include a cover/instructions sheet for any escrow 11 material to include the Moting-System-Provider Name-
Address-VOTING SYSTEM 12 PROVIDER, ADDRESS and pertinent contact information, Seftware-\ersion-13
Hardware-Version-Firmware-Revision-Number-SOFTWARE VERSION, HARDWARE 14 VERSION, FIRMWARE
REVISION NUMBER, and other uniquely identifying numbers of the software submitted for certification.

16 31-8-7-45.11.7 Election Seftware-Seurce-Code-SOFTWARE SOURCE CODE, maintained in 17 escrow,
shall contain internal documentation such that a person reasonably 18 proficient in the use of the
programming language can efficiently use the 19 documentation to understand the program structure,
control techniques, and error processing logic in order to maintain the Seurce-Code-SOURCE CODE
should it be 21 removed from escrow for any reason.

22 1188 45.11.8 System documentation shall include instructions for converting the 23 escrowed Seurce-Code
SOURCE CODE into Objeet-Coede-OBJECT CODE, organized 24 and configured to produce an executable system, if
warranted.

11.8.9 45.11.9 System documentation shall include technical architecture design, 26 analysis, detail
design, testing and an installation and configuration guide.

27 118-1045.11.10 A set of schematics and drawings on electronic vote casting and 28 counting equipment
purchased or in use by the county clerk and recorder shall be 29 on file with the Secretary of State.

11.8-11 45.11.11 All parties shall treat as confidential the terms of this Seetien-RULE 31 including all
escrow materials and any other related information that comes into 32 their possession, control or custody pursdant
te-IN ACCORDANCE WITH this section.

33 11812 45.11.12 Copies of Electrenic-ELECTRONIC media and supporting 34 documentation for Eserew-ESCROW
within the Secretary of State shall be sent to: Colorado Secretary of State 36 Attn: Voting Systems Specialist 37
1700 Broadway — Suite 278 200 38 Denver, CO 80290



111813 45.11.13 Any cost of using an alternative third party escrow agent shall be 2 borne by the Metirg-System
VOTING SYSTEM provider

3 [Current Rule 11.8 is amended and moved to New Rule 45.11. Modifications are shown 4 above.]
5 Rule 46. RESERVED
6 Rule 47. RESERVED
7 Rule 48. RESERVED
8 Rule 49. RESERVED
9 Rule 50. RESERVED
10 Rule 51. Use of approved and recommended election forms

11 51.1 Where the Secretary of State has-+tssued-ISSUES an approved election form, notice, 12 application, or
correspondence providedfor-by-the—UniformElection-Code—o0f-13 1992> all designated election officials

and registration offices shall MUST use the 14 approved form.

15 51.1.1 A designated election official or registration office that wishes to 16 SUBSTANTIVELY modify the
content of any form approved er—recommended-17 by the Secretary of State shaH-MUST submit a written
request via email to 18 the Secretary of State’s office stating the requested modification and the 19 reasons it
IS needed.

20 (a) The Secretary of State shal-have—WILL APPROVE A REQUEST TO 21 MODIFY AN APPROVED FORM

WITHIN five business days—-which-to-22 approve-or-deny-the-modificationrequest—Failure of the Secretary

23 of State to issue a decision within five business days shalH-DOES not 24 constitute an approval of the

request. If the modification request is 25 denied, the Secretary of State will provide-an-explanation-stating-the
26 basis-EXPLAIN THE REASON for denying the request.

27 (b) A non-substantive customization OF AN APPROVED FORM, such as 28 placing the form on county
letterhead or language translation, shatl 29 DOES not require THE SECRETARY OF STATE’S approval.

30 51.2 The Secretary of State shal-wILL approve standard voter registration and ballot 31 application forms
recommended-for use by political parties and organizations that 32 provide such forms to the public. The
Secretary of State will PUBLISH ON THE 33 DEPARTMENT’S WEBSITE ensure—that the current approved

REGISTRATION forms for-34 registration-and-balotrequest-are-publichravailable on it s-the-website.



1 51.2.1 Political parties and organizations may also use the National Mail Voter 2 Registration form. Because the
forms approved by the Secretary of State 3 contain all efthe-information specHicto-SPECIFICALLY REQUIRED BY 4
Colorado law, the applicants and the organization are afforded greater 5 protection when-BY DISTRIBUTING OR USING
the standard-STATE forms 6 approved by the Secretary of State are-used.

7 51.2.2 All political parties and organizations that conduct a mass mailing of either 8 registration or

ballot request forms to the public shal-MUST identify the-9 party-or-organization-conducting-the-maHing-

THEMSELVES by printing the 10 organization name and contact information on the form.

11 51.2.3 Any political party or organization may contact the Secretary of State prier—12 te-BEFORE sending a
mailing to request a review of the form and 13 information to be mailed.

14 51.3 Ihr—accordance—with—UNDER section 1-1-107(2)(d), C.R.S., the Secretary of State may—WwILL 15 seek
injunctive action or other penalties-as-a-remedy-to-REMEDIES FOR Vviolations of this 16 Rule.





